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1 Protection Profile Introduction

This document defines three Protection Profilesadged to payment terminals, each

for a different terminal configuration, namely PEINLY applicable to PIN Entry
Devices (PED), and POI-COMPREHENSIVE and POI-OPTiapglicable to Point of
Interaction (POI).

In the following, “this Protection Profile” standsr the Protection Profile collection

composed of the three Protection Profiles configoma PED-ONLY, POI-
COMPREHENSIVE and POI-OPTION.

11 Protection Profile Identification
1.1.1 Identification of PED-ONLY configuration
Title Point of Interaction Protection Profile — PEINLY configuration

Identifica- | ANSSI-CC-PP-POI-PED-ONLY

tion

Authors Sandro Amendola, SRC Security Research & Consu@imdypH
Carolina Lavatelli, Trusted Labs

on behalf of CAS (Common Approval Scheme)

Version 2.0

Publication |26 November, 2010

Date

Sponsor ANSSI

CC Version | 3.1 Revision 3

1.1.2 Identification of POI-COMPREHENSIVE configuration

Title Point of Interaction Protection Profile — C®MREHENSIVE configura-

tion

Identification

ANSSI-CC-PP-POI-COMPREHENSIVE

Authors Sandro Amendola, SRC Security Research & ConsuimdgpH
Carolina Lavatelli, Trusted Labs
on behalf of CAS (Common Approval Scheme)

Version 2.0

Publication 26" November, 2010

Date

Sponsor ANSSI

CC Version 3.1 Revision 3

26" November, 2010
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Identification of POI-OPTION configuration

Title

Point of Interaction Protection Profile — OBPN configuration

Identification ANSSI-CC-PP-POI-OPTION

Authors Sandro Amendola, SRC Security Research & Consu@imdgpH

Carolina Lavatelli, Trusted Labs
on behalf of CAS (Common Approval Scheme)

Version 2.0

Publication 26™ November, 2010
Date

Sponsor ANSSI

CC Version 3.1 Revision 3

1.2

Page 8

Protection Profile Presentation

This Protection Profile (PP) was developed by teen@on Approval Scheme Initia-

tive (CAS) in co-operation with the Joint Inter@bn Library Terminal Evaluation

Subgroup (JTEMS) to be used for the Common Critg2i@) evaluation of Point of

Interaction. CAS security requirements - which utld Payment Card Industry PIN
Entry Device (PCI POS PED 2.0) security requirerneag well as security require-
ments on payment transaction data and external coneation - have been translated
into CC functional and assurance security requiregme

The products in the scope of this Protection Readile payment terminals with Inte-
grated Circuit (IC) Card based online and offlimansaction capabilities. Products
range from simple PED with PIN keypad, display a@dand Magnetic Stripe Card

Readers to complete terminals (POI) that managesaction data and provide exter-
nal communications capabilities. Other functiomeditthan payment, which might be
processed by the same device, e.g. fleet card $simgg are out of scope of this PP.

The usage of this PP is intended to achieve CQuatiahs/certifications, which can be
used multiple times for approvals of payment schepagticipating in the Single Euro
Payment Area (SEPA) certification framework.

Privacy shielding does not belong to the Targdfwadluation (TOE). Moreover, as the
payment applications currently still differ fromhsene to scheme the payment applica-
tions are also excluded from the TOE in this PRallg, only the security features of
the device to be used by payment applications (asdibraries for the use of critical
functions like control of the display and the keypare in the scope of the TOE
whereas the payment applications themselves argnadsto the environment. The
TOE includes payment application separation meshasii secure software download
and update and security features that protecirtieefaces of the device. With this ap-
proach, the state machine controlling the paymemtsaction flow is not part of the
TOE. Nevertheless, the scope of the TOE can beneéatewithin a specific product

Version 2.0 26" November, 2010
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evaluation to cover payment application; in thisegathe security target shall address
payment application issues.

7 It has to be noted that the security certificai®mnly one input for the approval of a
product in a specific payment scheme. Another igpetg. the functional certification
of the device, in which for instance the transacfiow of the payment application is
addressed.

8 This Protection Profile defines three PP configoret, each of them with a particular
TOE:

* PED-ONLY configuration: The TOE provides protection both IC and Magnetic
Stripe card based transactions. It does not mamnagsaction data nor provide any
external communication facility. The TOE is fulflPPOS PED v2.0 conformant.
Note that the TOE of this configuration is the Pg&t of a POI. This PP configu-
ration has been introduced to acknowledge the custgply chain of POls, where
PEDs are often manufactured separately as comgsata broader POI. The aim
of this configuration is to support a POl compositaluation for specific use case
scenarios of merchants or other POI vendors. Etialuagainst this configuration
will not in itself secure common certification assoall CAS member markets.

* POI-COMPREHENSIVE configuration: This configuratidumly incorporates the
PED-ONLY configuration. Therefore the TOE provigestection for both IC and
Magnetic Stripe card based transactions and ig RECI POS PED v2.0 confor-
mant. In addition to the PED-ONLY configuratiorpitovides payment transaction
data management and external communication faailitor interaction with the
Acquirer defined by CAS. The POI-COMPREHENSIVE dgafation covers a
harmonized superset of all security requirementehvare considered appropriate
to defend against current and perceived futureaterelhe aim of this configura-
tion is to support the concept of the POI as aens&l acceptor for SEPA compli-
ant cards. It is the baseline configuration thaintended to secure common ap-
proval across all CAS member markets.

 POI-OPTION configuration: This TOE provides protentfor IC based transac-
tions, payment transaction data management anchekmmunication facilities.
The only difference to the POI-COMPREHENSIVE coofigtion is the absence
of support for the protection of offline plainteRtN and for the Magnetic Stripe
Reader. The POI-OPTION configuration is a subset tfe POI-
COMPREHENSIVE configuration. Therefore it is notngaliant with the POI-
COMPREHENSIVE configuration. The aim of this configtion is the support of
the business needs of payment schemes, which gratmg to a chip only envi-
ronment and are using encrypted PIN only. Note #sata consequence, POI-
OPTION configuration is not relying on the robusts@f the IC Card Reader. This
configuration is seen as a major step towardsuadROI-CHIP-ONLY configura-
tion. All requirements defined by CAS do apply t®IFOPTION configuration.
This configuration is intended to lead to a comnseourity certification of pay-
ment schemes being in this migration phase.

9 JTEMS and CAS will collectively review and assds®ats to determine the validity
or need for any future collection of security regments.

26" November, 2010 Version 2.0 Page 9
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This Protection Profile defines a specific evalomatpackage, called EAL POI, that is
built upon EAL2 and includes some of the most rafg\elements from the EAL4 as-
surance level, with the aim of ensuring that the &@figurations can be evaluated at
the appropriate level. The EAL POI balances evalnagffort according to the archi-

tecture of the POI, and emphasizes the use ofbbgitsformed penetration testing that
reflects the variety of assets. The constructiorthis package allows the efficient
evaluation of PED and POI configurations takingiatcount the specific attacks ob-
served on PED and POI devices, and the risk managepnocessed for the systems
that use them. In critical areas the assuranceresgents are augmented to a level
significantly greater than EAL2, e.g. with PIN eyjtion keys evaluated against POI-
High attack potential.

POI evaluations conformant with this Protection flRzoshall rely on the terminals
Evaluation Methodology defined in [POI CEM].

This Protection Profile requires “strict” conforntan Security Targets or Protection
Profiles conformant to this Protection Profile atend the perimeter of the chosen
PED/POI configuration with additional functionadisi if necessary.

The evaluation of this Protection Profile has beenformed by the French ITSEF
CEACI Thales. The PP has been certified by Fremtie®@e ANSSI.

1.3 References

[CC1] Common Criteria Part 1, Version 3.1, Reuisg) CCMB-2009-07-001

[CC2] Common Criteria Part 1, Version 3.1, Rewis®) CCMB-2009-07-002

[CC3] Common Criteria Part 1, Version 3.1, Reuisg) CCMB-2009-07-003

[CEM] Common Criteria Evaluation Methodology, Versi3.1, Revision 3,
CCMB-2009-07-004

[CASPOI] Framework of POI Security Requirements,SS8ommon Approval
Scheme, 27 October 2008, Version Draft 1.0 with revisionsnfra meeting
of the EPC Security and Certification Expert grangtd in Brussels on No-
vember 25th 2009 where PLUS requirements were mqudo relevant
stakeholders.

[EMV] EMV Book 1 to 4, Version 4.2

[EPC Shield] European Payment Council, TowardsSigle Payment Area: Privacy

shielding of the PIN Entry Device, Implementationi@lines, Version 1.3,
February 2009

[POI AttackPot] Application of Attack Potential ROIs, Draft, Version 0.3, July 201ote:

POI evaluations shall rely on the current versidrttos document at the
moment of the evaluation.

[POI CEM] Terminals Evaluation Methodology — CEbfinement , Version 1.0, Janu-
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[RNGPCI] Payment Card Industry (PCI) POS PIN Emgyice (PED), Version 2.0,
Appendix A, Appendix C
Rukhin, Andrew, et al., "A Statistical Test Suite Random and Pseudo-
random Number Generators for Cryptographic Applicet’, NIST SP800-
22, revisions dated May 15, 2001.
Kim, Song-Ju, et al., "Corrections of the NIST Statal Test Suite for Ran-
domness".
Bassham, Larry (NIST). "Validation Testing and NIStistical Test
Suite" presentation, dated July 22, 2004.
Hill, Joshua (InfoGard Labs). "ApEn Test Param&election”.
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2 TOE Overview

2.1 TOE Type

14 The TOE is a product of type PIN Entry Device (PED)Point of Interaction (POI),
either without shielding capabilities or with proyashielding compliant with EPC
guidelines [EPC Shield].

15 The TOE has particular characteristics dependintperPP configuration:

* PED-ONLY configuration: The TOE provides protection both IC and Magnetic
Stripe card based transactions. It does not mamagsaction data nor provide any
external communication facility.

* POI-COMPREHENSIVE configuration: The TOE providestgction for both IC
and Magnetic Stripe card based transactions, pesvghyment transaction data
management and external communication facilitiesifiteraction with the Ac-
quirer.

 POI-OPTION configuration: TOE provides protectiar {C Card based transac-
tions, payment transaction data management anchekmmunication facilities.
Protection of the offline plaintext PIN authentioat and of Magnetic Stripe
Reader is out of the scope the TOE.

2.2 TOE Security Features

16 The aim of this section is to provide a high ledescription of the POI configurations,
their logical and physical perimeter, assets, dhjes and security features. This sec-
tion starts with a presentation of a generic RHn it defines the TOE security fea-
tures. These features vary from one configuratmrartother, with a shared kernel
around PIN Entry, encrypted PIN authentication Eh\@€ard Reader protection.

2.2.1 Generic POI

2.2.1.1 Generic Payment Transaction Process

17 The following figure shows the POI payment transacprocess based on offline PIN
verification.

Page 12 Version 2.0 26" November, 2010
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10. Issuer payment

Acquirer Issuer

8. Ask for payment with payment transaction data

7. Payment transaction data

including Transaction 9. Payment notification
certificate and Merchant
parameters
1. Payment Transaction data
Merchant Cardholder N

1. Payment Transaction data

2.to 5. Payment transaction data, managment

data and PIN (if offline PIN verification)
POI 3.PINrequest 5. Transaction Certificate Card
3. PIN request 6. Cardholder receipt

4. PIN (if offline PIN verification)

Figure 1: Generic POl Payment Transaction Process

1. The merchant submits payment transaction data @rgunt) to the Cardholder
through the display and to the POI.

2. The POI submits payment transaction data to the itaorder to perform card risk
management (and also possibly to the Issuer's asdition server in case of an online
request). This step covers all card/ POI data enggsuntil transaction completion.

3. The card requests Cardholder authentication bydetNparison.

4. The Cardholder provides his PIN to be verified agaa reference PIN managed by
the IC card (offline) or the remote Issuer via thaguirer system (online). The POI
dispatches the PIN depending on the transactios typline or offline. Entering the
valid PIN implies that the Cardholder accepts #wns of the transaction (i.e. vali-
dates transaction data), and enables further taosgrocessing by granting the card
with the rights connected to the Cardholder.

5. Upon successful completion of transaction procgssimcluding card risk manage-
ment on behalf of the Issuer (online), the cardassa transaction certificate.

6. The POI edits transaction receipts - including geantion data and certificate, as well
as Cardholder and merchant identifiers and daiahe Cardholder and merchant.
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18 After the POI payment transaction the following qgess applies. This process is not
strongly related to the POI payment transaction.

7. The merchant claims payment by forwarding the tatien data and certificate, plus
his own parameters (e.g. merchant identifier) éoAkquirer bank.

8. The Acquirer bank sends this payment request tdsteer bank detaining the Card-
holder's account.

9. The Issuer maps the payment request to one ofitdhBlders, debits him and issues a
payment notification (to be checked by the Cardéofdr consistency).

10.The Issuer pays the Acquirer refund, possibly tghoglobal bank-to-bank balance.

11.The Acquirer pays the merchant refund for the gatedivered to the Cardholder.

2.2.1.2 Generic Terminal Management Process

19 The generic Terminal Management process of the &Dlinistration consists of the
following steps:

1. A Terminal Management session is established viighTtierminal Management Sys-
tem (TMS). The POI executes operations in commuioicavith the TMS and/or asks
the TMS for operations to be performed (e.g. the &RBs whether new software is
available).

2. The TMS sends POl management data or softwareetB@ via a data download (e.g.
new software is downloaded and authenticity ofvgare is verified by the POI) and/or
the POI sends POl management data to the TMS deédeaupload.

3. POI configurations are activated or deactivated. (eew software is activated). This
operation may be performed immediately or defemedne.

4. The POI reports on its hardware, software and gardition status (e.g. the software
status of the POl is reported).
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2.2.1.3 Generic POI Architecture

20

*
*
*

* gk

POI Protection Profile

The generic POI architecture includes the followdognponents:

Point of Interaction (POI)
Application/
POI Application Logic | _ Ac&;irer System
S Terminal
Application 1 Management
N Administration by . . System
AppllEsvonis Terminal Management - o
Application n
PP Other Local
» _ Devices
A 4 4 4
/ A Y Y
CHV Devices:
. PIN Entry Device User 1/O
I(éa(r:d REELLIEE (includes keypad, Other Security Devices:
ard Reader . . . -
and/or display, Security Modules: (excluding
M - . Module and may HSM and/or CHV) Keypad,
agnetic Stripe . . ;
Reader include a Card SAM Dlspla){, prllnter,
Reader) and/or Acoustic Signal
Biometric Device
4 A
Legend
v..r A
IC Card ags rpe data flow
ard
Figure 2: Generic POI Architecture
2.2.1.4 Generic POI Architecture Components
21 POI components may be integrated in the same degidee POI Application Logic.

They may also be distributed as independent decimesected to the POI Application

Logic by various means such as cables, wireleksltizal area network, etc. It is up to

the ST author to specify which POl components asale the TOE and thus, shall be
evaluated. For instance, the printer or audibleaigy amongst User I/Os, are optional
components.
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POI Application Logic (PAL). The POI Application Logic manages the apgli
tions running on the POI. At least one of the aggtions executes payment trans-
actions. The PAL offers security features to thpliaptions and includes the Ter-
minal Management as well as all the related intamarfaces needed to access to
the POI peripherals and to the external Terminah&ggment System.

Applications. The objective of a POl is to execute applicatizssied by different
application providers (e.g. bank, health, loyalfgyernment, etc.). A POl may sup-
port a multi-application environment.

POI Components.POI Components are driven by the POI Applicatiogit. The
POI components are:

» Card Readers devices that provide interfaces to cards. Thel®eaders may
support different types of cards, e.g. IC contaets, IC contactless cards and
Magnetic Stripe cards. POI as per this Protectianiile includes one or more
IC Card Readers thus allowing IC based paymensae@ions. The IC Card
Reader may belong to the tamper-responsive eneasfuthe PED (CHV de-
vices block in figure 2) or it may be separatedr(CReaders block in the fig-
ure).

e Cardholder Verification Devices (CHV): devices for Cardholder authentica-
tion, e.g. a PIN Entry Device (PED). A PED contadnseypad, a display, a Se-
curity Module (SM) for PIN encryption and may alswlude an IC Card
Reader. POI as per this Protection Profile inclumtdeast one PED thus allow-
ing Cardholder PIN entry and authentication. Astfe PED keypad and PED
display, distributed architectures are also acceptevided that the PED key-
pad security module controls the PED display. Tierfaces of the PED key-
pad security module and the PED display have forbtcted.

e Security Modules (SM): devices for management of cryptographic kawyd
cryptographic functions (e.g. a Hardware SecuritydMes (HSM) or a Secu-
rity Application Module (SAM) as part of a CHV onaxternal Security Ap-
plication Module (SAM) for a purse application (P8A. A POI with inte-
grated IC Card Reader may include only one SM (8MJHYV), but in non-
integrated cases additional SMs are required (&g.provide encryp-
tion/decryption of PINs between PED and IC Carddeeaf they are not en-
closed into one tamper-responsive boundary).

* User I/Os: that may include display, keyboard, printer, andible signals.
Different User I/O interfaces may exist for the éxttlant and for the Card-
holder.

External IT Entities. POl may provide communication capabilities to nate
with external IT entities:

e IC Card: The Cardholder's IC Card that interacts with @ through the IC
Card Reader.
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Magnetic Stripe Card: The Cardholder's Magnetic Stripe Card that imdsra
(passively) with the POI through the Magnetic Stripeader.

Application / Acquirer System: Entity operated by the Application Provider
resp. Acquirer or the Acquirer Processor with whitva POl exchanges trans-
action data.

Terminal Management System: Entity used to administrate (installation,
maintenance) a set of POIs. It is used by the TreahfAiddministrator.

Local Devices:Any device that is not a peripheral device and #itier inputs
or outputs payment transaction data. Examples oflLDevices are the Elec-
tronic Cash Register (ECR), a Vending Machine Galetr or a Pump Control-
ler for Petrol Outdoor configurations. The connaasi to these external devices
may be implemented by various means such as prvaiablic network.

2.2.1.5 POI Example

22

23

Figure 3, Figure 4 and Figure 5 show the minimutrofeomponents and functions of
the TOE in PED-ONLY, POI-COMPREHENSIVE and POI-OBN configurations
respectively, with all components in one devicelading any payment application.

Notice that TOE components may be connected viapam network (in that case the
data exchanged on the interfaces between the cantsare signed or encrypted if
required by the Security Functional Requirementgrotected by other means).
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Figure 3: TOE in PED-ONLY configuration

Version 2.0

26" November, 2010

*



Common Approval Scheme:™

A EUROPEAN INITIATIVE

*
*
*

*
* gk

FOR CARD PAYMENTS IN EUROPE

POI Protection Profile

Point of Interaction (POI)
Application Application Application Application
1 2 3 n
[ [ [ [
! Y Y Y A |
Acquirer System L - POI Application Logic (PAL) : Terminal Management
-
1 : System
|
. 1 Communication Security Application Terminal Y N .
Other Local Devices ]l Services Services Separation Management :
- #I\_» |
\ 1
| Y y |
 C VPN Network !
] A A :
|
| — | L —] !
| .
IC Card 9 MagsStripe 1
|
| Reader ShiReuice Reader :
l |
] }
| A i TOE i !
m————— L Y e ——————— P 1
\ v
ICC User Input/Output MagStripe Data

Figure 4: TOE in POI-COMPREHENSIVE configuration
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2.2.2 Security features

24 The security of the TOE payment transactioeties on a number of security features
provided by the TOE, on the capability of the ICr€Cas well as on the selected pay-
ment application by the IC Card.

25 The goal of the TOE is to enforce, through its sigtdieatures, part or all of the fol-
lowing properties on the assets, depending on @I donfiguration. These properties
on the assets provide an overview of the objectiseshe TOE which are precisely
described in section 5:

Confidentiality of PIN (the asset PIN is definedsection 4.1, its definition
takes into account the nature of the PIN, e.g.ygted or plaintext).

Confidentiality, authenticity and integrity of PiNocessing keys.
Authenticity and integrity of PIN processing softea

Authenticity and integrity of POl management arahgaction data.
Confidentiality, authenticity and integrity of P@éata protection keys.
Protection of IC Card Reader against tampering

Protection of Magnetic Stripe Reader against tamger

26 Each TOE configuration provides a specific setexfusity features that meets the in-
tended usage and the assumptions on the environMergover, each of the security
features are protected at a specific level, naniBj;Basic, POI-Low, POI-Moderate
or POI-High, The precise definition of these prtitatlevels in terms of attack poten-
tial is given in [POI AttackPot].

27 PED and POI configurations share a common TSFtstreiecnade of TSF concentric
rings (also called TSF parts), as shown in thealhg figures.

1 This Protection Profile addresses security featindependently of the standard they comply wEMY/] or
any other legacy, domestic or private IC Card saaehd
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Magnetic Stripe Reader Basic protectlon

Processing of
Plaintext PIN by IC Card Reader
PED Prompt Control

PEDMiddle\TSF

Low protection

Figure 6: TSF structure in PED-ONLY configuration

Magnetic Stripe Reader Basic protectlon

Processing of POl management
and payment transaction data

Processing of
Plaintext PIN by IC Card Reader
Control of PED Prompts

PEDMiddle TSF

Figure 7: TSF structure in POI-COMPREHENSIVE configuration
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Processing of POl management
and payment transaction data

Processing of
Plaintext PIN by IC Card Reader
Control of PED Prompts

PIN Entry
and processing of PIN until
PIN is enciphered
resp. Plaintext PIN is processed
by IC Card Reader
Core TSF

PEDMiddle TSF

Middle TSF

Moderate protection Low protection

Figure 8: TSF structure in POI-OPTION configuration

The TSF parts define the logical and physical T@Endary of each configuration.
Each TSF part is associated to one attack potdetial:

» Core TSF Keys (Core TSF PIN encipherment keys)pangected at POI-
High level.

» Core TSF contains security features protected &iNRiderate level.
 PEDMiddle TSF contains security features proteatedOI-Low level.
* Middle TSF contains security features protected@t-Low level.

» MSR is protected at POI-Basic level.

Although PEDMiddle TSF and Middle TSF may also eamtcryptographic keys and
operations, these keys are not used for direcegtion of PIN data and thus are pro-
tected at POI-Low level, which is consistent willke tother assets in these TSF parts.
Indeed in the case of PEDMiddle TSF, the PIN datdegtion is ensured by the IC
Card Reader. The PIN in IC Card Reader requireg B@I-Low protection level
(whereas the PIN in PED requires POI-Moderate ptate level). This holds also for
PED Prompts.

The Magnetic Stripe Reader (MSR), present in PED-©®Nand POI-
COMPREHENSIVE configurations, is evaluated at P@&i8 level.

The physical boundaries of each TSF part is deflmethe PED or POl components
involved in the realisation of the TSF part’'s séguieatures. Note that a component
may contribute to more than one TSF part (e.gndam number generator that is used
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for all purposes). In this case, the resistancaired from the component is that of the
more protected TSF part the component belongs to.

There are two different architectures for PEDs Bh@€ard Readers as components of
a POI: in one architecture the PED and the IC QRedder are integrated into one
tamper-responsive boundary. In the other, the PitDtlae IC Card Reader are not in-
tegrated into one tamper-responsive boundary aackfitre the Plaintext PIN, ad-
dressed by PED-ONLY and POI-COMPREHENSIVE confijores, has to be en-
crypted on the way to the IC Card Reader.

The security features provide a high level viewth# security of the terminals. The
precise view is given by the SFRs in section 9. dtmplete list of security features,
regardless of the TOE configuration, consists of:

1. PIN Entry without exposure of PIN digits.

2. Encipherment of PIN for offline or online Cardhaldencrypted PIN authenti-
cation and transfer for further processing (toltbeCard Reader or to the Ac-
quirer).

3. Encipherment of PIN for offline Cardholder plaintéXIN authentication and
transmission to the IC Card Reader. Applicable émligistributed architectures
where PED and IC Card Reader are not enclosedoiméotamper-responsive
boundary.

4. Protected transmission of PIN for offline Cardholdethentication of Plain-
text PIN to the IC Card Reader. Applicable onlyittegrated architectures
where PED and IC Card Reader are enclosed intotamger-responsive
boundary.

5. Decipherment of PIN by the IC Card Reader and tréssion to the IC Card in
plaintext. Applicable only to distributed architects where PED and IC Card
Reader are not enclosed into one tamper-respobsivedary.

6. Periodic authentication of PIN processing software.

7. Authenticity and integrity protection of adminidicm (e.g. downloading, up-
date) of PIN processing software and keys, inclgi@ippropriate cryptographic
means.

8. Integrity protection of POl management and paymteansaction data and
cryptographic means to protect payment transactaia at external communi-
cation lines against disclosure and modification.

9. Authenticity and integrity protection of adminidicm (e.g. downloading, up-
date) of POl management and transaction processiingare and keys, includ-
ing appropriate cryptographic means.

10. Control of PED prompts.

11. Tamper-detection/tamper-responsiveness (PED, PEDISNard Reader, IC
Card Reader SM, Magnetic Stripe Reader).

12. Secure downloading of payment application.
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2.2.2.1 Security features in each PP configuration

34 Table 1 defines the logical boundaries of each &®iguration in terms of TSF parts
implementing a particular set of security featuiidse items in the cells refer to the se-
curity features listed in section 2.2.2.

CoreTSF PED
PP configuration CoreTSF Keys Middle TSF | Middle TSF MSR
PED-ONLY 1,2,3,4,6,7,| PINencipher- | 5,10, 11 11

11 ment keys for 2,

3,5,11
POI- 1,2,3,4,6,7, | PIN encipher- | 5,10, 11 8,9, 12 11
COMPREHENSIVE | 11 ment keys for 2,

3,5,11
POI-OPTION 1,2,6,7,11 PIN encipher- | 10 8,9, 12

ment keys for

(2),11

Table 1: TSF decomposition by PP configuration

35 The components of a POI described in section Z.Zrfay be part of the TOE or not.
Some of the local devices may be external in steichs, but sometimes, eg. for a cash
register, they may be originators of data to baguted in the TOE. Table 2 defines
the default physical boundaries of each PP cordigum in terms of components asso-
ciated to TSF parts.

CoreTSF PED
PP configuration CoreTSF Keys Middle TSF | Middle TSF | MSR
PED-ONLY PED Keypad | IC Card PED Display Magnetic
Reader_SM, Stripe
PED_SM PED Keypad Reader
IC Card
Reader
POI- PED Keypad | IC Card PED Display | Other POI Magnetic
COMPREHENSIVE Reader_SM, components | Stripe
PED_SM PED KeyPad Reader
IC Card
Reader
POI-OPTION PED Keypad | PED_SM PED Display Other POI
PED Keypad components

Table 2: Physical boundaries of TSF parts by PP cdiguration

36 Application note: The IC Card Reader SM is not iegplin integrated architectures.
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Application note: The Security Target author shgidate the default logical and/or
physical boundaries of the TOE regarding TSF paats;ording to the product spe-
cific properties. The Security Target author isoaled to augment inner rings with
components from the outer rings. This means, Cd@& boundary can only be
enlarged, with elements from the default PED MideeMiddle TSF, and PED Mid-
dle TSF can include components in the default Mid&F.

Non-TOE Hardware/ Software/ Firmware available to he TOE

There is no hardware/ software/ firmware availdbléthe TOE.

TOE Usage

The TOE is intended to be used in payment environsnd he characteristics required
for the environment depend on the PP configuration:

* PED-ONLY configuration: The TOE is intended to Is=d as a POI component in
any payment environment satisfying global PCI regjaents.

* POI-COMPREHENSIVE configuration: The TOE is intedd® be used in any
SEPA payment environment satisfying global PCI nexoents.

* POI-OPTION configuration: The TOE is intended to umed by some payment
schemes like girocard.

TOE Life Cycle

The main phases of the TOE life cycle are the Valhg:
Developer Phase:

1. Development and Manufacturing

2. Initial Software and Cryptographic Key Loading
Operational Phase (User Phase):

3. Installation

4. Acquirer Initialisation

5. Use by Merchant and Customer

The delivery of the TOE takes place at the endedetbper phase. Thus TOE devel-
opment and manufacturing as well as Initial Sofenand Cryptographic Key Loading
are covered by the evaluation process.

The TOE behaviour during the usage phase by thehdat and Customer is de-
scribed by the guidance documentation, evaluatddtive AGD assurance class.

Application Note: The ST author shall update tifis tycle according to the product
specificities, e.g. integrated or distributed deviapplication loading during Initial
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Software Loading and/or during use, configuratmiapplications with device spe-
cific parameters, etc.

Developer phase

Development and Manufacturing
POI development and manufacturing consists of priogu

POI hardware containing embedded software
Additional software for that POI (when applicable)
Initial Key Loading and if necessary upload of peaisation cryptographic keys

During manufacturing, the POI is assembled, powerednd tested (using the embed-
ded software if present). Pre-personalisation ésmfanufacturing step when a POI re-
ceives the cryptographic keys to be used in theement personalisation phase. In
some cases, additional software is added to theeédad software at later phases of
the POl life cycle.

Initial Software and Cryptographic Key Loading

Software load agents are installed during init@tware loading to allow further re-
mote software installation, if applicable. The aittion of a load agent uses the
minimum load software present in the embedded soéw

Initial Cryptographic Keys are loaded into the P@&dditional cryptographic keys can
also be loaded during this phase. It is the task®fST author to describe which cryp-
tographic keys are loaded during the developerghasl which keys are loaded dur-
ing the operation phase.

The TOE is delivered at the end of the Initial $@fte and Cryptographic Key Load-
ing, which may be performed either by the Termiainistrator through a Terminal
Management System, either by the Terminal Manufactu

Application note: Initial Software and CryptographiKey Loading are post-
manufacturing steps, e.g. even if a Terminal Adstriaior performs it (which should
set this step in user phase), it still is subjectvtaluation and stays in the SAR perime-
ter. The ST author shall specify exactly the actoiplied in Initial Software and
Cryptographic Key Loading.

User phase

During the User phase at the Merchant premise®? @igerforms card based payment
transactions. POI administration is performed byAaquirer either through a connec-

tion to a Terminal Management System or directlyhat POI. Further cryptographic

keys may be loaded to personalise the POI.
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POI installation and POI Acquirer Initialisatioregore-requisites to the use of the POI.
These steps are performed at the Merchant sitg tiseruser-accessible interfaces of
the POI.

Installation

Installation depends on the configuration of thd,R@her integrated in one enclosure
or distributed. It is up to the ST author to spetife actual installation steps for the
evaluated POI. These steps may include:

physical installation of the different POl compotsgn

cabling and connections to external peripheralsiinnay be local, e.g. an Elec-
tronic Cash Register, or remote via an externasstine,

software downloading,
configuration with specific parameters,

mutual recognition of POI components (allowing cam@nts to exchange infor-
mation, for instance in the context of a Large Retanfiguration),

test of the whole POI configuration,

installation of the address of each Acquirer andniligal Administrator with
whom the Merchant has a contract.

Acquirer Initialisation

Local operation on the POI is needed to startaléation by the Acquirer. Acquirer
initialisation takes place with each Acquirer witthom the Merchant operating the
POI has a contract.

Further cryptographic keys may be loaded duringAtbguirer Initialisation to person-
alise the POIL.

The Acquirer downloads parameters configuring hoamgactions will be processed
for each of the acquired brands. A Merchant whasduo® want to get involved in the
administration of his POI would put a Terminal Mgament System in charge of ini-
tialisation. Another Merchant may put his own PQtefkdant in charge of initialisa-
tion.

Sometimes, in preparation for Acquirer addressltagton (POl installation steps) and
for Acquirer application configuration (Acquireritialisation steps), the POI receives
the parameters that are common to the Acquiringr@mwents during the personalisa-
tion phase (e.qg. list of active Acquirers on thekeawith their initial host address, list
of Application Identifiers and public keys of comnip accepted brands).

It is up to the ST author to specify the actudiatisation steps for the evaluated POI.
It may also include software downloading.
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Conformance Claims

Conformance claim to CC

This Protection Profile is conformant to the Comn@iteria version 3.1 revision 3:
CC Part 2 [CC2] extended
CC Part 3 [CC3] extended

The CC Part 2 is extended with the security fumaticomponents FCS_RND.1 Qual-
ity metric for random numbers, FPT_EMSEC.1 TOE eatian, and FIA_API.1 Au-
thentication Proof of Identity.

The CC Part 3 is extended with the security asseraomponents AVA_POI.1 Basic
POI vulnerability analysis, AVA_POI.2 Low POI vulrability analysis, AVA POI.3
Moderate POI vulnerability analysis, and AVA_POH@h POI vulnerability analysis.
Despite the hierarchical relationship between thmsaponents (cf. section 7.4) they
are all necessary to the definition of the EAL P@tkage because each of them apply
to one TSF part. Annex 12 explains the relationshgiween AVA POI and
AVA VAN.2.

Conformance claim to a package

This Protection Profile is conformant to EAL POlialis defined in section 8.2.

Conformance claim of the PP

This PP does not claim conformance to any other PP.

Conformance claim to the PP

The conformance to this PP, required for the Sectiargets and Protection Profiles
claiming conformance to it, &rict, as defined in CC Part 1 [CC1].
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4 Security problem definition
4.1 Assets
70 The following table summarises the assets of th& &@d their sensitivity: Confiden-

tiality (C), Authenticity (A) and Integrity (I).

Asset Sensitivity
PIN C
ENC_PIN C
PLAIN_PIN C
Cleartext PLAIN_PIN C
Ciphertext PLAIN_PIN C
MAN_DAT Al
PAY_DAT Al
Magnetic Stripe Track Data C A I
ENC_PIN_PK Al
ENC_PIN_SK C,A I
PLAIN_PIN_SK C, A I
PED_MIDDLE_PK Al
PED_MIDDLE_SK C A, I
POI_PK Al
POI_SK C, A I
CORE_SW Al
CORE_HW Al
PED_MIDDLE_SW Al
PED_MIDDLE_HW Al
POI_SW Al
PAYMENT_APP Al

Table 3: Assets sensitivity

71 PIN

72 Cardholder personal identifier, used to authergitatself against the IC Card or the
Issuer. The PIN stands for the digits entered leyGhardholder, before any treatment
by the TOE.
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There are two categories of PIN: ENC_PIN and PLAMNN. ENC_PIN stands for the
PIN to be used for online or offline encrypted autication, while PLAIN_PIN stands
for the PIN to be used for offline cleartext autheation. Like PIN, the assets
ENC_PIN and PLAIN_PIN stand for the set of digitaezed by the Cardholder before
any processing.

Sensitivity: Confidentiality.

ENC_PIN (PIN digits that have to be received encryed by the IC Card or the
Issuer)

PIN used by the Cardholder to authenticate hinmsetine of the two following ways
(cf. item 2 from the list of security features gcton 2.2.2)

- Online authentication: the POI payment applicatod the IC Card application
require sending the PIN encrypted via the onlirterface of the POI to the Issuer
via the Acquirer.

- Offline ciphertext authentication: the POI paymapplication and the IC Card ap-
plication require sending the PIN encrypted toltbeCard via the IC Card Reader
interface.

Sensitivity: Confidentiality.

PLAIN_PIN (PIN digits that have to be received in teartext by the IC card)
PIN used by the Cardholder to authenticate himselhe following way:

- Offline plaintext authentication: the POI paymeppkcation and the IC Card ap-
plication require sending the PIN in cleartexthe tC Card.

There are two categories of PLAIN_PIN, dependingtan POI architecture, defined
hereafter: Ciphertext PLAIN PIN and Cleartext PLARN.

Sensitivity: Confidentiality.

Ciphertext PLAIN_PIN (in distributed POI architectu res, PIN digits that have to
be received in cleartext by the IC Card)

The PLAIN_PIN that has to be encrypted prior todseg it to the IC Card Reader,
which then deciphers it before sending it in cleerto the IC Card. This asset is rele-
vant only for those POI architectures where the RIBB the IC Card Reader are sepa-
rated devices (i.e. not integrated into one siteyeper-responsive boundary).
Sensitivity: Confidentiality.

Application note: This corresponds to items 3 tbefinom the list of security features
(cf. section 2.2.2).
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Cleartext PLAIN_PIN (in integrated POI architectures, PIN digits that have to be
received in cleartext by the IC Card)

The PLAIN_PIN that has to be sent to the IC Carcdee in cleartext is called
Cleartext PLAIN_PIN. This asset is relevant only fbose POI architectures where
the PED and the IC Card Reader are included isdhee tamper-responsive boundary.

Sensitivity: Confidentiality.

Application note: This corresponds to item 4 frdma tist of security features (cf. sec-
tion 2.2.2).

POI_SW (POI software)
Software (code and data) of the MiddleTSF.
Sensitivity: Authenticity and Integrity.

PED_MIDDLE_SW
Software (code and data) of the PEDMiddle TSF.
Sensitivity: Authenticity and Integrity.

PED_MIDDLE_HW
Hardware of the PEDMiddle TSF.
Sensitivity: Authenticity and Integrity.

CORE_SW
Software (code and data) of the Core TSF.
Sensitivity: Authenticity and Integrity.

CORE_HW
Hardware of the Core TSF.

Sensitivity: Authenticity and Integrity.

MAN_DAT (POI management data)
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At least POl Management data are the POI Uniquaetilier, the Merchant Identifier

and the Acquirer risk management datdhe POl _PK is a special kind of
MAN_DAT.

Sensitivity: Authenticity, Integrity.

Application note: MAN_DAT shall be protected inside TOE and through external
communications.

PAY_DAT (Payment transaction data)

Data related to the payment transaction. It indudeleast the amount, the Primary
Account Number (PAN), the personal account numtbercurrency, the date and time,
the encrypted PIN, the transaction identifier & fayment transaction, the cryptogram
data, the Authorization Reply and any data whichassferred between the Issuer and
the IC Card like card script processing and cardagament data.

Sensitivity: Authenticity and Integrity.

Application note: The TOE ensures protection of PBXT inside the device. Protec-
tion of PAY_DAT that are sent outside the deviedl &le implemented if required by
the Acquirer, using TOE security services: The maynapplication may use the TOE
security services to avoid disclosure and modiitcabf PAY_DAT when this data is
sent through the online interface.

ENC_PIN_PK (Public ENC_PIN cryptographic keys)

All public cryptographic keys used to protect tlmmfidentiality of ENC_PIN and the
authenticity and integrity of CORE_SW including i@sponding Certificate Verifica-
tion Keys.

Sensitivity: Authenticity and Integrity.

ENC_PIN_SK (Secret/private ENC_PIN cryptographic kes)

All secret/private cryptographic keys used to protéhe confidentiality of the
ENC_PIN and the authenticity and integrity of COSEV. Note that private keys are
not used to encipher ENC_PIN.

Sensitivity: Confidentiality, Authenticity and Irgaty.

PED_MIDDLE_PK (Public PEDMiddle cryptographic keys)

PEDMiddle TSF public cryptographic keys used tot@ecothe integrity and authentic-
ity of PED_MIDDLE_SW.

Sensitivity: Authenticity and Integrity.

2 Issuer and Acquirer risk management data are taseelcide, together with the card, which kind ahantica-
tion and authorisation is necessary.
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122 PED_MIDDLE_SK (Secret/private PEDMiddle cryptographic keys)

123 PEDMiddle TSF secret/private cryptographic keysduseprotect the confidentiality,
integrity and authenticity of PED_MIDDLE_SW and Brat Controls.

124 Sensitivity: Confidentiality, Authenticity and Irgaty.

125 POI_PK (Public POI cryptographic keys)

126 Middle TSF public cryptographic keys used to protee integrity and authenticity of
POI_SW, PAY_DAT and MAN_DAT (POI transaction andmagement data respec-
tively).

127 Sensitivity: Authenticity and Integrity.

128 POI_SK (Secret/private POI cryptographic keys)

129 Middle TSF secret/private cryptographic keys usedrotect the confidentiality, integ-
rity and authenticity of POI_SW, PAY DAT and MAN_DOA(POI transaction and
management data respectively).

130 Sensitivity: Confidentiality, Authenticity and Irgaty.

131 PLAIN_PIN_SK (Secret/private PLAIN_PIN cryptographi c keys)

132 All secret cryptographic keys used to protect thanfidentiality of Ciphertext
PLAIN_PIN.

133 Sensitivity: Confidentiality, Authenticity and Irgaty.

134 Application note: Note that private keys are notdiso encipher PLAIN_PIN. This
asset is relevant to distributed PED architecturgbgere the IC Card Reader is not in
the same tamper-responsive enclosure as the PEIaéley

135 Magnetic Stripe Track Data
136 The Primary Account Number (PAN) and other data.
137 Sensitivity: Confidentiality, Authenticity and Irgaty

138 PAYMENT_APP

139 The payment application installed on the POI. ¢tudes the payment application code
and any additional data which comes with applicatiode (configuration data, etc.)

140 Sensitivity: Integrity and Authenticity
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4.1.1 Assets in each PP configuration

141 Table 4 defines the assets of each PP configuratidrthe TSF parts they are assigned
to. There is no different between PP configuratiorthe assignments.

142 Note that an asset may be associated to more ti&aif F part in a given configura-
tion.
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PED-ONLY POI- POI-OPTION
COMPREHENSIVE

Asset

Core TSF
CoreTSF Keys
PEDMiddle TSF
Middle TSF
Core TSF
CoreTSF Keys
PEDMiddle TSF
Middle TSF
Core TSF
CoreTSF Keys
PEDMiddle TSF
Middle TSF

PIN
ENC_PIN X | X
PLAIN_PIN X
Cleartext PLAIN_PIN X X
Ciphertext PLAIN_PIN X| X| X X | x| x
POI_SW X X
PED_MIDDLE_SW X X X
PED_MIDDLE_HW X X X
CORE_SW X X X
CORE_HW X X X
MAN_DAT X X
PAY_DAT X X
ENC_PIN_PK X X X
ENC_PIN_SK X X X
PED_MIDDLE_PK X X X
PED_MIDDLE_SK X X X
POI_PK X X
POI_SK X X
PLAIN_PIN_SK X | x X | X
PAYMENT_APP X X
Magnetic Stripe Track Data MSR TSF MSR TSF

X
x
x

x
X
x
X

x

Table 4: Assets by PP configuration
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Users

Users are humans or IT entities external to the Ti@Einteract with the TOE.

Users are defined sections 4.2.1 and 4.2.2. Uggigcable to each PP configuration
are defined in section 4.2.3.

Authorised Human Users

Cardholder

The Cardholder interacts with the POI via man-maehnterfaces: he reads payment
transaction data displayed on the POI, insertshisedC card, authenticates her-
self/himself with her/his PIN, confirms the paymémainsaction and takes the receipt.

Attendant

The payment application in the POI or in a conrectevice may initiate a payment
transaction at the request of the Attendant. Then8liant interacts with the TOE via a
man-machine interface. The payment transactiortherenitiated by the Attendant or
by a Local Device. The Merchant himself can beattendant.

Merchant

A retailer, or any other person, company, or capon that agrees to accept (bank)
cards in the framework of a contract with an Acguir

Terminal Administrator

The Terminal Administrator maintains the TOE dihedty local operations or re-
motely through a Terminal Management System.

External Entities

Acquirer system

The Acquirer System is the entity that exchangegneat transaction data with the
POI. Used by the Application Provider resp. Acquoethe Acquirer Processor.

Terminal Management System

The Terminal Management System is the entity usea@dministrate (installation,
maintenance) a set of POls: software and paramdetgnload and application activa-
tion / deactivation. Used by a Terminal Adminisbrat
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IC Card

The Cardholder's IC Card is an entity interactintpwhe POI during a payment trans-
action. The Cardholder's IC Card acts on behateiCard Issuer.

Magnetic Stripe Card

The Cardholder's Magnetic Stripe Card is an emitgracting with the POI during a
payment transaction. The Cardholder's Magnetip&@@ard is the Card Issuer’s repre-
sentative.

Local Device

A payment transaction may be initiated at the retjoéthe Attendant or a Local De-
vice. Examples of Local Devices are the Electrd@ash Register (ECR), a Vending
Machine Controller or a Pump Controller for Pet@altdoor configurations. The con-
nections to these external devices may be implezddoy various means such as pri-
vate or public network etc.

Payment Application

The Payment Application corresponds to the payrapptication code and data using
the Payment Application Logic and the peripherahponents of the POI to process a
payment transaction. There may be more than onen&gyApplication in the POI.
The Payment Application acts on behalf of the Acgui

Risk Manager

The Risk Manager is an entity interacting with l6eCard, the Terminal Management
System and the Acquirer System during a paymensaetion. The inputs from all
three entities helps the Risk Manager determinihglvtype of ENC_PIN (online en-
crypted or offline encrypted) shall be used.

Users in each PP configuration

Table 5 defines the users of each PP configuration.
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User PED-ONLY POI-COMPREHENSIVE POI-OPTION
Cardholder X X X
Attendant X X X
Merchant X X X
Terminal Administrator X X X
Acquirer System X X X
Terminal Management System X X X
IC Card X X X
Magnetic Stripe Card X X
Local Device X X X
Payment Application X
Risk Manager X

Table 5: Users by PP configuration

4.3 Subjects

168 Subjects are active components of the TOE thatrathe behalf of users.

169 Subjects applicable to each PP configuration afieet&in section 4.3.1.

170 Payment Application Logic (PAL)

171 The Payment Application Logic manages the appboatirunning on the POI. The
PAL includes software and all the related intennérfaces needed to access to the
POI peripherals and external devices. Only parPAf is SFR-enforcing or SFR-
supporting.

172 Application note: The security components of thé r{ated to the PAL point at “the
security enforcing and supporting part of PAL”.

173 Terminal Management

174 The Terminal Management executes POl managementaads issued by the Ter-
minal Management System. It may also act of its ,d@nexample when an attack is
detected.

175 IC Card Reader and IC Card Reader SM (Security Modue)
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The IC Card Reader which manages the communications between the 1@ &ad
the POI. The IC Card Reader SM decrypts the CipRERLAIN_PIN to be sent to the
IC Card in cleartext.

PED: (PED) keypad, (PED) display, (PED) SM

The PED as Cardholder Verification Device and (BED) keypad where the PIN is
entered, its(PED) display where the Cardholder is asked to enter its PIN igd
(PED) SM (Security Module) which processes keys or man#gas (PIN encryption,
MAC verification for CORE_SW).

Core Loader
The loader downloading CORE_SW into the POI.

PED Middle Loader
The loader downloading PED_MIDDLE_SW into the POI.

Middle Loader
The loader downloading POI_SW into the POI.

Payment Application Loader
Loader for downloading and updating payment apfboa.

Magnetic Stripe Reader

The Magnetic Stripe Reader reads the Magnetic &ffimck Data of the Magnetic
Stripe Card of the Cardholder.

Subjects in each PP configuration

Table 6 defines the subjects of each PP configurati
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Subject PED-ONLY | POI-COMPREHENSIVE POI-OPTION
Payment Application Logic X X X
Terminal Management X X X
PED X X X
IC Card Reader X X X
Magnetic Stripe Reader X X
Core Loader X X X
PED Middle Loader X
Middle Loader
Payment Application Loader X X

4.4

190

191

192

193

194

195

196

197

198
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Table 6: Subjects by PP configuration

Threats

Any user of the TOE may behave as threat agentaltaek paths that implement the
threats may involve physical and/or logical means.

T.MerchUsurp (Merchant Identity Usurpation)

A fraudulent Merchant is credited for transactidhat Cardholders intended for an-
other Merchant by manipulating another Merchan@ETo make the Cardholders is-
sue payment instructions modifying the amount inynpent transaction data
PAY_DAT to his benefit or stealing and modifyingatimer Merchant's payment trans-
action data PAY_DAT before they are collected ornbgdifying risk management
data, POI Unique Identifier or the Merchant Ideatiin the MAN_DAT.

Related assets: MAN_DAT, PAY_DAT, POI_SW, POI_PIQIPSK.

Application note: The attack on the POI Unique lifgar can be executed by manipu-
lating the Middle TSF or at the external interfaoethe Acquirer which is also part of
the Middle TSF.

T.CardholderUsurpEPIN (Cardholder Identity Usurpati on ENC_PIN)

Fraudsters with POl-moderate attack potential leyaah unauthorised access to a
Cardholder's account by disclosing the ENC_PINavig manipulation of the POI.

Fraudsters with POI-high attack potential levelnganauthorised access to a Card-
holder's account by disclosing the ENC_PIN via petien of the POI and/or moni-
toring of the POI emanations (including power flations) that would result in the
disclosure of the ENC_PIN_SK.

The goal is to steal later the IC Card and to perfa transaction based on payment
transaction data PAY_DAT with the captured PIN #mglstolen IC Card.
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Related assets: ENC_PIN, CORE_SW, CORE_HW, ENC_S#\JENC_PIN_PK.

T.CardholderUsurpCiphPPIN (Cardholder Identity Usur pation Ciphertext
PLAIN_PIN)

Fraudsters with POl-moderate attack potential leyah unauthorised access to a
Cardholder's account by disclosing the Cipherteb&IR_PIN via any manipulation
of the POIL.

Fraudsters with POI-high attack potential levelnganauthorised access to a Card-
holder's account by disclosing the Ciphertext PLARNN via penetration of the POI
and/or monitoring the POI emanations (including pofluctuations) that would result
in the disclosure of the PLAIN_PIN_SK.

Fraudsters with POI-low attack potential level gamauthorised access to a Card-
holder’s account by disclosing the Ciphertext PLARNN via penetrating the IC Card
Reader (as part of PED_MIDDLE_SW and PED_MIDDLE_HWaking any addi-
tions, substitutions or modifications.

The goal is to steal later the IC Card and to perfa transaction based on payment
transaction data PAY_DAT with the captured PIN #mglstolen IC Card.

Related assets: Ciphertext PLAIN_PIN, CORE_SW, CORH,
PED_MIDDLE_SW, PED_MIDDLE_HW, PLAIN_PIN_SK, PED_MIDLE_PK.

Application note: This threat applies to POl wigtpsirated PED and IC Card Reader.

T.CardholderUsurpClearPPIN (Cardholder Identity Usurpation Cleartext
PLAIN_PIN)

Fraudsters with POl-moderate attack potential leyah unauthorised access to a
Cardholder's account by disclosing the CleartexAIRLPIN via any manipulation of
the POI.

Fraudsters with POI-low attack potential level gamauthorised access to a Card-
holder's account by disclosing the Cleartext PLAPN via penetrating the IC Card
Reader (as part of PED_MIDDLE_SW and PED_MIDDLE_HWaking any addi-
tions, substitutions or modifications.

The goal is to steal later the IC Card and to perfa transaction based on payment
transaction data PAY_DAT with the captured PIN #melstolen IC Card.

Related assets: Cleartext PLAIN_PIN, CORE_SW, CGRE, PED MIDDLE_SW,
PED_MIDDLE_HW, PED_MIDDLE_PK.

Application note: This threat applies to POI withtegrated PED and IC Card
Reader.
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T.PromptControl (Manipulation of Prompt Control)

Fraudsters gain unauthorised access to the Promoptraf (e.g. by corrupting
PED_MIDDLE_SW) and use the Prompt Control to as& @ardholder to enter
his/her PIN in order to disclose it (e.g. by pr@ieg it in unprotected areas).

Related assets: PED_MIDDLE_SW, PED_MIDDLE_HW, PEDDBILE_SK,
PED_MIDDLE_PK.

T.Transaction (Transaction with usurped Cardholderidentity)

a) Fraudsters perform payment transactions and mai@ulOE hardware or
software (POI_SW) to accept counterfeit or stolércards. Before the modifi-
cation the TOE would detect such cards.

b) Fraudsters use good IC cards and manipulate the A@dvare or software
(POI_SW) to generate payment transactions thatt diebiwrong account in
payment transaction data PAY_DAT.

C) Fraudsters (including a fraudulent Cardholder)gmad IC cards and later, dur-
ing transaction collection, tap the line betweenET@d Acquirer and erase
their transactions manipulating payment transaatiata PAY_DAT stored in
the TOE.

Related assets: POlI_SW, PAY_DAT, POI_PK, POI_SK.

T.FundsAmount (Funds transfer other than correct anount)

a) Fraudulent Merchants manipulate the TOE in ordenake the Cardholder is-
sue payment instructions for more than he thinkgifimg the amount in
payment transaction data PAY_DAT or to make thed@aider issue several
payment instructions instead of one generatingraégets of payment transac-
tion data PAY_DAT.

b) Fraudsters use good cards and manipulate TOE terafentransactions based
on manipulated payment transaction data PAY_DAT #ra rejected by the
Acquirer when collected.

C) A fraudulent Cardholder issues valid payment irtioms generating valid
payment transaction data PAY_DAT but later destrpggment transaction
data PAY_DAT before they are collected.

d) Fraudsters modify the interface between TOE andukeqg modify payment
instructions by modification of payment transactidaita PAY_DAT into re-
funds.

Related assets: POlI_SW, PAY_DAT, POI_PK, POI_SK.
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T.BadDebt (Account overdraft, bad debt)

A fraudulent Cardholder manipulates the TOE nogaoonline, thus preventing the
Acquirer to collect funds and making the Merchdnhk the transaction performed
correctly whereas no funds have been collected.

Related assets: POI_SW, MAN_DAT.

T.SecureCommunicationLines

An attacker manipulates or misuses the POI servioéerlying the protection of ex-
ternal communication lines in order to disclosemadify the PAY_DAT sent or re-
ceived on external communication lines.

Related assets: PAY_DAT, POI_SW, POI_PK, POI_SK.

Application note: This is a threat against the segg provided by the POI. The assets
PAY_DAT and POI_SW are indirectly threaten if tleeviees are used to protect
them. Note that the protection of PAY_DAT on thereal communication lines is a
choice of the payment application (cf. definitidrPA&\Y_DATA).

T.Magstripe

An attacker tries to penetrate the POI to maketewidi, substitutions, or modifications
to the Magnetic Stripe Reader head and associatetare or software, in order to
determine or modify Magnetic Stripe data.

Related assets: Magnetic Stripe Track Data.

T.lllegalCodelnstall

An attacker may try to violate the integrity an@ #wthenticity of the downloaded ap-
plication by accessing the communication channeléen the POI and the terminal

management device or falsely authenticating himeseH trusted authority and thus be-
ing able to install untrusted code.

Related assets: PAYMENT_APP.

Threats in each PP configuration

Table 7 defines the threats to each PP configuratio
A threat is associated to the TSF parts that méatipthe threaten assets.

Threat PED-ONLY | POI-COMPREHENSIVE POI-OPTION
T.MerchUsurp X X
T.CardholderUsurpEPIN X X X
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Threat PED-ONLY POI-COMPREHENSIVE POI-OPTION
T.CardholderUsurpCiphPPIN X X
T.CardholderUsurpClearPPIN X X
T.PromptControl X X X
T.Transaction X X
T.FundsAmount X X
T.BadDebt X X
T.SecureCommunicationLine X X
T.lllegalCodelnstall X X
T.Magstripe X X
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Table 7: Threats by PP configuration

Organisational Security Policies

OSP.WellFormedPayApp (Well-formed Payment Applicatons)

Payment Applications implemented on the POI shed! thhe security mechanisms pro-
vided by the TOE in a sense that the security ®f$sets is ensured.

OSP.ApplicationSeparation

The TOE shall implement an application separati@tmanism if it provides a multi
application environment.

OSP.POISurvey

Procedural measures like inspections and guidankeb& implemented preventing
manipulations of the TOE enclosure. In particulamgedural measures shall reveal
manipulations of the IC card interface in ordeptevent attacks based on electronic
circuits mounted at the IC card interface of theEl®OCard Reader. Those who are re-
sponsible for the TOE shall establish and implenpeatedures for training and vet-
ting administrators of the TOE, or training the syisors.

OSP.MerchantSurvey

In case of a fraudulent Merchant performing attagksmnanipulations of the enclosure

or the interfaces of the TOE, especially the ICdcaterface, the payment schemes
shall detect manipulations of a large number ohpeanyt transactions at the same mer-
chant with their surveillance systems.
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The payment schemes implement organisational mesdar detect such manipula-
tions.

Application note: The OSP is necessary to countdtee following scenario: A Mer-
chant deploys a faked POI in order to perform payntensactions.

OSP.KeyManagement

Cryptographic keys have to be securely managecedia}y the generation and instal-
lation of cryptographic keys and certificates havée done in a manner that private or
secret cryptographic keys are protected againstadigre and that all cryptographic
keys are protected against modification when theypaocessed outside the POI. Fur-
thermore there are procedures that support andtanaithe unique identification of
the TOE based on unique cryptographic keys foptb&ection of the online interface.

OSP in each PP configuration

All the OSP listed above apply to each of the Pmfigarations except the
OSP.ApplicationSeparation which does not applyE®FONLY configuration.

Assumptions

A.UserEducation

It is assumed that Cardholders are informed by ibsuing banks about a proper use
and about their responsibilities when using the T@§pecially Cardholders shall be
asked to keep the PIN secret and not to hand Begards to other persons than a
trustworthy merchant.

A.SecureDevices

It is assumed that the payment application progidheve chosen appropriate security
measures to protect devices interacting with th&®3dy. the IC or Magnetic Stripe
cards.

A.PinAndCardManagement

It is assumed that the user PINs as well as th€dftls are securely managed by the
Issuer. Especially it is assumed that the PIN dsagdC Card transfer between Issuer
and Cardholder takes place in a manner that thiédeonially of the PINs is ensured
and the misuse of the cards is prevented by orgamnal measures.
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4.6.1 Assumptions in each PP configuration

254 All the assumptions listed above apply to eacthefRP configurations.
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Security Objectives

Security Objectives for the TOE

O.PINEntry

The TOE shall provide the functionality to protdwot confidentiality of the PIN during
PIN entry (e.g. against manipulations of the Caldéwokeypad, key presses being
seen, key sounds being distinguished or key enmrsakbieing distinguished).

Upon failure during PIN Entry, if the failure triggs a tamper-responsive mechanism,
the TOE shall erase any PIN value and related sdata. Otherwise, the TOE shall
make them inaccessible.

O.EncPIN

The TOE shall protect the confidentiality of ENCNRuntil it is enciphered by tam-
per-responsive and tamper-detection means.

The TOE shall immediately delete ENC_PIN after hgwenciphered it.
The TOE shall neither display nor print any ENC_Rildlear.

This objective entails the following derived objees:

a) The TOE shall protect the confidentiality of ENCNPBK.

b) The TOE shall provide state-of-the-art cryptografancryptographic means.

Upon failure of any authenticity and integrity ckexr upon incorrect execution, if the
failure triggers a tamper-responsive mechanism, TR erase any PIN value,
ENC_PIN_SK and any other related secret data. @tker the TOE shall make them
inaccessible.

This objective applies to Online ENC_PIN as welliline ENC_PIN.

O.CipherPPIN

The TOE shall protect the confidentiality of Cipteett PLAIN_PIN until it is enci-
phered by tamper-responsive and tamper-detecti@msne

The TOE shall immediately delete Ciphertext PLAINN Rfter having enciphered it.
The TOE shall neither display nor print any CipagttPLAIN_PIN in clear.

This objective entails the following derived objees:

a) The TOE shall protect the confidentiality of PLAIRIN_SK.

b) The TOE shall provide state-of-the-art cryptografancryptographic means.
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Upon failure of any authenticity and integrity ckexr upon incorrect execution, if the
failure triggers a tamper-responsive mechanism,TiB& shall erase any PIN value,
PLAIN_PIN_SK and any other related secret d@therwise, the TOE shall make
them inaccessible.

Application note: This objective applies to POI laitectures with separated PED and
IC Card Reader (e.g. different tamper-responsivenoiaries).

O.ClearPPIN

The TOE shall protect the confidentiality of Clesatt PLAIN_PIN until it is trans-
ferred to the IC Card Reader by tamper-respongidg@amper-detection means.

The TOE shall immediately delete Cleartext PLAINNRifter having transferred it.
The TOE shall neither display nor print any CledrteLAIN_PIN in clear.

Upon failure of any authenticity and integrity ckexr upon incorrect execution, if the
failure triggers a tamper-responsive mechanism,TitO& shall erase any PIN value
and related secret data. Otherwise, the TOE sladerthem inaccessible.

Application note: This objective applies to POl lsitectures with integrated PED and
IC Card Reader (e.g. one tamper-responsive boundary

O.CoreSWHW

The TOE shall ensure the authenticity, the intggabhd the correct execution of
CORE_SW and CORE_HW (software and related hardware)

This objective entails the following derived objees:

a) The TOE shall check the authenticity and integatyCORE_SW and Core
TSF cryptographic keys upon downloading of new congmts and updating of
existing ones.

b) The TOE shall periodically check the authenticityl antegrity of CORE_SW
software.

C) The TOE shall periodically check the authenticitg antegrity of CORE_ HW
related hardware.

Upon failure of any authenticity and integrity ckemr upon incorrect execution, the
TOE shall make inaccessible any PIN value, ENC_BK and any other related se-
cret data.

O.PEDMiddleSWHW

The TOE shall ensure the authenticity, the intggabhd the correct execution of
PED_MIDDLE_SW and PED_MIDDLE_HW (software and reldthardware).

This objective entails the following derived objees:
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a) The TOE shall check the authenticity and integoity’ED_MIDDLE_SW and
PEDMiddle TSF cryptographic keys upon downloadifighew components
and updating of existing ones.

b) The TOE shall periodically check the authenticitypda integrity of
PED_MIDDLE_SW software.

C) The TOE shall periodically check the authenticitpdaintegrity of the
PED_MIDDLE_HW hardware.

Upon failure of any authenticity and integrity ckemr upon incorrect execution, the
TOE will make inaccessible any PIN value, PED_MIDDISK and any other related
secret data.

O.ICCardReader

The TOE shall ensure that the TOE resists attetoppenetrate the POI to make any
additions, substitutions, or modifications to tkeCard Reader hardware or software,
in order to determine or modify PIN values.

O.PaymentTransaction

The TOE shall protect the authenticity and intggoit POl management and payment
transaction data when processed by the TOE. The Ji@# protect the authenticity
and integrity of POl management data when seneceived at the interfaces of the
TOE. The TOE shall provide security services farstpecting PAY_DAT from unau-
thorized modification and disclosure at the exteimm&rface to the Acquirer as well as
between physically separated parts of the POI.

This objective entails the following derived objees:
a) The TOE shall protect the confidentiality of POI_.SK

b) The TOE shall ensure the correct execution of P@I. S

C) The POI calculating Message Authentication Code®\@d) or Signatures
shall be uniquely identifiable if the MAC and thigreatures are calculated over
software or data related to POl management or mealytransaction which are
sent via the external interfaces of the TOE toxdareal communication party.

d) Any information about the payment transaction shalldisplayed, printed or
acoustic signalled in an authentic way (controligdthe payment application
based on user data) without deceiving neither teli@lder nor the attendant.

e) The TOE shall provide state-of-the-art cryptografancryptographic means.

Upon failure of any authenticity and integrity ckemr upon incorrect execution, the
TOE erase any Middle TSF secret data.
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Application note: Especially the TOE will protecygtographic keys for Acquirer au-
thentication and Terminal Management System auttaiin as well as crypto-

graphic keys used to verify the authenticity anggnty of POl management data
resp. payment transaction data transferred betwe®& and Acquirer resp. TOE and
Terminal Management System.

O.POISW

The TOE shall ensure the authenticity, the intggabhd the correct execution of
POI_SW processing POl management and payment tteotsadata and Encrypted
ENC_PIN (on-line authentication).

This objective entails the following derived objeet

a) The TOE shall check the authenticity and integrit}?Ol_SW and Middle TSF
cryptographic keys upon downloading of new comptsand updating of ex-
isting ones.

Upon failure of any authenticity and integrity ckebe TOE will make inaccessible
any Middle TSF secret data.

O.PaymentApplicationDownload

The TOE shall ensure the integrity and authentiaftthe payment application during
application download or update.

O.POIApplicationSeparation (Application Separation)

The TOE shall support the separation of paymenliagmns from other applications.
If applications are simultaneously processed, gty of the payment application
shall not be impacted by any other application. R management, payment trans-
action data, POI_SK, POI_PK owned by an applicatom only allowed to be ac-
cessed by another application if the other apptinatas the necessary access rights.

This objective entails the following derived objeet the TOE shall ensure that no re-
sidual information remains in resources releasethéyayment application.

O.PromptControl

If the PED keypad can be used to enter non-PIN tlaéa prompts demanding for PIN
entry at the PED display shall never lead to a éfidlosure (e.g. by processing the en-
tered PIN data in clear in unprotected areas). dihenticity and proper use of
prompts shall be ensured and modification of themgts or improper use of the
prompts shall be prevented.

O.MSR (TOE Protection of Magnetic Stripe Reader)
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305  The TOE shall ensure that the TOE resists attetoppenetrate the POI to make any
additions, substitutions, or modifications to thadvetic Stripe Read head and associ-

POI Protection Profile

ated hardware or software, in order to determinaadify Magnetic Stripe data.

5.1.1 Security objectives for the TOE in each PP configwation

306  The table below defines the objectives applicableach PP configuration.

Objective for the TOE

PED-ONLY

POI-
COMPREHENSIVE

POI-OPTION

Core TSF

CoreTSF Keys
PEDMiddle TSF
Middle TSF

Core TSF
CoreTSF Keys
PEDMiddle TSF
Middle TSF

Core TSF
CoreTSF Keys
PEDMiddle TSF
Middle TSF

O.PINEntry

x

x

O.EncPIN

x
x

x
x

O.CipherPPIN

x
x

O.ClearPPIN

O.CoreSWHW

O.PEDMiddleSWHW

O.ICCardReader

O.PaymentTransaction

O.POISW

O.PaymentApplicationDownload

O.POIlApplicationSeparation

O.PromptControl

X

X

O0.MSR

MSR TSF

MSR TSF

Table 8: Objectives for the TOE by PP configuration
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Security Objectives for the Operational Environment

OE.POISurvey

Procedural measures like inspections and guidainit@nmevent manipulations of the

TOE enclosure. Procedural measures like inspectiadsguidance for manipulations
of the IC card interface will prevent attacks basecelectronic circuits mounted at the
IC card interface of the TOE's Card Reader. Thespansible for the TOE establish
and implement procedures for training and vettidgiaistrators of the TOE, or train-

ing the supervisors.

OE.MerchantSurvey

In case of a fraudulent Merchant performing attag&smnanipulations of the enclosure
or the interfaces of the TOE, especially the ICddcaterface, payment schemes will
detect manipulations of a large number of paymemsgactions at the same merchant
with their surveillance systems.

OE.UserEducation
The Cardholder shall be informed by his/her banketep the PIN secret.

OE.SecureDevices

The payment application providers have chosen @piate security measures to pro-
tect devices interacting with the TOE e.g. the &&dc

OE.KeyManagement

Cryptographic keys are securely managed. Espedialgeneration and installation of
cryptographic keys and certificates are done inaamar that private or secret crypto-
graphic keys are protected against disclosure Hratygptographic keys are protected
against modification when they are processed ceitdid POI. Furthermore there are
procedures that support and maintain the uniquetifdmtion of the TOE based on

unique cryptographic keys for the protection of dinéine interface.

OE.PinAndCardManagement

User PINs as well as the IC Cards are securely geathby the Issuer. Especially the
PIN as well as the IC Card transfer between Issner Cardholder takes place in a
manner that the confidentially of the PINs is erduand the misuse of the cards is
prevented by organisational measures.
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OE.WellFormedPayApp Well-formed Payment Application

Payment Applications implemented on the POI willkenaise of the security mecha-
nisms provided by the TOE in a sense that the ggafrthe defined assets as speci-
fied in this PP cannot be affected. The paymentiegjon is especially responsible
for the transaction flow of a payment transactiery( performing a payment transac-
tion as result of verification of risk managemeatgmeter and other verification re-
sults like PIN verification).

OE.LocalDevices

The environment of the TOE shall protect the cotinedbetween Local Devices and
other POI components via security organisationeasares or by using the crypto-
graphic means provided by the POI.

Application note: Due to the broad spectrum of Radhitectures, this PP does not
require any specific protection mechanism to beldsethe connection between local
devices and the POI. Hence, the threats T.Trammacti T.MerchUsurp,
T.CardholderUsurpCipherPPIN, T.CardholderUsurpCIe&IN, T.FundsAmount and
T.BadDebt shall be partially countered in the eamiment of the TOE. Nevertheless,
in those POI architectures where the POl mechaniarasused to protect the connec-
tion between Local Devices and other POI componengs the TOE based hardware
security mechanisms or cryptographic means, the®for shall introduce an addi-
tional objective for the TOE, with the appropriatssociated SFRs.

Security objectives for the TOE environment by PP enfigurations

All the objectives for the TOE environment listdabae apply to each of the PP con-
figurations.
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Rationale between SPD and security objectives

Threats

This section presents generic rationales betwematthand objectives that are inde-
pendent of the PP configurations.

T.CardholderUsurpEPIN (Cardholder Identity Usurpati on ENC_PIN)

Capturing the ENC_PIN when it is entered and preeess countered by O.PINEntry,
O.EncPIN and O.CoreSWHW (Authentic and integer asaj CORE_SW and
CORE_HW).

With OE.UserEducation the user will be educatedtoatisclose the PIN. PIN disclo-
sure by attacking communication (e.g. during CORE &date) with the TOE or due
to a bad key management are prevented by OE.SeeuE3 and OE.KeyManage-
ment.

The Security objective for the environment OE.Pid@ardManagement ensures that
the Cardholder PIN is secured by organisationalsmnes during transport between is-
suer and Cardholder.

Capturing the ENC_PIN by enclosure manipulatiooaantered by procedural meas-
ures like inspections and guidance due to OE.P@&yur

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.MerchUsurp (Merchant Identity Usurpation)

Modifying another Merchant's TOE by enclosure matapon is countered by proce-
dural measures like inspections and guidance d@Et®OISurvey.

Furthermore OE.MerchantSurvey ensures that the gatysthemes detects fraudulent
merchants with their surveillance systems if adangmber of manipulated payment
transactions are presented by the same merchant.

Manipulation of another Merchant's TOE by attachstlte payment transaction data
PAY_DAT is countered by O.PaymentTransaction (Aotleeand integer payment
transaction) and O.POISW (Authentic and integagasf POI software).

Modifying the TOE by attacking devices communicgtwith the TOE/ TOE compo-
nents or due to a bad key management is prevenyedOb.SecureDevices,
OE.LocalDevices (Connection Protection) and OE.Kagktjement.

OE.WellFormedPayApp enforces payment applicati@rfopming a payment transac-
tion flow as required by the payment scheme.
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T.Transaction (Transaction with usurped Cardholder identity) Manipulating the
TOE by enclosure manipulation is countered by praca measures like inspections
and guidance due to OE.POISurvey.

Manipulating the TOE by attacks on the paymentsaation data PAY_DAT is coun-

tered by O.PaymentTransaction (Authentic and imtegayment transaction),

O.POISW (Authentic and integer usage of POI softwand related hardware) and
O.POIApplicationSeparation (Application Separation)

Modifying the POI by attacking devices communicgtimith to the TOE or due to a
bad key management is prevented by OE.SecureDewdtesocalDevices (Connec-
tion Protection) and OE.KeyManagement.

The security objective for the TOE environment OErdhantSurvey supports the de-
fence of fraudulent transactions.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.lllegalCodelnstall(Installation of illegal codecoming from untrusted authority)

Manipulating the TOE by attacks on the paymentiappbn authenticity and integrity
is countered by the security objective O.PaymenlidaponDownload.

The protection of the Application loader itseleissured by O.POISW.

T.FundsAmount (Funds transfer other than correct anount)

Manipulating the TOE by enclosure manipulationasrtered by procedural measures
like inspections and guidance due to OE.POISurvey.

Manipulating the TOE by attacks on the paymentsaation data PAY_DAT is coun-

tered by O.PaymentTransaction (Authentic and imtegayment transaction),

O.POISW (Authentic and integer usage of POI softwand related hardware) and
O.POIApplicationSeparation (Application Separation)

Manipulating the POI by attacking devices commuticpwith to the TOE or due to a
bad key management is prevented by OE.SecureDewides ocalDevices (Connec-
tion Protection) and OE.KeyManagement.

The security objective for the TOE environment OErdhantSurvey supports the de-
fence of fraudulent transactions.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.BadDebt (Account overdraft, bad debt)

Manipulation of the TOE in order that the TOE does$ go online by enclosure ma-
nipulation is countered by procedural measuresihispections and guidance due to
OE.POISurvey.
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Manipulation of the TOE in order that the TOE daoes go online is countered by
O.PaymentTransaction (Authentic and integer payn@msaction), O.POISW (Au-
thentic and integer usage of POl software and eélathardware) and
O.POIApplicationSeparation (Application Separation)

TOE manipulation or the destruction of paymentdeantion data PAY_DAT or modi-
fication of payment transaction data PAY_DAT intwfunds by attacking devices
communicating with the TOE or due to a bad key rgan#nt is prevented by
OE.SecureDevices, OE.LocalDevices (Connection Bliot® and
OE.KeyManagement.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.SecureCommunicationLines

Manipulation of the TOE enclosure is countered bycpdural measures like inspec-
tions and guidance due to OE.POISurvey.

Manipulating the TOE in order to get personal infation of the card holders during
the processing of such data within the TOE is preaak by O.POISW (Authentic and
integer usage of POI software and related hardvwaard)O.POIApplicationSeparation
(Application Separation).

The disclosure of PAY_DAT via the online interfacef the TOE is secured by
O.PaymentTransaction (Authentic and integer paynteartsaction) protecting data
against disclosure by cryptographic means.

TOE manipulation in order to spy out personal dgtattacking devices communicat-
ing with the TOE or due to a bad key managemeptasented by OE.SecureDevices,
OE.LocalDevices (Connection Protection) and OE.Kagktjement.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.PromptControl

Unauthorized manipulation of PED_MIDDLE_SW, whichamages the prompts, is
covered by O.PEDMiddleSWHW.

The separation of PIN and non-PIN data enteredutiirahe same keypad is ensured
by the security objective O.PromptControl.

OSsP
OSP.WellFormedPayApp

The security objective OE.WellFormedPayApp for émgironment corresponds to the
organisational security policy.
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OSP.POISurvey

The security objective OE.POISurvey for the TOEimmment corresponds directly to
the organisational security policy.

OSP.MerchantSurvey

The security objective OE.MerchantSurvey for theimmment of the TOE corre-
sponds directly to this organisational securityigol

OSP.KeyManagement

The security objective OE.KeyManagement for theiremment corresponds to the
OSP.

OSP.ApplicationSeparation

The TOE security objectives O.POIApplicationSeparation cliseimplement the or-
ganisational security policy OSP.ApplicationSeparat

Assumptions
A.UserEducation

The security objective OE.UserEducation for theimment corresponds to the as-
sumption.

A.SecureDevices

The security objective OE.SecureDevices for therenment corresponds to the as-
sumption.

A.PinAndCardManagement

The security objective OE.PinAndCardManagemeneotsl directly the assumption.

Rationale applicable to PED-ONLY configuration

This section provides the rationales applicablin&doPED-ONLY configuration.
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T.PromptControl cf. 6.1

T.CardholderUsurpEPIN (Cardholder Identity Usurpati on ENC_PIN) cf 6.1

T.CardholderUsurpCiphPPIN (Cardholder Identity Usur pation Encrypted
PLAIN_PIN)

Capturing the Ciphertext PLAIN_PIN when it is presed is countered by
O.CipherPIN (Ciphertext PLAIN_PIN Processing), O €IWHW,
O.PEDMiddleSWHW (Authentic and integer usage of REdille TSF SW and re-
lated hardware) and O.ICCardReader.

With OE.UserEducation the user will be educatedtoatisclose the PIN. PIN disclo-
sure by attacking devices communicating with to Ti@E or due to a bad key man-
agement are prevented by OE.LocalDevices (Conmecti®rotection),
OE.SecureDevices and OE.KeyManagement.

The Security objective for the environment OE.Pid@ardManagement ensures that
the Cardholder PIN is secured by organisationalsmnes during transport between is-
suer and Cardholder.

Capturing the Ciphertext PLAIN_PIN by enclosure ipatation is countered by pro-
cedural measures like inspections and guidancecd®&.POISurvey.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.

T.CardholderUsurpClearPPIN (Cardholder Identity Usurpation Plaintext
PLAIN_PIN)

Capturing the Cleartext PLAIN_PIN when it is enteand processed is countered by
O.PINEntry, O.ClearPPIN (Cleartext PLAIN_PIN Prosieg) and O.CoreSWHW,
O.PEDMiddleSWHW (Authentic and integer usage of REdille TSF SW and re-
lated hardware) and O.ICCardReader.

With OE.UserEducation the user will be educatedtoatisclose the PIN. PIN disclo-
sure by attacking devices communicating with to Ti@E or due to a bad key man-
agement are prevented by OE.LocalDevices (Conmecti®rotection),
OE.SecureDevices.

The Security objective for the environment OE.PidBardManagement ensures that
the Cardholder PIN is secured by organisationalsmnes during transport between is-
suer and Cardholder.

Capturing the Ciphertext PLAIN_PIN by enclosure ipatation is countered by pro-
cedural measures like inspections and guidancecd®&.POISurvey.

OE.WellFormedPayApp enforces payment applicatiarfopming a payment transac-
tion flow as required by the payment scheme.
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38 T.Magstripe
399 The security objective O.MSR corresponds to theatr

400 Rationales for the following OSP are provided iotes 6.2:
* OSP.WellFormedPayApp
* OSP.POISurvey
* OSP.MerchantSurvey
» OSP.KeyManagement

401 Rationales for the following assumptions are predith section 6.3:
* A.UserEducation
* A.SecureDevices

* A.PinAndCardManagement
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O.ClearPPIN X
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Separation
O.PromptControl X
O.ICCardReader X | X
O.MSR X
OE.WellFormedP3g X | X | X X
YApPp
OE.POISurvey X | X | X X
OE.MerchantSurve X
y
OE.UserEducation X | X | X X
OE.SecureDeviceg X | X | X X
OE.KeyManageme X X X
nt
OE.PinAndCardM X | X | X X
anagent
OE.LocalDevices X | X
Table 9: SPD coverage by objectives in PED-ONLY cdiguration
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Rationale applicable to POI-COMPREHENSIVE configuration

This section provides the rationales applicablehto POI-COMPREHENSIVE con-
figuration.

Rationales for the following threats are providedeéction 6.1:

T.MerchUsurp (Merchant Identity Usurpation)

T.PromptControl

T.Transaction (Transaction with usurped Cardhaidientity)
T.FundsAmount (Funds transfer other than correcuant)
T.BadDebt (Account overdraft, bad debt)

T. SecureCommunicationLines

T.lllegalCodelnstall

T.CardholderUsurpEPIN (Cardholder Identity UsurpatENC _PIN)

Rationales for the following threats are providedection 6.4:

T.CardholderUsurpCiphPPIN  (Cardholder Identity Umsion Encrypted
PLAIN_PIN)

T.CardholderUsurpClearPPIN  (Cardholder Identity fgation Plaintext
PLAIN_PIN)

T.Magstripe

Rationales for the following OSP are provided iotes 6.2:

OSP.WellFormedPayApp
OSP.POISurvey
OSP.MerchantSurvey
OSP.KeyManagement
OSP.ApplicationSeparation

Rationales for the following assumptions are predith section 6.3:

A.UserEducation
A.SecureDevices

A.PinAndCardManagement
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T.CardholderUsurpCiphPPIN
T. SecureCommunicationLines

OSP.ApplicationSeparation
OSP.WellFormedPayApp

T.MerchUsurp
T.Transaction
T.FundsAmount
T.PromptControl
T.BadDebt
T.Magstripe
T.lllegalCodelnstall
OSP.POISurvey
OSP.MercahntSurvey
OSP.KeyManagement
A.UserEducation
A.SecureDevices

X | T.CardholderUsurpClearPPIN

O.PINEntry

O.EncPin

X | x | X | T.CardholderUsurpEPIN

O.CoreSWHW X

X

X

O.ClearPPIN

O.CipherPPIN X

O.PEDMiddleSW X [ X X
HW

O.PaymentTransa¢ X X X | X
tion X

O.POISW X X X X| X X

O.PaymentApplical X
tionDownload

O.POIlApplication X | X X | X X
Separation

O.Prompt_Control X

O.ICCardReader X X

O.MSR X

OE.WellFormedPq X X X X X [ X X | X X
YApp

OE.POISurvey X X| X| X | X| X X| X X

OE.MerchantSurve X X | X X
y

OE.UserEducation X X X X

OE.SecureDevices X X X X X X X X X

OE.KeyManagemg X | X X | X | X X | X X
nt

OE.PinAndCardM X X X
anagent

OE.LocalDevices X X X X| X X| X

Table 10: SPD coverage by objectives in POI-COMPREENSIVE configuration
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Rationale applicable to POI-OPTION configuration

407 This section provides the rationales applicablian&oPOI-OPTION configuration.

408 Rationales for the following threats are providedection 6.1:

T.CardholderUsurpEPIN (Cardholder Identity UsurpatENC _PIN)
T.MerchUsurp (Merchant Identity Usurpation)

T.PromptControl

T.Transaction (Transaction with usurped Cardhaidientity)
T.FundsAmount (Funds transfer other than correcuant)
T.BadDebt (Account overdraft, bad debt)

T. SecureCommunicationLines

T.lllegalCodelnstall

409 Rationales for the following OSP are provided iotes 6.2:

OSP.WellFormedPayApp
OSP.POISurvey
OSP.MerchantSurvey
OSP.KeyManagement
OSP.ApplicationSeparation

410 Rationales for the following assumptions are predith section 6.3:

A.UserEducation
A.SecureDevices

A.PinAndCardManagement

26" November, 2010 Version 2.0 Page 63



POI Protection Profile

Common Approval Scheme:

A EUROPEAN INITIATIVE x>
FOR CARD PAYMENTS IN EUROPE

*

T.MerchUsurp

T.CardholderUsurpClearPPIN

T.CardholderUsurpCipherPPIN

T.Transaction

T.FundsAmount

T.PromptControl

T.BadDebt

T. SecureCommunicationLines

T.Magstripe

T.lllegalCodelnstall

OSP.ApplicationSeparation

OSP.POISurvey

OSP.MercahntSurvey

OSP.KeyManagement
OSP.WellFormedPayApp

A.UserEducation
A.SecureDevices

A.PinAndCardManagement

O.PINEntry

O.EncPin

O.CoreSWHW

X | X | X | T.CardholderUsurpEPIN

O.ClearPPIN

O.CipherPPIN

O.PEDMiddleSW
HW

O.PaymentTransac X

tion

O.POISW

O.PaymentApplical
tionDownload

O.POIlApplication
Separation

O.PromptControl

O.ICCardReader

O.MSR

OE.WellFormedPa
YApp

OE.POISurvey

OE.MerchantSurve
y

OE.UserEducation

OE.SecureDevices

OE.KeyManageme
nt

OE.PinAndCardM
anagent

OE.LocalDevices

X

X

X

X

X

Table 11: SPD coverage by objectives in POI-OPTIOMonfiguration
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7 Extended Requirements

411 This PP extends CC Part 2 with the families of fiomal requirements FCS_RND,
FIA_API and FPT_EMSEC and CC Part 3 with the fanoilyassurance requirements
AVA_POL.

7.1 Definition of the Family FCS_RND

412 To define the IT security functional requirementstlte TOE an additional family
(FCS_RND) of the Class FCS (cryptographic suppsrtlefined here. This family de-
scribes the functional requirements for random nemdeneration used for crypto-
graphic purposes.

413 The family “Quality metric for random numbers (FGB\D)” is specified as follows.

FCS_RND Quality metric for random numbers
Family behavior

414 This family defines quality requirements for thengeation of random numbers which
are intended to be used for cryptographic purposes.

Component levelling:

FCS_RND Generation of random numbers 1

415 FCS_RND.1 Generation of random numbers, requirgsrémdom numbers meet a de-
fined quality metric.

Management: FCS_RND.1

416 There are no management activities foreseen.
Audit: FCS_RND.1

417 There are no actions defined to be auditable.

FCS_RND.1 Quality metric for random numbers

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RND.1.1The TSF shall provide a mechanism to generateorangumbers that meet
[assignmenta defined quality metrjc
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7.2 Definition of the Family FIA_API

418 To describe the IT security functional requiremeritshe TOE, an additional family
(FIA_API) of the class FIA (Identification and Awhtication) is defined here. This
family describes the functional requirements fa pmoof of a claimed identity for the
authentication verification by an external entithese the other families of the class
FIA address the verification of the identity of external entity.

419 The family “Authentication Proof of Identity (FIA )" is specified as follows.

FIA_API Authentication Proof of Identity
Family behaviour

420  This family defines functions provided by the TQEprove its identity and to be veri-
fied by an external entity in the TOE IT environrhen

Component levelling:

FIA_API Authentication Proof of Identity 1

421 FIA_API.1 Authentication Proof of Identity.
Management: FIA_API.1

422 The following actions could be considered for thanagement functions in FMT:
Management of authentication information used tverthe claimed identity.

Audit: FIA_APL.1
423 There are no actions defined to be auditable.

FIA_API.1 Authentication Proof of Identity

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_API.1.1 The TSF shall provide a [assignmeatithentication mechanignto prove the
identity of the [assignmen&uthorised user or role

7.3 Definition of the Family FPT_EMSEC

424 The additional family FPT_EMSEC (TOE Emanation}lué class FPT (Protection of
the TSF) is defined here to describe the IT secduhctional requirements of the
TOE. The TOE shall prevent attacks against seatt @hen the attack is based on
external observable physical phenomena of the TIDES family describes the func-
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tional requirements for the limitation of intellie emanations which are not directly
addressed by any other component of CC part 2.

425 The family “TOE Emanation (FPT_EMSEC)” is specifiasl follows.

FPT_EMSEC TOE Emanation
Family behaviour:
426  This family defines requirements to mitigate inggblle emanations.

Component levelling:

FPT_EMSEC TOE Emanati 1

427 FPT_EMSEC.1 TOE emanation
Management: FPT_EMSEC.1

428 There are no management activities foreseen.
Audit: FPT_EMSEC.1

429  There are no actions defined to be auditable.

FPT_EMSEC.1 TOE emanation

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_EMSEC.1.1The TOE shall not emit [assignmehtpes of emissioh#n excess of [as-
signment: specified limits] enabling access toifasrent:list of types of TSF datand [as-
signmentlist of types of user data

FPT_EMSEC.1.2The TSF shall ensure [assignmdgpe of usefsare unable to use the fol-
lowing interface [assignmentype of connectignto gain access to [assignmelit of types
of TSF dathand [assignmentist of types of user data

7.4 Definition of the Family AVA_POI

430 The family “Vulnerability analysis of POl (AVA_POl)defines requirements for
evaluator independent vulnerability search and fatien testing of POI.

431 The main characteristics of the new family, comgaeAVA_ VAN, are the follow-
ing:

* The scope of the requirements in AVA_POI can beeeithe whole POI (the TOE)
or a consistent set of POl components. IndeedAiw& VAN approach that ad-
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dresses the TOE as a whole is not suitable forymtsdvith heterogeneous security
levels.

* It introduces the POl-specific attack potentiallscaith four levels, namely POI-
Basic, POI-Low, POI-Moderate and POI-High, definedPOI AttackPot]. This
document provides the POI attack potential calautatable, the attack potential
range (with minimum and maximum values) for eackheffour levels and a cata-
logue of POl-specific attack methods. A minimumaiattack criterion exists. The
generic AVA_VAN attack potential calculation taldefined in CEM and the re-
sulting scale do not meet the POI specificities.

* AVA POI has dependencies on ADV_FSP, ADV_TDS andA®VA_POI al-
lows to require (partial) implementation represgata The aim is not to evaluate
the implementation representation but to use maie penetration testing more ef-
ficient and more effective. The mapping shall alldve evaluator to easily find
pieces of hardware drawings and source code th@eiment the security function-
ality. In comparison, the evaluation of the TOE lempentation representation is
required from AVA_VAN.3.

* AVA POI does not mandate any particular independererabilities analysis
method for the evaluator.

As usual, the ST author is allowed to refine AVA IRheeded, in accordance with
[CC1].

The actual set of AVA_POI requirements shall caherwhole TOE under evaluation,
i.e. all the POI components that contribute toT®&& being evaluated. A mapping be-
tween the SFR and the implementation representstiaii be required to help the
evaluator to understand the relation between thede@ponents and the TSF parts
under evaluation and gain confidence that the fSe0d components are well-defined.

The family “Vulnerability analysis of POI (AVA_POIl)s defined as follows. Under-

lined text stands for additions with respect to AWXAAN.2, thus allowing easy trace-
ability. Bold text shows the differences betweeio tvonsecutive requirements in the
family.

We refer to Section 12 for a detailed explanatidntiee relationship between
AVA_VAN.2 and AVA_POIL.

AVA_POI Vulnerability analysis of POI
Objectives

POI vulnerability analysis is an assessment tordete whether potential vulnerabili-
ties identified in the POI could allow attackersvtolate the SFRs and thus to perform
unauthorized access or modification to data ortfanality.

The vulnerabilities may arise either during theleation of the development, manu-
facturing or assembling environments, during thalwation of the POI specifications
and guidance, during anticipated operation of t@ Eomponents or by other meth-
ods, for instance statistical methods.
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Each of the security requirements of the new farAl§A_ POI applies either to the
whole TOE (POI) under evaluation or to a well-definset of TOE components se-
lected by the developer. A set of POl componentsbmthe target of a requirement
provided it defines the physical and logical bougds a TSF portion, closed by SFR
dependencies. Hence, the vulnerabilities identiiada set of POl components could
compromise one or more of the SFRs within its baumd

A developer may select different AVA_POI requirentsefor different sets of POI
components. If a POl component is referred to io tawmore AVA_POI requirements
then the more demanding requirement applies.

The search of vulnerabilities and the quotatiothef attack methods used in penetra-
tion testing shall conform to evaluation guidanc¢gfOl CEM].

Component Levelling

Levelling is based on increased levels of attacleqial required by an attacker to
identify and exploit the potential vulnerabilities.

AVA_POI Vulnerability analysis of POI 1 2 3 —| 4

AVA POI.1 Basic POI vulnerability analysis

443

444

Dependencies: ADV_ARC.1 Security arattitee description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

Objectives

A vulnerability analysis is performed by the evatuao ascertain the presence of po-
tential vulnerabilities.

The evaluator performs penetration testing on @éd? POl components, to confirm
that the potential vulnerabilities cannot be exgldiin the operational environment of
the POI. Penetration testing is performed by treuator assuming an attack potential
of POI-Basic.
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Developer action elements:

AVA POI.1.1D The developer shall provide the [selection: POs$signment: list of POI
components]for testing.

AVA POI.1.2D The developer shall provide the implementation esentation and a map-
ping of SFRs to the implementation representatidisalection: POI, [assignment: list of POI
components among those in the scope of this rageimd, none].

Content and presentation elements:

AVA POI.1.1C The [selection: POI, [assignment: list of POl caments]]shall be suitable
for testing.

Evaluator action elements:

AVA POI.1.1E The evaluator shall confirm that the informaticypded meets all require-
ments for content and presentation of evidence.

AVA POI.1.2E The evaluator shall perform a search of public @ionsources to identify po-
tential vulnerabilities in the [selection: POI, $agment: list of POl components]]

AVA POI.1.3E The evaluator shall perform an independent vubiktaanalysis of the [se-
lection: POI, [assignment: list of POl components§jng the guidance documentation, the
functional specification, the design, the secuaityhitecture description [selection: as well as
the implementation representatiand the mapping of SFERS to the implementationesspita-
tion, nonejto identify potential vulnerabilities.

AVA POI.1.4E The evaluator shall conduct penetration testingetiaon the identified po-
tential vulnerabilities, to determine that the gmion: POI, [assignment: list of POl compo-
nents]]is resistant to attacks performed by an attackesgssingOI-Basic attack potential.

AVA POI.2 Low POI vulnerability analysis

Dependencies: ADV_ARC.1 Security arettiire description
ADV_FSP.2 Security-enforcing functiosgalecification
ADV_TDS.1 Basic design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
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Objectives
445 A vulnerability analysis is performed by the evatuao ascertain the presence of po-
tential vulnerabilities.

446 The evaluator performs penetration testing on @éd? POl components, to confirm
that the potential vulnerabilities cannot be exgldiin the operational environment of
the POI. Penetration testing is performed by treuator assuming an attack potential
of POI-Low.

Developer action elements:

AVA POI.2.1D The developer shall provide the [selection: POssignment: list of POI
components]for testing.

AVA POI.2.2D The developer shall provide the implementation esentation and a map-
ping of SFRs to the implementation representatigselection: POI, [assignment: list of POI
components among those in the scope of this rageimg, none]

Content and presentation elements:

AVA POI.2.1C The [selection: POI, [assignment: list of POl caments]]shall be suitable
for testing.

Evaluator action elements:

AVA POI.2.1E The evaluator shall confirm that the informaticpded meets all require-
ments for content and presentation of evidence.

AVA POI.2.2E The evaluator shall perform a search of public @ionsources to identify po-
tential vulnerabilities in the [selection: POI, $agment: list of POl components]]

AVA POI.2.3E The evaluator shall perform an independent vubiktaanalysis of the [se-
lection: POI, [assignment: list of POl components§jng the guidance documentation, the
functional specification, the design, the secuaityhitecture description [selection: as well as
the implementation representatiand the mapping of SFERs to the implementationesspita-
tion, nonejto identify potential vulnerabilities.

AVA POI.2.4E The evaluator shall conduct penetration testingetiaon the identified po-
tential vulnerabilities, to determine that the émion: POI, [assignment: list of POl compo-
nents]]is resistant to attacks performed by an attackesgssing?OI-Low attack potential.
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AVA POI.3 Moderate POI Vulnerability Analysis

Dependencies: ADV_ARC.1 Security arettiire description
ADV_FSP.2 Setuenfocring functional specification
ADV_TDS.1 Basic design
AGD_OPE.1 Operational ugeidance
AGD_PRE.1 Preparative pthoes

Objectives
447 A vulnerability analysis is performed by the evatuao ascertain the presence of po-
tential vulnerabilities.

448 The evaluator performs penetration testing on @éd? POl components, to confirm
that the potential vulnerabilities cannot be exgldiin the operational environment of
the POI. Penetration testing is performed by treuator assuming an attack potential
of POI-Moderate.

Developer action elements:

AVA POI.3.1D The developer shall provide the [selection: POs$signment: list of POI
components]for testing.

AVA POI.3.2D The developer shall provide the implementation esentation and a map-
ping of SFRs to the implementation representatigselection: POI, [assignment: list of POI
components among those in the scope of this rageing, none]

Content and presentation elements:

AVA POI.3.1C The [selection: POI, [assignment: list of POl caments]]shall be suitable
for testing.

Evaluator action elements:

AVA POI.3.1E The evaluator shall confirm that the informaticypded meets all require-
ments for content and presentation of evidence.

AVA POI.3.2E The evaluator shall perform a search of public @ionsources to identify po-
tential vulnerabilities in the [selection: POI, $agment: list of POl components]]

AVA POI.3.3E The evaluator shall perform an independent vubiktaanalysis of the [se-
lection: POI, [assignment: list of POl components§jng the guidance documentation, the
functional specification, the design, the secuaityhitecture description [selection: as well as
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the implementation representatiand the mapping of SFRs to the implementationeissmta-
tion, nonejto identify potential vulnerabilities.

AVA POI.3.4E The evaluator shall conduct penetration testingetiaon the identified po-
tential vulnerabilities, to determine that the émion: POI, [assignment: list of POl compo-
nents]]is resistant to attacks performed by an attackss@ssin@®Ol-Moderate attack po-
tential.

AVA POIl.4 High POI Vulnerability Analysis

Dependencies: ADV_ARC.1 Security architecture dpton
ADV_FSP.2 Security-enfogifunctional specification
ADV_TDS.1 Basic design
AGD_OPE.1 Operational ugeidance
AGD_PRE.1 Preparative pthoes

Objectives
449 A vulnerability analysis is performed by the evatuao ascertain the presence of po-
tential vulnerabilities.

450 The evaluator performs penetration testing on @éd? POl components, to confirm
that the potential vulnerabilities cannot be exgldiin the operational environment of
the POI. Penetration testing is performed by treuator assuming an attack potential
of POI-High.

Developer action elements:

AVA POIL.4.1D The developer shall provide the [selection: POs$signment: list of POI
components]for testing.

AVA POI1.4.2D The developer shall provide the implementation eésentation and a map-
ping of SFRs to the implementation representatigselection: POI, [assignment: list of POI
components among those in the scope of this rageimg, none]

Content and presentation elements:

AVA POI.4.1C The [selection: POI, [assignment: list of POl caments]]shall be suitable
for testing.
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Evaluator action elements:

AVA POI.4.1E The evaluator shall confirm that the informaticypded meets all require-
ments for content and presentation of evidence.

AVA POI.4.2E The evaluator shall perform a search of public @ionsources to identify po-
tential vulnerabilities in the [selection: POI, $agment: list of POl components]]

AVA POI.4.3E The evaluator shall perform an independent vubiktaanalysis of the [se-
lection: POI, [assignment: list of POl componenis§jng the guidance documentation, the
functional specification, the design, the secuaityhitecture description [selection: as well as
the implementation representatiand the mapping of SFERs to the implementationesspita-
tion, nonejto identify potential vulnerabilities.

AVA POI.4.4E The evaluator shall conduct penetration testingetiaon the identified po-
tential vulnerabilities, to determine that the gmion: POI, [assignment: list of POl compo-
nents]]is resistant to attacks performed by an attackesgssingOI-High attack potential.
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Security Requirements

Security Functional Requirements

This Protection Profile defines the following pagka of SFRs that fulfil one or more
objectives for the TOE in each PP configuration:

* PIN Entry Package
 ENC_PIN Package

* PLAIN_PIN Package

* |IC Card Reader Package
 POI_DATA Package

» CoreTSF Package
 PEDMiIddleTSF Package

* MiddleTSF Package

* PED Prompt Control Package
» Cryptography Package

* Physical Protection Package

The main SFR of these packages are mapped to tl8 r€éguirements they imple-
ment, either in the text of the SFR or in appli@atnotes, or both: CAS requirements
that come directly from PCI POS PED 2.0 are refezdnwith the “PCI” identifier;
otherwise, the identifier “CAS” is used. Annex LYecalls the full set of CAS re-
quirements and Annex 11.2 presents the mappingA& @quirements to SFR in this
Protection Profile.

Some of PCI A.x and PCI D.x security requiremeratgenbeen identified not to be se-
curity functional ones. These security requiremets introduced as refinements of
ADV_ARC (see section 8.2.1.1)

In the packages, Security Function Policies (SKB)described. Each SFP is associ-
ated to one package. Cryptography and Physicak&ioh Packages do not have an
associated policy. The definition of the differentities part of the SFPs has been de-
termined in the following manner:

* Subjects are SPD subjects (section 4.3) or SP (section 4.2)
* Objects or information are assets (section 4.1)

» Security attributes are assets or subjects pr@serti

* Roles are SPD users (section 4.2)

» Operations are the operations used in CAS requiresne
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Policy

Entity

Value (for security

1

Name attributes) Definition
Cardholder 421
Subject
PED keypad 4.3
PIN 4.1
) any data that can be enf
PIN_ENTRY Informa- | |nformation tered in the POI via the
tion flow control SFP keypad which is not the
non-PIN data PIN
PIN digits capture on
. PIN entry keypad
Operation non-PIN digits capture
non-PIN data entry on keypad
Subject PED 4.3
IC Card Reader 4.3
. ENC_PIN 4.1
Information =
ENC_PIN_SK 4.1
encrypted (ENC_PIN)online 4.1
ENC_PIN Information | Attribute encrypted (ENC_PIN)offline 4.1
Flow Control Policy validity
(ENC_PIN_SK) boolean based on expiration tijne
purpose encryption (key, PIN, [key usage: encryption o
(ENC_PIN_SK) data) or authenticatior) authentication
Terminal Management System 4.2.2
Role Terminal Administrator 4.2.1
Risk Manager 4.2.2
Operation | send data transfer
Subject PED 4.3
IC Card Reader 4.3
. PLAIN_PIN 4.1
Information =
PLAIN_PIN_SK 4.1
PLAIN_PIN Informa- validity o
tion Flow Control Policy Attribute (PLAIN_PIN_SK) boolean based on expiration tir
purpose encryption (key, PIN, [key usage: encryption o
(PLAIN_PIN_SK) data) or authenticatior] authentication
Role Terminal Management System 4.2.2
Terminal Administrator 4.2.1
Operation | send data transfer
ICCardReader Informaf Subject IC Card Reader 43
tion Flow Control Policy .
Information | pLAIN_PIN 4.1
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Policy Entity Name Zt?:?bifé(;; secuy Definition
PLAIN_PIN_SK 4.1
Role Terminal Management System 4.2.2
Terminal Administrator 4.2.1
Operation | receive data reception
Subject POI and its Payment Application Logic 4.3
Payment Transaction Data 4.1
POI Management Data 4.1
POI_SK 4.1
display, beeper, printer:
Object any communication in-

terface from the POI or
from an external IT en-
tity controlled by the
POI communicating to
Cardholder communication interface the Cardholder

validity (POI_SK) boolean based on expiration timne

POI_DATA Access

Control Policy encryption (key, PIN, [ key usage: encryption or

purpose (POI_SK) | data) or authenticatior] authentication

: access right right to access POI Mar}-
Attribute (MAN_DAT, agement Data or Pay-
PAY DAT boolean ment Transaction Data
authenticity authenticity of POI Man
(MAN_DAT, agement Data or Pay-
PAY_DAT) boolean ment Transaction Data
Role Acquirer System 4272
send data transfer
Operation | receive data reception
access interface access
Subject Core Loader 4.3
CoreTSFLoader Accessopject CORE SW 41
Control Policy Operation data or software down-
P download load
_ Subject PED Middle Loader 4.3
PEDMiddleTSFLoade Obiect
Access Control Policy ) _ PED_MIDDLE_SW 4.1
Operation | download data transfer
o Subject Payment Application Loader 4.3
ApplicationLoader Ac- Obiect
cess Control Policy ) PAYMENT_APP 4.1
Operation | download data transfer
. Subject Middle Loader 4.3
MiddleTSFLoader Ac- Obiect
cess Control Policy ) POI_SW 4.1
Operation | download data transfer
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Value (for security

Policy Entity Name attributes) Definition
Subject POI components 2.2.1.4
PED Display 4.3
PED Keypad 4.3
Object Prompts cf Glossary
PIN 4.1
PED_MIDDLE_PK 4.1
PED_MIDDLE_SK 4.1
Operation entry digits capture on keypad
PEDPromptControl Ac; display data display on screen
cess Control Policy PED Display usage
stands for displaying
PIN display PIN data
PED Display usage
_ stands for displaying
Attribute usage (PED Display)| non-PIN display non-PIN data

PIN entry

PED Keypad usage
stands for entering PIN
data

usage (PED Keypad)

non-PIN entry

PED Keypad usage
stands for entering non-
PIN data

Table 12: Entities definition in Security FunctionPolicies
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8.1.1 Definition of SFR packages

8.1.1.1 PIN Entry Package

FDP_IFC.1/PIN_ENTRY Subset information flow control

Dependencies: FDP_IFF.1 Subset information flowtr@dmot satisfied but justified: there is
no rule to specify for PIN_ENTRY SFP in FDP_IFFdag from the one already in
FDP_ITC.1/PIN_ENTRY.

FDP_IFC.1.1/PIN_Entry The TSF shall enforce tHeIN ENTRY Information Flow Con-
trol SFPon

e subjects:Cardholder, PED keypad
e information: PIN, non-PIN data
» operations: PIN entry, non-PIN data entry.

FDP_ITC.1/PIN_ENTRY Import of user data without searity attributes

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow

control; FMT_MSA.3 Static attribute initialisatiorot satisfied, but justified: The PIN verif
cation value is not stored in the TOE but at tilseids or in the IC Card inserted in the TOE.
Therefore neither access control, nor informatlowfcontrol, no static attribute initialisatign
is required.

FDP_ITC.1.1/PIN_ENTRY The TSF shall enforce theIN ENTRY Information Flow
Control SFPwhen importing user data, controlled under the,3feith outside of the TOE.

FDP_ITC.1.2/PIN_ENTRY The TSF shall ignore any security attributes assed with the
user data when imported from outside the TOE.

FDP_ITC.1.3/PIN_ENTRY The TSF shall enforce the following rules when aming user
data controlled under the SFP from outside the TOE:

 PCI B15: PIN is only allowed to be entered at the PED keypad assignedto
CoreTSF. The entry of any other data must be separatefrom the PIN entry
processavoiding accidental display of PIN at the PED display. If any other
data and PIN are entered at the samekeypad, the data entry and the PIN en-
try shall be clearly separateoperations.

e [assignment:additional control rules].

Application note:
+ |f the author of the ST has no additional rulekifivith none.
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FPT_EMSEC.1/PIN_ENTRY TOE Emanation

Dependencies: No dependencies.

FPT_EMSEC.1.1/PIN_ENTRY The TOE shall not emit

PCI A5: audible tones during PIN entry, that, if used, could allow to distin-
guish the entered PIN digits,

PCI A6: sound, electro-magneticemissions,power consumption or any other
external characteristic available for monitoring,

PCI B5: the entered PIN digits at the display (any array related to PIN entry
displaysonly non-significant symbols,i.e. asterisks)

in excess ohoneenabling accesw entered and internally transmitted PIN digit and

none.

FPT_EMSEC.1.2/PIN_ENTRY The TSF shall ensurthat usersare unable to use the fol-
lowing interface

PCI A5: audible tones, if used,

PCI A6: sound, electro-magneticemissions,power consumption or any other
external characteristic available for monitoring,

PCI B5: the entered PIN digits at the display (any array related to PIN entry
displaysonly non-significant symbols,i.e., asterisks)

to gain accest® entered and internally transmitted PIN digit andnone.

FIA_UAU.2/PIN_ENTRY User authentication before anyaction

Dependencies: FIA_UID.1 Timing of identificatioratsfied by FIA_UID.1/PIN_ENTRY |

FIA_UAU.2.1/PIN_ENTRY The TSF shall require each user to be successfuthenticated
before allowing any other TSF-mediated actions emalf of that user.

Refinement:
The TSF shall require each user to be successduliiyenticated before allowirgccess to
sensitive serviceson behalf of that user.

Application note:

Page 80

Access to sensitive services shall be either vad control or resulting in the device be-
ing unable to use previously existing key data.

PCI B7: Sensitive services provide access to tlienying sensitive functions. Sensi-
tive functions are those functions that processiiga data such as cryptographic keys
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or PINs. Entering or existing sensitive serviceallshot reveal or otherwise affect sen-
sitive information.

FIA_UID.1/PIN_ENTRY Timing of identification

Dependencies: No dependencies.

FIA_UID.1.1/PIN_ENTRY The TSF shall allovaccess to non sensitive services behalf
of the user to be performed before the user idtiitieth

FIA_UID.1.2/PIN_ENTRY The TSF shall require each user to be successdidhtified be-
fore allowing any other TSF-mediated actions oralfedf that user.

FTA_SSL.3/PIN_ENTRY TSF-initiated termination

Dependencies: No dependencies.

FTA_SSL.3.1/PIN_ENTRY The TSF shall terminate an interactive sessioer aftimited
number of actions that can be performed and after m imposed time limit after which
the PED is forced to return to its normal mode.
Applicationnote:
« PCI B8: To minimize the risks from unauthorized ofsensitive services, limits on the
number of actions that can be performed and a timi shall be imposed, after which
the PED is forced to return to its normal mode.

8.1.1.2 ENC_PIN Package

FDP_IFC.1/ENC_PIN Subset information flow control

Dependencies: FDP_IFF.1 Subset information flowtrabn
satisfied by FDP_IFF.1/ENC_PIN

FDP _IFC.1.1/ENC_PINThe TSF shall enforce tHeNC_PIN Information Flow Control
SFPon

* subjects:PED, IC Card Reader
e information: ENC_PIN, ENC_PIN_SK
e operations: send
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FDP_IFF.1/ENC_PIN Simple security attributes

Dependencies: FDP_IFC.1 Subset information flowtrabn
FMT_MSA.3 Static attribute initialisation
satisfied by FDP_IFC.1/ENC_PIN, FMT_MSA.3/ENC_PIN

FDP_IFF.1.1/ENC_PINThe TSF shall enforce tHENC_PIN Information Flow Control
SFPbased on the following types of subject and infation security attributes:

* subjects:PED, IC Card Reader
« information: ENC_PIN, ENC_PIN_SK
» statusof ENC_PIN: online encrypted, offline encrypted

» status of ENC_PIN_SK: validity, purpose [assignmentother ENC_PIN_SK
security attributes].

FDP_IFF.1.2/ENC_PINThe TSF shall permit an information flow betweetoatrolled sub-
ject and controlled information via a controlleceogtion if the following rules hold:

» The PED sendsthe ENC_PIN in encrypted form to the IC Card Reader (off-
line) or to the Acquirer (online).

» PCI B6, CAS B6.a:The PED enciphersENC_PIN with the appropriate dedi-
cated online or offline encryption key immediately after ENC_PIN entry is
completeand hasbeensignified assuchby the Cardholder.

 PCI D4.1: If the PED and IC Card Reader are not integrated into the same
tamper-responsive boundaryand the Cardholder verification method (i.e.,the
IC Card requires) is determined to be Enciphered PIN, then the PIN block
shall be encipheredbetweenthe PED and the IC Card Reader using either an
authenticated encipherment key or the IC Card, or in accordancewith 1SO
9564.

* PCI D4.3:If the PED and the IC Card Reader are integrated in the same tam-
per-responsive boundaryand the Cardholder verification method is deter-
mined to be an Enciphered PIN, then the PIN block shall be encipheredusing
an authenticatedenciphermentkey of the IC Card.

 PCI B10, CAS Bl10.a: The PED uses cryptographic meario prevent the use of
the PED for exhaustive PIN determination.

FDP_IFF.1.3/ENC_PINThe TSF shall enforce thassignment: additional information
flow control SFP rules}

FDP_IFF.1.4/ENC_PINThe TSF shall explicitly authorise an informatibmw based on the
following rules:[assignment:rules, basedon security attributes, that explicitly authorise
information flows].
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FDP_IFF.1.5/ENC_PINThe TSF shall explicitly deny an information fldwased on the fol-
lowing rules:

* The PED doesnot sendENC_PIN or ENC_PIN_SK before being encrypted to
any other subjectoutside CoreTSF.

« PCI B13: It is not possible to encrypt or decrypt ay arbitrary data using any
PIN encrypting key or key encrypting key containedin the PED. The PED
must enforce that data keys, key encipherment keyand PIN encryption keys
have different values.

* PCI B14: There is no mechanism in the PED that wodl allow the outputting
of a private or secret cleartext key or cleartext N, the encryption of a key or
PIN under a key that might itself be disclosed, othe transfer of a cleartext key
from a component of high security into a componenof lesser security.

Applicationnote:
« If the author of the ST has no additional inforroatiflow control SFP rules ore rules
based on security attributes these parts shalillezl fwith none.

» Validity and purpose are security attributes wharke only implicitly used in the rules.

« PCI B10, CAS B10.a: The intended meaning of “prévento stop an attack; exam-
ples (not exhaustive) are the use of unique keytrpasaction, or the use of ISO PIN
block format 1 (random included). By contrast, staydown an attack is considered as
a ‘deterrent’ that does not meet this requirement.

» This SFR forces the immediate encipherment of ENC_Phe enciphering must be
unique to the transaction, e.g. it is not allowedtoduce the same enciphered form for
a PIN in different transactions to avoid recognitiof PIN values. Additionally,
ENC_PIN is only allowed to be enciphered with cogpaphic keys only used for PIN
encipherment and not used for any other purposee BFR enforces that any
ENC_PIN_SK is different from any other cryptograplkey. However accidental
choice of the same value is allowed.

FMT_MSA.3/ENC_PIN Static attribute initialisation

Dependencies: FMT_MSA.1 Management of securitybaiites,
FMT_SMR.1 Security roles
satisfied by FMT_MSA.1/ENC_PIN, FMT_SMR.1/ENC_PIN

FMT_MSA.3.1/ENC_PIN The TSF shall enforce the [assignment: accessaloBEP, in-
formation flow control SFP] to provide [selectiazthoose one of: restrictive, permissive, [as-
signment: other property]] default values for séguattributes that are used to enforce the
SFP.

Editorial Refinement:

The TSF shall enforce tHeNC_PIN Information Flow Control SFP to providepermissive
default values forENC_PIN_SK security attributes andestrictive default values for
ENC_PIN security attributes, used to enforce the SFP.
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FMT_MSA.3.2/ENC_PIN The TSF shall allow the [assignment: the authdrisentified
roles] to specify alternative initial values to owee the default values when an object or in-
formation is created.

Editorial Refinement:

The TSF shall allow thgselection: Terminal Management System and/or POIfo specify
alternative initial values to override the defatdtues of theeNC_PIN_SK'’s security attrib-
utes when an object or information is created. TEE shall allowno role to specify alterna-
tive initial values to override the default vallld€EENC_PIN when an object or information is
created.

Applicationnote:

» Subjects or information like ENC_PIN_SK controll®drules in the SFRs may possess
certain attributes that contain information thatused by the TOE for its correct opera-
tion. Security attributes may exist specificallytfte enforcement of the SFRs. Static at-
tribute initialisation ensures that the default was of security attributes are appropri-
ately either permissive or restrictive in natureerfissive means that information like
ENC_PIN_SK shall explicitly be allowed to be usadaf specific cryptographic opera-
tion like encryption of PIN, encryption of PIN eypting keys, etc.

FMT_MSA.1/ENC_PIN Management of security attributes

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow
control satisfied by FDP_IFC.1/ENC_PIN

FMT_SMR.1 Security roles satisfied by FMT_SMR.1/ENGGN

FMT_SMF.1 Specification of Management Functionssaitsfied but justified. There is no
need to specify additional management functionalree modification of security attributes
sufficient.

S

FMT_MSA.1.1/ENC_PIN The TSF shall enforce tHeNC_PIN Information Flow Control
SFP to restrict the ability tomodify the security attributesof ENC_PIN resp. of
ENC_PIN_SK to Risk Manager resp. [selection: Terminal ManagemenBystem and/or
Terminal Administrator] .
Applicationnote:
» Status of ENC_PIN may be modified by the Risk Mamna&jatus of ENC_PIN_SK may
be modified by Terminal Management System andionifial Administrator.

FMT_SMR.1/ENC_PIN Security roles

Dependencies: FIA_UID.1 Timing of identificationtisied by FIA_UID.1.1/ENC_PIN
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FMT_SMR.1.1/ENC_PIN The TSF shall maintain the rolgselection: Terminal Manage-
ment System and/or Terminal Administrator] and Risk Manager.

FMT_SMR.1.2/ENC_PIN The TSF shall be able to associate users witls.role

Applicationnote:
e Terminal Management System and/or Terminal Admaicst is related to status of
ENC_PIN_SK, Risk Manager is related to status oCERIN.

FIA_UID.1/ENC_PIN Entry Timing of identification

Dependencies: No dependencies. \

FIA_UID.1.1/ENC_PIN The TSF shall allowWassignment: list of TSF-mediated actions]
on behalf of the user to be performed before tlee issdentified.

FIA_UID.1.2/ENC_PIN The TSF shall require each user to be successéidhtified before
allowing any other TSF-mediated actions on beHhaat user.

Applicationnote:

* The timing of identification for actions is relatégd Terminal Management System
and/or Terminal Administrator resp. Risk Manager.

\ FDP_RIP.1/ENC_PIN Subset residual information protetion |

\ Dependencies: No dependencies. \

FDP_RIP.1.1/ENC_PINThe TSF shall ensure that any previous informatiomtent of a re-
source is made unavailable upon the [selectioncalion of the resource to, deallocation of
the resource from] the following objects: [assigninsensitive objects with residual informa-
tion].

Refinement:

FDP_RIP.1.1/ENC_PINThe TSF shall ensure that any previous informatiomtent of a re-
source is made unavailable upon teallocation of the resource from the following ob-
jects: ENC_PIN immediately after being encrypted, temporary cryptographic keys [as-
signment: sensitiveobjectswith residual information] .

Deallocation may occur upon completion of the trarection or if the PED has timed-out
waiting from the Cardholder or merchant.

Application note
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» PCI B6: Sensitive information shall not be presany longer or used more often than
strictly necessary. Online PINs are encrypted witthie PED immediately after PIN en-
try is complete and has been signified as suctheyCardholder. The PED must auto-
matically clear its internal buffers when eitherhd transaction is completed, or the
PED has timed-out waiting for the response fromGlaedholder or merchant.

» If no other sensitive objects with residual infotioa exist the assignment shall be
filled with none.

FDP_ITT.1/ENC_PIN Basic internal transfer protection

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow
control satisfied by FDP_IFC.1/ENC_PIN

FDP_ITT.1.1 The TSF shall enforce tHassignment:accesscontrol SFP(s)and/or infor-
mation flow control SFP(s)]to prevent thgselection: disclosure,modification, lossof use]
of user data when it is transmitted between phifgisaparated parts of the TOE.

Refinement:

FDP_ITT.1.1/ENC_PIN The TSF shall enforce tHeNC_PIN Information Flow Control

SFP to prevent thalisclosure of ENC_PIN and ENC_PIN_SK [assignment: other secret

information, like administration passwords]when they are transmitted between physically-

separated parts of tligoreTSFand whenthey are processedy the CoreTSF.

Applicationnote:

* The refinement replaces the SFR above, thus theaBB® shall not be considered by

the author of the ST. This SFR requires that ENG &1d ENC_PIN_SK shall be pro-
tected when they are transmitted between physisalharated parts of the PED.

FTP_TRP.1/ENC_PIN Trusted path

Dependencies: No dependencies.

FTP_TRP.1.1/ENC_PIN The TSF shall provide a communication path betwiesif and
remote users that is logically distinct from other comnuation paths and provides assured
identification of its end points and protectiontbé communicated data froomauthorized
ENC_PIN_SK replacement and ENC_PIN_SK misuse

FTP_TRP.1.2/ENC_PIN The TSF shall permitemote usersto initiate communication via
the trusted path.

FTP_TRP.1.3/ENC_PINThe TSF shall require the use of the trusted fuatENC_PIN_SK
replacement and ENC_PIN_SK usage
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Application Note:
* PCI C1: If the PED can hold multiple PIN encryptikays and if the key to be used to
encrypt the PIN can be externally selected, thenRBD prohibits unauthorised key re-
placement and key misuse.

» If the PED does not hold multiple PIN encryptioryker if the key to be used to en-
crypt the PIN can not be externally selected, thiguirement is not applicable, and is
therefore considered to be satisfied.

* The term “externally selected” means: selected hyirsterface function to the PED
component that performs the PIN encryption. Botm& interfaces and command in-
terfaces are considered, and both direct and indireExternal selection also includes
interference with or manipulation of the data byiaththe PED selects the key to be
used. Keys may be selected through the PED keygpamhmmands sent from another
device such as an electronic cash register. Anyncanas sent from another device
must be cryptographically authenticated to protagainst man-in-the-middle and re-
play attacks, this requirement is not applicabled&vices that do not include command
for external key selection, or cannot hold multigksy hierarchies related to PIN en-
cryption. If an application can select keys fromltiple key hierarchies, the PED must
enforce authentication of commands used for extdwyaselection. If the PED only al-
lows an application to select keys from a singlerdnichy, then command authentica-
tion is not required.

8.1.1.3 PLAIN_PIN Package

FDP_IFC.1/PLAIN_PIN Subset information flow control

FDP_IFC.1.1/PLAIN_PIN The TSF shall enforce tHLAIN_PIN Information Flow Con-
trol SFPon

* subjects:PED, IC Card Reader
e information: PLAIN_PIN, PLAIN_PIN_SK
e operations: send

Dependencies: FDP_IFF.1 Subset information flowtrabn
satisfied by FDP_IFF.1/PLAIN_PIN

FDP_IFF.1/PLAIN_PIN Simple security attributes

Dependencies: FDP_IFC.1 Subset information flowtrabn
FMT_MSA.3 Static attribute initialisation
satisfied by FDP_IFC.1/PLAIN_PIN, FMT_MSA.3/PLAININ®

FDP_IFF.1.1/PLAIN_PIN The TSF shall enforce tH&LAIN_PIN Information Flow Con-
trol SFPbased on the following types of subject and infation security attributes:

* subjects:PED, IC Card Reader
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e information: PLAIN_PIN, PLAIN_PIN_SK

o status of PLAIN_PIN_SK: \validity, purpose [assignmat: other
PLAIN_PIN_SK security attributes]

FDP_IFF.1.2/PLAIN_PIN The TSF shall permit an information flow betweegamtrolled
subject and controlled information via a controltgzeration if the following rules holdse-
lection: PCI_D4.2,PCI_D4.4] where

« PCI D4.2 PED and IC Card Reader are not integrated into the one tamper-
responsiveboundary: If the Cardholder verification method is determined to
be PLAIN_PIN, then the PIN shall be encrypted in accordancewith 1SO 9564
before transmissionto the IC Card Reader. In this case PLAIN_PIN is Cipher-
text PLAIN_PIN.,

 PCI D4.4PED and IC Card Reader are integrated into onetamper-responsive
boundary: If the Cardholder verification method is determined to be
PLAIN_PIN, then encryption is not required if the PIN block is transmitted
wholly through the tamper-responsive boundary. IC Card Reader gets
PLAIN_PIN in clear. In this case PLAIN_PIN is Cleartext PLAIN_PIN.

FDP_IFF.1.3/PLAIN_PIN The TSF shall enforce the [assignment: additianfdrmation
flow control SFP rules].

FDP_IFF.1.4/PLAIN_PIN The TSF shall explicitly authorise an informatibow based on
the following rules:[assignment: rules, based on security attributes, that explicitly
authorise information flows].

FDP_IFF.1.5/PLAIN_PIN The TSF shall explicitly deny an information fldvased on the
following rules:

* The PED does not send Ciphertext PLAIN_PIN (encrypd or in cleartext) or
Cleartext PLAIN_PIN to any other subject than the IC Card Reader.

« The PED doesnot sendthe Ciphertext PLAIN_PIN to any subjectbefore being
encrypted.

« The PED doesnot sendPLAIN_PIN_SK (if any) before beingencryptedto any
other subjectbefore being encrypted

« PCI B14: There is no mechanism in the PED that wodl allow the outputting
of a private or secret cleartext key or cleartext N, the encryption of a key or
PIN under a key that might itself be disclosed, othe transfer of a cleartext key
from a component of high security into a componendf lesser security.

Applicationnote:
e |If the author of the ST has no additional informatiflow control SFP rules ore rules
based on security attributes these parts shalillelfwith none.

» Ciphertext PLAIN_PIN holds in POI architectures lwphysically separated PED and
IC Card Reader.
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Cleartext PLAIN_PIN holds in POI architectures wRtiED and IC Card Reader inte-
grated in the same tamper-responsive boundary.

Validity and purpose are security attributes whare only implicitly used in the rules.

This SFR is related to transfer of PLAIN_PIN maimtatthe implementation of PCI
D4.2 or PCI D4.4 depending on the chosen implentiemta

FDP_RIP.1/PLAIN_PIN Subset residual information praection

Dependencies: No dependencies.

FDP_RIP.1.1/PLAIN_PIN The TSF shall ensure that any previous informationtent of a
resource is made unavailable upon the [selectitotaion of the resource to, deallocation of
the resource froithe following objects: [assignment: list of objdcts

Refinement

The TSF shall ensure that any previous informatmmtent of a resource is made unavailable
upon thedeallocation of the resourcefrom the following objects:

» [selection: Ciphertext PLAIN_PIN immediately after being encrypted,
Cleartext PLAIN_PIN immediately after being sentto the IC Card Reader]

* temporary cryptographic keys,
« [assignment:sensitiveobjectswith residual information] .

Deallocation may occur upon completion of the trarection or if the PED has timed-out
waiting from the Cardholder or merchant.
Applicationnote:

PCI B6: Sensitive information shall not be presany longer or used more often than
strictly necessary. Online PINs are encrypted witthie PED immediately after PIN en-
try is complete and has been signified as suctheyCardholder. The PED must auto-
matically clear its internal buffers when eitherhd transaction is completed, or the
PED has timed-out waiting for the response fromGlaedholder or merchant.

If no other sensitive objects with residual infotroa exist the assignment shall be
filled with none.

FDP_ITT.1/PLAIN_PIN Basic internal transfer protection

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow
control satisfied by FDP_IFC.1/PLAIN_PIN

FDP_ITT.1.1/PLAIN_PIN The TSF shall enforce tHassignment: accesscontrol SFP(s)
and/or information flow control SFP(s)]to prevent thdselection: disclosure, modifica-
tion, lossof use] of user data when it is transmitted between phjlsiseparated parts of the

TOE.
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Refinement:

The TSF shall enforce tHeLAIN_PIN Information Flow Control SFPto prevent thalis-

closure of [selection: Cleartext PLAIN_PIN, (Ciphertext PLAIN_PIN, PLAIN_PIN_SK)]

when they are transmitted between physically-séparparts ofPED or to the IC Card

Reader.

Applicationnote:

» The refinement replaces the SFR above, thus theaBB®e shall not be considered by

the author of the ST. This SFR requires that PLARIN and PLAIN_PIN_SK shall be
protected when they are transmitted between phjsiseparated parts of the PED.

FMT_MSA.3/PLAIN_PIN Static attribute initialisation

Dependencies: FMT_MSA.1 Management of securitybattes, FMT_SMR.1 Security roles
satisfied by FMT_MSA.1/ PLAIN_PIN, FMT_SMR.1/ PLAINPIN

FMT_MSA.3.1/PLAIN_PIN The TSF shall enforce theLAIN_PIN Information Flow
Control SFP to providepermissive default values for security attributes that aredut en-
force the SFP.

FMT_MSA.3.2/PLAIN_PIN The TSF shall allow thgselection: Terminal Management
System and/or Terminal Administrator] to specify alternative initial values to overrithe
default values when an object or information isated.

Applicationnote:
» This requirement concerns the security attributeBIOAIN_PIN_SK.

» Subjects or information like PLAIN_PIN_SK contrdlley rules in the SFRs may pos-
sess certain attributes that contain informatioattis used by the TOE for its correct
operation. Security attributes may exist specificébr the enforcement of the SFRs.
Static attribute initialisation ensures that thefaldt values of security attributes are
appropriately either permissive or restrictive iatare. Permissive means that informa-
tion like PLAIN_PIN_SK shall explicitly be allowéd be used for a specific crypto-
graphic operation like encryption of Ciphertext RNAPIN.

FMT_MSA.1/PLAIN_PIN Management of security attribut es

Dependencies:

FDP_ACC.1 Subset access control, or FDP_IFC.1 $utdfeemation flow control satisfied
by FDP_IFC.1/PLAIN_PIN

FMT_SMR.1 Security roles satisfied by FMT_SMR.1/RNAPIN

FMT_SMF.1 Specification of Management Functionssaitsfied but justified. There is no
need to specify additional management functionalree modification of security attributes
sufficient.

S
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FMT_MSA.1.1/PLAIN_PIN The TSF shall enforce theLAIN_PIN Information Flow
Control SFP to restrict the ability tomodify the security attributesstatus of
PLAIN_PIN_SK to [selection: Terminal Management System and/or Ternmal Adminis-
trator].

FMT_SMR.1/PLAIN_PIN Security roles

Dependencies: FIA_UID.1 Timing of identificationtisiied by FIA_UID.1.1/PLAIN_PIN

FMT_SMR.1.1/PLAIN_PIN The TSF shall maintain the rol¢gselection: Terminal Man-
agement System and/or Terminal Administrator]

FMT_SMR.1.2/PLAIN_PIN The TSF shall be able to associate users witls.role

FIA_UID.1/PLAIN_PIN Entry Timing of identification

Dependencies: No dependencies. \

FIA_UID.1.1/PLAIN_PIN The TSF shall allojassignment: list of TSF-mediated actions]
on behalf of the user to be performed before tlee ssdentified.

FIA_UID.1.2/PLAIN_PIN The TSF shall require each user to be successtidltified be-
fore allowing any other TSF-mediated actions oralfedf that user.

Applicationnote:
e The timing of identification for actions is related Terminal Management System
and/or Terminal Administrator.

8.1.1.4 IC Card Reader Package

FDP_IFC.1/ICCardReader Subset information flow contol

Dependencies: FDP_IFF.1 Subset information flowtrodn
satisfied by FDP_IFF.1/IC Card Reader

FDP_IFC.1.1/ICCardReaderThe TSF shall enforce thEC Card Reader Information
Flow Control SFPon

e subjects:IC Card Reader
* information: PLAIN_PIN, PLAIN_PIN_SK
e operations:receive,send
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FDP_IFF.1/ICCardReader Simple security attributes

Dependencies: FDP_IFC.1 Subset information flowtrabn
FMT_MSA.3 Static attribute initialisation
satisfied by FDP_IFC.1/ICCardReader, FMT_MSA.3/PNAPIN

FDP_IFF.1.1/ICCardReaderThe TSF shall enforce th&C Card Reader Information
Flow Control SFP based on the following types of subject and infation security attrib-
utes:

* subjects:IC Card Reader
* information: PLAIN_PIN, PLAIN_PIN_SK

o status of PLAIN_PIN_SK: \validity, purpose [assignmat: other
PLAIN_PIN_SK security attributes]

FDP_IFF.1.2/ICCardReader The TSF shall permit an information flow betweeroatrolled
subject and controlled information via a controltgaeration if the following rules holdse-
lection: PCI D4.2, PCI D4.4] where

 PCI D4.2 (PED and IC Card Reader are not integratednto the one tamper-
responsive boundary): the IC Card Reader receives he Ciphertext
PLAIN_PIN, deciphers it and sends it to the IC Card

 PCID4.4 (PED and IC Card Reader are integrated ind one tamper-responsive

boundary): the IC Card Reader receives the CleartexPLAIN_PIN and sends
it to the IC Card.

FDP_IFF.1.3/ICCardReader The TSF shall enforce tHassignment: additional informa-
tion flow control SFPrules].

FDP_IFF.1.4/ICCardReaderThe TSF shall explicitly authorise an informatithow based
on the following rulesjassignment: rules, based on security attributes, that explicitly
authorise information flows].

FDP_IFF.1.5/ICCardReader The TSF shall explicitly deny an information fldMsed on the
following rules:

e The IC Card Reader does not send PLAIN_PIN (neither Ciphertext
PLAIN_PIN nor Cleartext PLAIN_PIN) to any other entity than the IC Card.
The IC Card Reader does not send PLAIN_PIN_SK (if ay) to any entity.

 PCI B14: There is no mechanism in the PED that wodl allow the outputting
of a private or secret cleartext key or cleartext IN, the encryption of a key or
PIN under a key that might itself be disclosed, othe transfer of a cleartext key
from a component of high security into a componenof lesser security.
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Applicationnote:
« Ciphertext PLAIN_PIN holds in POI architectures lwyhysically separated PED and
IC Card Reader. Cleartext PLAIN_PIN holds in POtlaitectures with PED and IC
Card Reader integrated in the same tamper-respertsoundary.

* |f the author of the ST has no additional inforroatiflow control SFP rules ore rules
based on security attributes these parts shalillezl fwith none.

* This SFR is related to transfer of PLAIN_PIN maimatthe implementation of PCI
D4.2 or PCI D4.4 depending on the chosen implentiemaBoth are repeated here (re-
lated to the PLAIN_PIN Package) because of therdifit attack potential.

FDP_RIP.1/ICCardReader Subset residual informationprotection

Dependencies: No dependencies.

FDP_RIP.1.1/ICCardReaderThe TSF shall ensure that any previous informatioment of
a resource is made unavailable upon the [selectidocation of the resource to, deallocation
of the resource frojrthe following objects: [assignment: list of objdcts

Refinement
The TSF shall ensure that any previous informatmmtent of a resource is made unavailable
upon thedeallocation of the resource fromthe following objects:
» [selection: Ciphertext PLAIN_PIN immediately after being decrypted and sent
to the IC Card, Cleartext PLAIN_PIN immediately after being sentto the IC
Card]

» temporary cryptographic keys,
» [assignment:sensitiveobjectswith residual information] .

Deallocation may occur upon completion of the trarection or if the PED has timed-out
waiting from the Cardholder or merchant.
Applicationnote:

» PCI B6: Sensitive information shall not be presany longer or used more often than
strictly necessary. Online PINs are encrypted witthie PED immediately after PIN en-
try is complete and has been signified as suctheyCardholder. The PED must auto-
matically clear its internal buffers when eitherhd transaction is completed, or the
PED has timed-out waiting for the response fromGlaedholder or merchant.

* If no other sensitive objects with residual infotioa exist the assignment shall be
filled with none.

FDP_ITT.1/ICCardReader Basic internal transfer protection

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow
control satisfied by FDP_IFC.1/ICCardReader
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FDP_ITT.1.1 The TSF shall enforce tHassignment:accesscontrol SFP(s)and/or infor-
mation flow control SFP(s)]to prevent thgselection:disclosure,modification, lossof use]
of user data when it is transmitted between phifgisaparated parts of the TOE.

Refinement:

FDP_ITT.1.1/ICCardReader The TSF shall enforce th€ Card Reader Information
Flow Control SFPto prevent thelisclosureof [selection: Cleartext PLAIN_PIN, (Cipher-
text PLAIN_PIN, PLAIN_PIN_SK)] when they are transmittdd the IC Card or when
they are processedy the IC Card Reader.

Applicationnote:

» The refinement replaces the SFR above, thus theaBB® shall not be considered by
the author of the ST. This SFR requires that PLRIN and PLAIN_PIN_SK shall be
protected when they are transmitted between phijysiseparated parts of the IC Card
Reader.

8.1.1.5 POI DATA Package

FDP_ACC.1/POI_DATA Subset Access Control

Dependencies: FDP_ACF.1 Security attribute basedszsccontrol,
satisfied by FDP_ACF.1/POI_DATA

FDP_ACC.1.1/POI_DATA The TSF shall enforce theOl Management and Payment
Transaction Data AccessControl SFPon

* subjects: POI and its Payment Application Logic

» objects: Payment Transaction Data, POl Management &a, POI_SK, Card-
holder communication interface, [assignment: list b payment application in-
ternal data]

e operations: send, receive, access.

FDP_ACF.1/POI_DATA Security attribute based accessontrol

Dependencies: FDP_ACC.1 Subset Access Control,
satisfied by FDP_ACC.1/POI_DATA, FMT_MSA.3 Statittrdoute initialisation not satisfied
but justified: no management functions are requioedOIl_DATA.

FDP_ACF.1.1/POI_DATA The TSF shall enforce theOl Management and Payment
Transaction Data AccessControl SFP based on the following:

* subjects:POI and its PaymentApplication Logic

» objects: Payment Transaction Data, POl ManagementData, POI_SK, Card-
holder communication interface, [assignment: list ©payment application in-
ternal data]
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security attribute of POI_SK: purpose and validity

security attribute of Payment Transaction Data, POlManagement Data: ac-
cess right of Payment Application and authenticitystatus

[assignment: list of security attributes]

FDP_ACF.1.2/POI_DATA The TSF shall enforce the following rules to detere if an op-
eration among controlled subjects and controllgdatb is allowed:

CAS G2.1: The security of payment application in the POl must not be im-
pacted by any other application. Payment application isolation shall be en-
sured: no other application shall have unauthorized accesdo application data
(PaymentTransaction Data, POl ManagementData, POl_SK).

CAS G2.2: The security of payment application in the POl must not be im-
pacted by any other application. Payment application isolation shall be en-
sured: it shall not be possiblefor another application to interfere with the exe-
cution of the payment application, by accessinginternal data (such as state
machineor internal variables).

CAS G2.3: Payment application isolation shall be esured: it shall not be pos-
sible for another application to deceive the Cardhloler during execution of the
payment application, by accessing Cardholder commuacation interface (e.g.
display, beeper, printer) used by the payment apptation.

FDP_ACF.1.3/POI_DATA The TSF shall explicitly authorise access of stilsj¢o objects
based on the following additional rules:

POI Management Data and Payment Transaction Data sl be accepted if the
data are authentic.

POl Management Data and Payment Transaction Data & allowed to be ac-
cessed if Payment Application has access right tbe data.

[assignment: rules, based on security attributesht explicitly authorise access
of subjects to objects].

FDP_ACF.1.4/POIl_DATA The TSF shall explicitly deny access of subjectslijects based
on the following additional rules:

POI Management Data and Payment Transaction Data il not be accepted if
the data are not authentic.

The POI doesnot sendPOI_SK in cleartext to any external IT entity.

[assignment: rules, based on security attributeshat explicitly deny informa-
tion flows].

Applicationnote:
* |f the author of the ST has no additional inforroatiflow control SFP rules ore rules
based on security attributes these parts shalillslfwith none.
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FDP_ITT.1/POI_DATA Basic internal transfer protection

Dependencies: FDP_ACC.1 Subset access controDBr FFC.1 Subset information flow
control satisfied by FDP_ACC.1/POI_DATA

FDP_ITT.1.1 The TSF shall enforce tHassignment: accesscontrol SFP(s)and/or infor-
mation flow control SFP(s)]to prevent th¢selection:disclosure,modification, lossof use]
of user data when it is transmitted between phifgisaparated parts of the TOE.
Refinement:

FDP_ITT.1.1/POI_DATA The TSF shall enforce thBOl Management and Payment
Transaction Data Access Control SFRo prevent thenodification of POl Management
Data and Payment Transaction Data and to prevent th disclosure of POI_SKwhen it is
transmitted between physically-separated parteefTOE.

Applicationnote:

* CAS G1.2: Payment Transaction Data shall be handigd authenticity and integrity
in the POI.

 CAS G1.3: POl Management Data must be protectedghagganauthorized change in
the POI.

* CAS G4: Protection of POI_SK in a POl componentiastadisclosure.

FDP_UIT.1/MAN_DAT Data exchange integrity

Dependencies: FDP_ACC.1 Subset access control Br HZ.1 Subset information flow
control, FTP_ITC.1 Inter-TSF Trusted Channel or FTRP.1 Trusted path
satisfied by FDP_ACC.1/POI_DATA, FTP_ITC.1/POI_DATA

FDP_UIT.1.1 The TSF shall enforce tHassignment: access control SFP(s) and/or infor-
mation flow control SFP(s)]to [selection: transmit, receive]user data in a manner pro-
tected fron[selection: modification, deletion, insertion, repay] errors.

Refinement:

FDP_UIT.1.1/MAN_DAT The TSF shall enforce thBOl Management and Payment
Transaction Data Access Control SFP to transmit and receive PWlanagement Datain

a manner protected fromodification errors.

FDP_UIT.1.2/MAN_DAT The TSF shall be able to determine on receipt s¥r wdata,
whethemodification has occurred.

Applicationnote:
* The refinement replaces the SFR above, thus theaBB® shall not be considered by
the author of the ST.

* CAS G1.3: POl Management Data must be providedh¢oROI in an authentic way
and must be protected against unauthorized change.
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e The POI shall protect in either case POl Managenizaiia sent or received by the POI
over external lines against modification by cryptgghic mechanisms. Protection
against modification includes protection of thelaariticity of POl Management Data.

FDP_UIT.1/PAY_DAT Data exchange integrity

Dependencies: FDP_ACC.1 Subset access control Br HZ.1 Subset information flow
control, FTP_ITC.1 Inter-TSF Trusted Channel or FTRP.1 Trusted path
satisfied by FDP_ACC.1/POI_DATA, FTP_ITC.1/POI_DATA

FDP_UIT.1.1 The TSF shall enforce tHassignment: access control SFP(s) and/or infor-
mation flow control SFP(s)] to [selection: transmit, receive]user data in a manner pro-
tected fron{selection: modification, deletion, insertion, repay] errors.

Refinement:

FDP_UIT.1.1/PAY_DAT The TSF shall enforce thPOl Management and Payment
Transaction Data Access Control SFP to be able to transmit andeceive Payment
Transaction Datain a manner protected fromodification errors.

FDP_UIT.1.2/PAY_DAT The TSF shall be able to determine on receipt ef data, whether
modification has occurred.

Applicationnote:
* The refinement replaces the SFR above, thus theaBB® shall not be considered by
the author of the ST.

 CAS G1.1: POI must have the capacity to protectroamcations over external com-
munication channels, meaning that POI Applicatiaygic must provide cryptographic
means: To protect all Payment Transaction Data senteceived by the POI against
modification.

» The POI shall provide means to protect Payment Jaation Data sent or received by
the POI over external lines against modification bgyptographic mechanisms.
Whether the means are used or not is controllethbypayment application using that
means.

» External means ‘external to the POI’. Therefords ttequirement addresses communi-
cations with local devices (e.g. cash registersnpiwcontrollers), communications with
the Acquirer(s) and communications with the TerimManagement System. The object
of evaluation for this requirement consists of seeurity functions that provide those
cryptographic means. The security functions showlidenforce protection of communi-
cations, but the cryptographic means must be albldlawould the external entity re-
quires protection.
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FDP_UCT.1/POIl_DATA Basic data exchange confidentiély

Dependencies: FTP_ITC.1 Inter-TSF trusted chammdfTP_TRP.1 Trusted path
satisfied by FTP_ITC.1/POI_DATA

FDP_ACC.1 Subset access control, or FDP_IFC.1 $Sutfeemation flow control
satisfied by FDP_ACC.1/POI_DATA

FDP_UCT.1.1: The TSF shall enforce tHassignment: access control SFP(s) and/or in-
formation flow control SFP(s)] to [selection: transmit, receive]user data in a manner pro-
tected from unauthorised disclosure.

Refinement:

FDP_UCT.1.1/POI_DATA The TSF shall enforce theOl Management and Payment
Transaction Data AccessControl SFPto transmit and receive POI_SK andto be able to
transmit and receive Payment Transaction Datain a manner protected from unauthorised
disclosure.

Applicationnote:
* The refinement replaces the SFR above, thus theaBB® shall not be considered by
the author of the ST.

 CAS G1.1: POI must have the capacity to protectroamcations over external com-
munication channels, meaning that POI Applicatiaygic must provide cryptographic
means: To protect all transaction data sent or reeé by the POI against disclosure.

* CAS G4: Protection of POI_SK in a POl componentisadisclosure.

» The POI shall provide means to protect Payment Jaation Data sent or received by
the POI over external lines against disclosure byptographic mechanisms. Whether
the means are used or not is controlled by the payrapplication using that means.

» External means ‘external to the POI’. Thereforas ttequirement addresses communi-
cations with local devices (e.g. cash registersnpicontrollers), communications with
the acquirer(s) and communications with the terrhmanager. The object of evalua-
tion for this requirement consists of the secufigictions that provide those crypto-
graphic means. The security functions should nfirea protection of communications,
but the cryptographic means must be available, dolé external entity requires pro-
tection.

FIA_API.1/POI_DATA Authentication Proof of Identity

\ Dependencies: No dependencies

FIA_API.1.1/POI_DATA The TSF shall provide §assignment: authentication mecha-
nism] to prove the identity of thBOl.

Applicationnote:
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* CAS G1.1: The POI shall provide means for authatiba of its unique identifier by an
external IT entity communicates with.

» For authentication, uniqueness is only requiredailgiven context: the external entity
should be able to distinguish one POI from anotider.an example, use of unique key
per POI guarantees that POI can be uniquely autlcated.

FDP_RIP.1/POI_DATA Subset residual information protection

Dependencies: No dependencies.

FDP_RIP.1.1/POI_DATA The TSF shall ensure that any previous informationtent of a
resource is made unavailable upon the [selectitotadion of the resource to, deallocation of
the resource froirthe following objects: [assignment: list of objdcts

Refinement:
The TSF shall ensure that any previous informatmmtent of a resource is made unavailable
upon thedeallocation of the resource fromthe following objects:temporary crypto-
graphic keys, [assignment: sensitive objects withesidual information, temporary pay-
ment transaction data}
Deallocation may occur upon completion of the teation or if the PED has timed-out wait-
ing from the Cardholder or merchant.
Applicationnote:

» Contribution to CAS G2.1 to CAS G2.3.

e This SFR requires that sensitive information skmalt be present any longer or user
more often than strictly necessary. Buffers shalcleared immediately after exporting
any PIN, upon payment transaction is completed ahén MiddleTSF components
have time-out waiting for a response.

FTP_ITC.1/POI_DATA Inter-TSF trusted channel

Dependencies: No dependencies.

FTP_ITC.1.1/POI_DATA The TSF shall provide a communication channel betwitself
and another trusted IT product that is logicallstidict from other communication channels
and provides assured identification of its end fsoand protection of the channel data from
modification or disclosure.

FTP_ITC.1.2/POI_DATA The TSF shall permifselection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

Refinement
The TSF shall permiAcquirer Systemto initiate communication via the trusted channel.
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FTP_ITC.1.3/POI_DATA The TSF shall initiate communication via the teasthannel for
transmitting and receiving Payment Transaction Dataand POI_SK in a manner pro-
tected from unauthorized disclosure [assignment:list of functions for which a trusted
channelis required].
Applicationnote:

» The channel is used to protect the confidentialitgata.

* Contribution to CAS G1.1 and CAS G4.

8.1.1.6 CoreTSF Package

FPT_TST.1/CoreTSF TSF testing

Dependencies: No dependencies.

FPT_TST.1.1/CoreTSFThe TSF shall run a suite of self teatshe conditions
s start-up
e atleastonceper day
to demonstrate the correct operationha CoreTSF PED (CORE_SW and CORE_HW)

FPT_TST.1.2/CoreTSFThe TSF shall provide authorised users with theabdity to verify
the integrity offselection:[assignment:parts of TSF], TSF data].

FPT_TST.1.3/CoreTSFThe TSF shall provide authorised users with thmabdity to verify
the integrity ofstored TSF executable code

Applicationnote:
* "TSF executable code" stands for CoreTSF softwatdamthe PED.

» PCI B1: The PED performs a self-test, which inchiggegrity and authenticity tests as
addressed in B4, upon start up and at least oncedpg to check firmware; security
mechanisms for signs of tampering; and whethelPiBB is in a compromised state. In
the event of a failure, the PED and its functiotyalails in a secure manner.

* If no other parts of TSF exist the assignments| &feafilled with none.

FPT_FLS.1/CoreTSF Failure with preservation of secte state

Dependencies: No dependencies.

FPT_FLS.1.1/CoreTSFThe TSF shall preserve a secure state when theviol types of
failures occur:

» failure of CoreTSF self-test
* logical anomaliesof CoreTSF
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* [assignment:list of typesof failures in CoreTSF].
Applicationnote:

« The "secure state" does not provide access to ddywRlue, PIN encryption key or any
other CoreTSF secret data.

« PCI B1: The PED performs a self-test, which inchiggegrity and authenticity tests as
addressed in PCI B4, upon start up and at leasequer day to check firmware; secu-
rity mechanisms for signs of tampering; and whetther PED is in a compromised
state. In the event of a failure, the PED andutsctionality fails in a secure manner.

« PCI B2: The PED's functionality shall not be infheed by logical anomalies such as
(but not limited to) unexpected command sequencksown commands, commands in
a wrong device mode and supplying wrong parametedata which could result in the
PED outputting the clear text PIN or other sensitinformation.

» If no list of types exist the assignment shallilkedfwith none

FDP_ACC.1/CoreTSFLoader Subset access control

Dependencies: FDP_ACF.1 Security attribute baseésaccontrol not satisfied but justified
the correspondent access control is satisfied By FDC.1/CoreTSFLoader

FDP_ACC.1.1/CoreTSFLoaderThe TSF shall enforce th€ore Loader AccessControl
SFPon

* subject: Core Loader

* objects: CORE_SW, [assignment: list of data, in particular cryptographic
keys,controlled under this policy]
e operation: download.

Applicationnote:
» The "cryptographic keys" stand for PIN encryptiayk (e.g. ENC_PIN_SK) or for any
other key. The operations are any management dparan CoreTSF software and
data.

» If no list of data exist the assignment shall Hediwith “none”.

FDP_ITC.1/CoreTSFLoader Import of user data without security attributes

Dependencies:
FDP_ACC.1 Subset access control, or FDP_IFC.1 $ubkemation flow control satisfied
by FDP_ACC.1/CoreTSFLoader
FMT_MSA.3 Static attribute initialisation not sdiel but justified: there are no security at-
tributes to be managed for downloading objectsmlieal Management System decides to
update/download them or not.
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FDP_ITC.1.1/CoreTSFLoaderThe TSF shall enforce th€ore Loader AccessControl
SFPwhen importing user data, controlled under the, S outside of the TOE.

FDP_ITC.1.2/CoreTSFLoaderThe TSF shall ignore any security attributes assed with
the user data when imported from outside the TOE.

FDP_ITC.1.3/CoreTSFLoaderThe TSF shall enforce the following rules when amtimg
user data controlled under the SFP from outsidgd @ig:

* The Core Loader downloads only authentic and integeobjects coming from
the Terminal Management System.

* Downloadingis an atomic operation. Either it succeeds or thel SF rollbacks to
the previous state and all downloadeddata is cleared or if the rollback is not
possibleall CoreTSF secretdata are erased.

* PIN encryption keysare storedin the Security Module of PED or encrypted.
» [assignment: additional importation control rules]

Applicationnote:
« PCI B2: The PED'’s functionality shall not be infheed by logical anomalies such as
(but not limited to) unexpected command sequencgésown commands, commands in
a wrong device mode and supplying wrong parametedata which could result in the
PED outputting the clear text PIN or other sensitinformation.

» PCI B4: If the PED allows updates of firmware, thevice cryptographically authenti-
cates the software integrity and if the authenficst not confirmed, the software update
is rejected and deleted.

» Update of software or data may be a consequendkeeoflownload operation. The as-
signment of additional importation control rulesaiimanage the download operations
which have an update as a consequence.

8.1.1.7 PEDMiddleTSF Package

FPT_TST.1/PEDMiddleTSF TSF testing

Dependencies: No dependencies.

FPT _TST.1.1/PEDMiddleTSFThe TSF shall run a suite of self teatshe conditions
e start-up
» atleastonceper day

to demonstrate the correct operationhef PEDMiddleTSF.

FPT_TST.1.2/PEDMiddleTSFThe TSF shall provide authorised users with thgabdity to
verify the integrity oflselection: [assignment:parts of TSF], TSF data].
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FPT_TST.1.3/PEDMiddleTSFThe TSF shall provide authorised users with thgabdity to
verify the integrity ofstored TSF executable code

Applicationnote:

*+ "TSF executable code" stands for PEDMiddleTSF soéwithin the PED and the IC
Card Reader.

« PCI B1: The PED performs a self-test, which inchigegegrity and authenticity tests as
addressed in PCI B4, upon start up and at leaseqeer day to check firmware; secu-
rity mechanisms for signs of tampering; and whetther PED is in a compromised
state. In the event of a failure, the PED andutsctionality fails in a secure manner.

» If not other parts of TSF exist the assignmentd slegfilled with none.

FPT_FLS.1/PEDMiddleTSF Failure with preservation ofsecure state

Dependencies: No dependencies. |

FPT_FLS.1.1/PEDMiddleTSFThe TSF shall preserve a secure state when thawviob
types of failures occur:

» failure of PEDMiddleTSF self-test
* logical anomaliesof PEDMiddleTSF
» [assignment:list of typesof failures in PEDMiddleTSF].

Applicationnote:

» The "secure state" does not provide access to éNwRlue, PIN encryption key or any
other PEDMiddIeTSF secret data.

» PCI B1: The PED performs a self-test, which inchigegegrity and authenticity tests as
addressed in PCI B4, upon start up and at leaseqrer day to check firmware; secu-
rity mechanisms for signs of tampering; and whetther PED is in a compromised
state. In the event of a failure, the PED andutsctionality fails in a secure manner.

« PCI B2: The PED's functionality shall not be infhwed by logical anomalies such as
(but not limited to) unexpected command sequencgsown commands, commands in
a wrong device mode and supplying wrong parametedata which could result in the
PED outputting the clear text PIN or other sensitinformation.

* If no list of types of failures exist the assigntrsall be filled with none.

FDP_ACC.1/PEDMiddleTSFLoader Subset access control

Dependencies: FDP_ACF.1 Security attribute baseessccontrol not satisfied but justified
the correspondent access control is satisfied iy FDC.1./PEDMiddleTSFLoader
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FDP_ACC.1.1/PEDMiddleTSFLoaderThe TSF shall enforce tHRED Middle Loader Ac-
cessControl SFPon
* subject: PED Middle Loader

» objects: PED_MIDDLE_SW, [assignment: list of data, in particular crypto-
graphic keys, controlled under this policy]
e operation: download.

Applicationnote:
» The "cryptographic keys" stand for PIN encryptia@y& (PLAIN_PIN_SK) or any other
key. The operations are any management operatioRBDMiddleTSF software and
data.

» If no list of data exist the assignment shall Hediwith “none”.

FDP_ITC.1/PEDMiddleTSFLoader Import of user data without security attributes

Dependencies:
FDP_ACC.1 Subset access control, or FDP_IFC.1 $ubkemation flow control satisfied
by FDP_ACC.1/PEDMiddleTSFLoader
FMT_MSA.3 Static attribute initialisation not sdiesl but justified: there are no security at-
tributes to be managed for downloading objectsmlieal Management System decides to
update/download them or not.

FDP_ITC.1.1/PEDMiddleTSFLoader The TSF shall enforce tHeED Middle Loader Ac-
cessControl SFP when importing user data, controlled under the ,SF#n outside of the
TOE.

FDP_ITC.1.2/PEDMiddleTSFLoader The TSF shall ignore any security attributes assoc
ated with the user data when imported from outthdel OE.

FDP_ITC.1.3/PEDMiddleTSFLoader The TSF shall enforce the following rules when im-
porting user data controlled under the SFP fronsidatthe TOE:

« The PED Middle Loader downloads only authentic andnteger objects coming
from the Terminal Management System.

* Downloadingis an atomic operation. Either it succeeds orthe TSF rollbacks to

the previous state and all downloadeddata is cleared or if the rollback is not
possibleall PEDMiddleTSF secretdata are erased

« [assignment: additional importation control rules]

Applicationnote:
« PCI B2: The PED'’s functionality shall not be infheed by logical anomalies such as
(but not limited to) unexpected command sequencdksown commands, commands in
a wrong device mode and supplying wrong parametedata which could result in the
PED outputting the clear text PIN or other sensitinformation.
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» PCI B4: If the PED allows updates of firmware, ttevice cryptographically authenti-

cates the software integrity and if the authenficst not confirmed, the software update

is rejected and deleted.

» Update of software or data may be a consequendkeoflownload operation. The as-
signment of additional importation control rulesailmanage the download operations

which have an update as a consequence.

8.1.1.8 MiddleTSF Package

FDP_ACC.1/ApplicationLoader Subset access control

Dependencies: FDP_ACF.1 Security attribute baseésaccontrol not satisfied but justified
the correspondent access control is satisfied By FDC.1./ApplicationLoader

FDP_ACC.1.1/ApplicationLoader The TSF shall enforce thigayment Application Loader
AccessControl SFPon

* subject: Payment Application Loader

» objects: PAYMENT_APP, [assignment: list of data, in particular crypto-
graphic keys, controlled under this policy]

e operation: download.

Applicationnote:
» The "cryptographic keys" stand for POI encrypti@ays (POI_SK).

» If no list of data exist the assignment shall Hediwith “none”.

FDP_ITC.1/ ApplicationLoader import of user data without security attributes

Dependencies:

FDP_ACC.1 Subset access control, or FDP_IFC.1 $ubkemation flow control satisfied

by FDP_ACC.1/ApplicationLoader

FMT_MSA.3 Static attribute initialisation not sdiesl but justified: there are no security at-

tributes to be managed for downloading objectsmilieal Management System decides
update/download them or not.

FDP_ITC.1.1/ApplicationLoader The TSF shall enforce tieaymentApplication Loader
AccessControl SFP when importing user data, controlled under the,SiPn outside of the
TOE.

FDP_ITC.1.2/ ApplicationLoader The TSF shall ignore any security attributes eissed
with the user data when imported from outside tQ&T

26" November, 2010 Version 2.0 Page 105



POI Protection Profile Common AppI’OV3| Scheme{***:*

A EUROPEAN INITIATIVE x>
FOR CARD PAYMENTS IN EUROPE

FDP_ITC.1.3/ ApplicationLoader The TSF shall enforce the following rules whermpart-
ing user data controlled under the SFP from outi$idel OE:

* The Payment Application Loader downloads only authentic and integer ob-
jects coming from theTerminal ManagementSystem.

» Payment application downloadingis an atomic operation. Either it succeeds or
the TSF rollbacks to the previous state and all downloaded code anddata is
clearedor if the rollback is not possibleall MiddleTSF secretdata are erased

» [assignment: additional importation control rules]

Applicationnote:
In the following CAS rule, the phrase “POI software interpreted aspayment application
software
* CAS G3.1: POI software must be provided to the iRQin authentic way and must be
protected against unauthorized change.

* CAS G3.2: If the POI implements software updateBA&l security component crypto-
graphically authenticates the software integritydahthe authenticity is not confirmed,
the software update is rejected or all secret avgpaphic keys are erased.

« Update of software or data may be a consequentkeoflownload operation. The as-
signment of additional importation control rulesailmanage the download operations
which have an update as a consequence.

FDP_ACC.1/MiddleTSFLoader Subset access control

Dependencies: FDP_ACF.1 Security attribute baseésaccontrol not satisfied but justified
the correspondent access control is satisfied By FDC.1/MiddleTSFLoader.

FDP_ACC.1.1/MiddleTSFLoaderThe TSF shall enforce thdiddle Loader AccessCon-
trol SFPon

* subject: Middle Loader

* objects: POI_SW, [assignment: list of data, in particular cryptographic keys,
controlled under this policy]

e operation: download.

Applicationnote:
» The "cryptographic keys" stand for POI encrypti@y (POI_SK). The operations are
any management operation on MiddleTSF softwaredata.

» If no list of data exist the assignment shall Hediwith “none”.

FDP_ITC.1/MiddleTSFLoader Import of user data without security attributes
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Dependencies:
FDP_ACC.1 Subset access control, or FDP_IFC.1 $ubkemation flow control satisfied
by FDP_ACC.1/MiddleTSFLoader
FMT_MSA.3 Static attribute initialisation not sdiesl but justified: there are no security at-
tributes to be managed for downloading objectsmileasl Management System decides| to
update/download them or not.

FDP_ITC.1.1/MiddleTSFLoader The TSF shall enforce thdiddle Loader AccessCon-
trol SFPwhen importing user data, controlled under the, S outside of the TOE.

FDP_ITC.1.2/MiddleTSFLoader The TSF shall ignore any security attributes assed
with the user data when imported from outside tQ&T

FDP_ITC.1.3/MiddleTSFLoader The TSF shall enforce the following rules when amtimg
user data controlled under the SFP from outsidgd @ig:

* The Middle Loader downloads only authentic and intger objects the Termi-
nal Management System.

* Downloadingis an atomic operation. Either it succeeds or the TSKollbacks to
the previous state and all downloadeddata is cleared or if the rollback is not
possibleall MiddleTSF secretdata are erased

» [assignment: additional importation control rules]

Applicationnote:
* CAS G3.1: POI software must be provided to the iR@in authentic way and must be
protected against unauthorized change.

« CAS G3.2: If the POI implements software updatd3A&l security component crypto-
graphically authenticates the software integritydahthe authenticity is not confirmed,
the software update is rejected or all secret avgpaphic keys are erased.

» Update of software or data may be a consequendkeoflownload operation. The as-
signment of additional importation control rulesaiimanage the download operations
which have an update as a consequence.

FPT_FLS.1/MiddleTSF Failure with preservation of seure state

Dependencies: No dependencies. |

FPT_FLS.1.1/MiddleTSFThe TSF shall preserve a secure state when tlosving types of
failures occur:

* |ogical anomaliesof MiddleTSF
* [assignment:list of typesof failures in MiddleTSF].
Applicationnote:
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e The "secure state" does not provide access to aoyyption key or any other Mid-

dleTSF secret data.

» CAS G7: The functionality shall not be influencgddgical anomalies such as (but not

limited to) unexpected command sequences, unknomvmands, commands in a wro

ng

device mode and supplying wrong parameters or ddii@h could result in a breach of

the security requirements.
» If no list of types of failures exist the assigntrsall be filled with none.

8.1.1.9 PED Prompt Control Package

FDP_ACC.1/PEDPromptControl Subset access control

Dependencies: FDP_ACF.1 satisfied by FDP_ACF.1/RE&mptControl.

FDP_ACC.1.1/PEDPromptControl The TSF shall enforce tHeED Prompt Control SFP
on

* subjects:POI components

e object: PED display, PED keypad, prompts, PIN, PED_MIDDLE_SK,
PED_MIDDLE_PK

* operations: entry, display.
Application note:
» Contribution to A8. See application note of FDP_ATGPEDPromptControl.

FDP_ACF.1/PEDPromptControl Security attribute basedaccess control

Dependencies:

FDP_ACC.1 Subset access control satisfied by FDR-. A@EDPromptControl
FMT_MSA.3 Static attribute initialisation not sdiesl but justified: there are no security
tributes to be managed for PED Display. Terminahibtgement System decides to moc

At-

ify

prompts for PED Display (as part of the correspohd&F software) or not.

FDP_ACF.1.1/PEDPromptControl The TSF shall enforce tiRED Prompt Control SFPto
objects based on the following:

e subjects:POI components

» status of PED display usage: PIN display, non-PINigplay
» status of PED Keypad usage: PIN entry, non-PIN enyr

» [assignment: list of security attributes]

FDP_ACF.1.2/PEDPromptControl The TSF shall enforce the following rules to detiee
if an operation among controlled subjects and odlett objects is allowedf the PED key-
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pad can be usedto enter non-PIN data, then prompts demandingfor PIN entry at the
PED display shall neverleadto a PIN disclosure(e.g.be processingthe entered PIN data
in clear in unprotected areas). The authenticity and proper use of prompts and use of
the prompts shall be ensured and modification of the prompts or improper use of the
prompts shall be prevented

FDP_ACF.1.3/PEDPromptControl The TSF shall explicitly authorise access of stilsj¢o
objects based on the following additional rulesne

FDP_ACF.1.4/PEDPromptControl The TSF shall explicitly deny access of subjeotsl-
jects based on thiellowing rule: Do not prompt the PIN and do not prompt any secret

key in clear to the display.

Applicationnote:
The SFR can be implemented in different ways wdreldescribed in the following.

Prompts can be under control of the security madiitee security module controls the
display. See also refinement ADV_ARC.1.4C. Thdsléa PCI A8.1: All prompts for
non-PIN data entry are under the control of theptographic unit of the PED. If the
prompts are stored inside the cryptographic uriigyt cannot feasibly be altered with-
out causing the erasure of the unit's cryptograptegs. If the prompts are stored out-
side the cryptographic unit, they cannot feasitdyattered without causing the erasure
of the unit's cryptographic keys. If the promptg stored outside the cryptographic
unit, cryptographic mechanisms must exist to engweuthenticity and the proper use
of the prompts and that modification of the pronmmtemproper use of the prompts are
prevented, or

Access control to prompts may be stored in a lesseure region than the security
module. This implementation requires that the agpphic unit controls the display.
This leads to PCI A8.2: The unauthorized alteratidrprompts for non-PIN data entry
into the PIN entry key pad such that PINs are campsed, i.e., by prompting for the
PIN entry when the output is not encrypted, camaeaur, or

PCI A8.3 For active display devices, cryptographicdased controls are utilized to
control the PED display and the PED usage such it infeasible for an entity not
possessing the unlocking mechanism to alter th@ajisand to allow the output of un-
encrypted PIN data form the PED. The controls ptevior unique accountability and
utilize key sizes appropriate for the algorithmifg)question. Key management tech-
niques and other control mechanisms are definediaddde appropriate application
of the principles of dual control and split knowded

8.1.1.10Cryptography Package

The SFRs of the Cryptography Package shall betéeras needed by the ST author. The de-
pendencies shall be adapted consequently.

FCS_RND.1 Quality metric for random numbers
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Dependencies: No dependencies. |

FCS_RND.1.1The TSF shall provide a mechanism to generateorandumbers that meet
[RNGPCI].
Application note:
« PCI B9: If random numbers are generated by the REBonnection with security over
sensitive data then, the random number generateridegn assessed to ensure it is gen-
erating numbers sufficiently unpredictable.

FCS_COP.1 Cryptographic operation

Dependencies: FDP_ITC.1 Import of user data witlsegurity attributes, or

FDP_ITC.2 Import of user data with security atttds) or

FCS_CKM.1 Cryptographic key generation satisfied=Byr_ITC.2

FCS_CKM.4 Cryptographic key destruction not satsfiout justified. No specific crypta
graphic key destruction method is enforced. Kegsdastroyed by erasing them.

FCS_COP.1.1The TSF shall perforrRIN encipherment/deciphermentin accordance with
a specified cryptographic algorithfiassignment: cryptographic algorithm] and crypto-
graphic key sizegssignment: cryptographic key sizesthat meet the followingSO 9564
Applicationnote:
» The author of the Security Target shall iteratestBiFR for each TSF part (CoreTSF,
PEDMiddleTSF, MiddleTSF) if necessary.

* Contribution to PCI B10, CAS B10.a, PCI B12, PCIL.O4ClI D4.2 and PCI D4.4.

FDP_ITC.2 Import of user data with security attributes

Dependencies: FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control satisfledFDP_IFC.1/ENC_PIN resp.
FDP_IFC.1/PLAIN_PIN resp. FDP_IFC.1/ICCardReadspré-DP_ACC.1/POI_DATA be-
cause the information flow resp. the access corgn@lated to the Cryptographic Key Import
FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path satisfied by FTP_ITC.1

FPT_TDC.1 Inter-TSF basic TSF data consistencgfsadi by FPT _TDC.1

FDP_ITC.2.1 The TSF shall enforce tHassignment: access control SFP(s) and/or infor-
mation flow control SFP(s)]when importing user data, controlled under the ,Skn out-
side of the TOE.

FDP_ITC.2.2 The TSF shall use the security attributes assetiatth the imported user data.
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FDP_ITC.2.3 The TSF shall ensure that the protocol used pesvidr the unambiguous as-
sociation between the security attributes and Hee data received.

FDP_ITC.2.4 The TSF shall ensure that interpretation of theusty attributes of the im-
ported user data is as intended by the sourcesaighr data.

FDP_ITC.2.5 The TSF shall enforce the following rules when amijmg user data controlled
under the SFP from outside the TOEO 11568 and/or ANSI X9.24 and ANSI TR-31.

Applicationnote:

» The author of the Security Target shall iteratestBFR for each TSF part (Core TSF
Keys, CoreTSF, PEDMiddleTSF, MiddleTSF) and assignrelated SFP (ENC_PIN
Information Flow Control SFP, PLAIN_PIN InformatioRlow Control SFP, PED
Prompt Control SFP, IC Card Reader Information Fl@entrol SFP, POl Manage-
ment and Payment Transaction Data Information F@entrol SFP), if necessary.

* Contribution to PCI B11, CAS G6.

FTP_ITC.1 Inter-TSF trusted channel

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel betwitself and another
trusted IT product that is logically distinct froather communication channels and provides
assured identification of its end points and priodecof the channel data from modification or
disclosure.

FTP_ITC.1.2 The TSF shall perm[selection: the TSF, another trusted IT product]to ini-
tiate communication via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the teasthannel foimporting
cryptographic keys, [assignment: list of functionsfor which a trusted channel is re-
quired].
Applicationnote:

 If the author of the ST has no list of functiores @issignment shall be filled with none.

» The author of the Security Target shall iteratestBiFR for each TSF part (CoreTSF,
PEDMiddleTSF, MiddleTSF) if necessary.

* Contribution to PCI B11, CAS G6.

FPT_TDC.1 Inter-TSF basic TSF data consistency
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\ Dependencies: No dependencies. |

FPT_TDC.1.1 The TSF shall provide the capability to considteitterpretcryptographic
keys,[assignment: list of TSF data typesjvhen shared between the TSF and another trusted
IT product.

FPT_TDC.1.2 The TSF shall usé¢SO 11568 and/or ANSI X9.24 and ANSI TR-31 [as-
signment: list of interpretation rules to be appli@ by the TSF]when interpreting the TSF
data from another trusted IT product.

Applicationnote:

« If the author of the ST has no list of interpretatirules the assignment shall be filled
with none.

* In a distributed environment, a TOE may need tcharge TSF data (e.g. the SFP-
attributes associated with cryptographic keys) watfother trusted IT product, This
family defines the requirements for sharing andststent interpretation of these attrib-
utes between the TSF of the TOE and a differestadul T product. If no such data
types and rules exist the ST author shall fill &issignment with none.

+ Contribution to PCI B11, CAS G6.

8.1.1.11Physical Protection Package

FPT_PHP.3/CoreTSF Resistance to physical attack

Dependencies: No dependencies.

FPT_PHP.3.1/CoreTSFThe TSF shall resishe physical tampering scenarios

* PCI Al1.1: Replacement of the front and rear casing, thdt Beaconsidered as part
of any attack scenario.

» PCI A3: Operational or environmental conditions that avewithin the specified
PED operating range (e.g temperature or operatigge outside the state operat-
ing range).

* PCI A7: Penetration of the PED to disclose the PIN enarggdteys.

» [assignment:additional physicaltampering scenarios]

to thephysical boundary of the CoreTSF by responding automatically such that the SFRs
are always enforced.
RefinementThe automatic response shall ensure at least Hogving behaviour:
 PCIl Al.1: The PED uses tamper detection and regporechanisms which cause the
PED to become immediately inoperable and resultserautomatic and immediate era-
sure of any secret information which may be starethe PED (PIN, secret crypto-
graphic keys, administration passwords, etc.).

* PCI A3: The PED makes inaccessible any PIN valaeres or private keys or other
PED secret information when operational or envirental conditions occurs that are
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not within the specified PED operating range (Bemperature or operating voltage out-
side the state operating range)..
Applicationnote:
 If the author of the ST has no additional physteahpering scenarios fill it with none.

e The CoreTSF shall contain at least the PIN keypad the PIN encryption module of
the PED.

FPT_EMSEC.1/CoreTSF TOE Emanation

Dependencies: No dependencies.

FPT_EMSEC.1.1/CoreTSFThe TOE shall not emineasurable signals including power
fluctuations (PCI A7) in excess ohoneenabling access fIN encryption keysandnone

FPT_EMSEC.1.2/CoreTSFThe TSF shall ensur@l users are unable to use the following
interfaceemanations (including power fluctuations) (PCl A7)to gain access tBIN en-
cryption keys andnone
Applicationnote:
» Supports PCI A7. Recall that CoreTSF shall contieast the PED keypad and the
PIN encryption module (PED Security Module).

FPT_PHP.3/ICCardReader Resistance to physical att&c

Dependencies: No dependencies.

FPT_PHP.3.1/ICCardReaderThe TSF shall resishe physical tampering scenarios

« PCI D1: Penetration of the IC Card Reader to make anytiaddj substitutions or
modifications to either the IC Card Reader’s hamwar software, in order to de-
termine or modify any sensitive data.

» [assignment:additional physicaltampering scenarios]

to thephysical boundary of the IC Card Reader by responding automatically such that the
SFRs are always enforced.
Applicationnote:
« |If the author of the ST has no additional physizathpering scenarios the assignment
shall be filled with "no additional tamper scenatio

* Apply to the PED components that belong to the PEQMTSF.

FPT_PHP.3/MSR Resistance to physical attack
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Dependencies: No dependencies. |

FPT_PHP.3.1/MSRThe TSF shall resishdditions, substitutions, or modifications that
would allow determination or modification of Magnetic Stripe data to the Magnetic
Stripe read head and associatedhardware and software by responding automatically such
that the SFRs are always enforced.

Applicationnote:

» Contribution to PCI Al11l. "Responding automaticaligtludes the situation where the
physical or logical TOE design simply prevents¢hange from taking place. The TOE
should therefore either prevent the attempted chargy respond in a way that leaves
the TOE unable to carry out payment transactiongemuest PINs. Any authorised
changes to TOE software are assumed to be apprawvedhence not to violate the pro-
tection of the Magnetic Stripe data. The TOE isvpreéed from carrying out payment
transactions as a result of any changes, but maylile to carry out administrator
functions, subject to the usual requirements fanedstrator authentication.
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8.1.2 Security Functional Requirements in each PP configation

455  The table below shows the SFRs included in eackdriguration and the TSF part
the individual requirements are associated with.

PED- POI-
SFR Package COMPRE- POI-OPTION
TSF part(s) ONLY HENSIVE
PIN Entry CoreTSF X X X
CoreTSF Keys
ENC_PIN CoreTSE X X X
Core TSF Keys
PLAIN_PIN Core TSE X X
Core TSF Keys
IC Card Reader PEDMiddleTSE X X
POI_DATA MiddleTSF X X
CoreTSF CoreTSF X X X
PEDMiddleTSF PEDMiddleTSF X X X
MiddleTSF MiddleTSF X X
PED Prompt Control PEDMiddleTSF X X X
CoreTSF X X X
Cryptography PEDMiddleTSH X X X
Middle TSF X X
Physical Protection
CoreTSF Keys X
FPT_PHP.3/CoreTSF CoreTSE X X
FPT_EMSEC.1/CoreTSF CoreTSF Keys X X X
FPT_PHP.3/ICCardReader PEDMiddleTSF X X
FPT_PHP.3/MSR MSRTSF X X

Table 13: SFR packages included in each PP configation
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Security Functional Requirements dependencies ratiale

The dependency analysis for the security functioeqlirements shows that the basis
for mutual support and internal consistency betwakrdefined functional require-
ments is satisfied. All dependencies between tlwserh functional components are
analysed, and non-dissolved dependencies are ajgietypexplained.

The dependency analysis has directly been madénwtith description of each SFR in
section 8.1. All dependencies from CC part 2 arfthdée by the extended components
in section 7 are either fulfilled or their non-filitient is justified.

Security Assurance Requirements

The minimum EAL applicable to the products evalda&gainst this PP is EAL POI
defined hereafter.

Most of the assurance components belonging to EQIL éome from EAL2 pre-
defined package. The additions to EAL2 concernabauation of the development
environment through ALC_DVS.2 (including the sitespection of the Initial Key
Loading facility) and the vulnerability analysis tife POI's TSF parts to the suitable
attack potential through the extended requiremevia APOI: POI-High for Keys in
Core TSF, POI-Moderate for Core TSF, POI-Low forDREddle TSF and Middle
TSF, and POI-Basic for MSR.

The following table lists the Security Assuranceieements included in EAL POI:
* “STANDARD” means that the CC requirement appliessas

 “REFINED” means that the CC requirement has beéna@ in this PP to meet
POI specificities and CAS requirements,

 “EXTENDED” means that the requirement does not bglw CC Part3,

* A greyed cell means that the requirement does pyliydo the corresponding TSF
part.

Notice that EAL POI does not include AVA VAN.2 s;each instance of AVA_POI
is a refinement of AVA_VAN.2 restricted to the P@mponents selected in the in-
stantiation (cf. Annex 12 for details).

The “STANDARD” requirements are defined in CC Part3

The “REFINED” and the “EXTENDED” requirements arefihed in sections 8.2.2
and 8.2.3 respectively.
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EAL POI
Security Assurance Requirements PED- POI- POI-
ONLY COMPREHENSIVE OPTION
ADV_ARC.1 REFINED X X X
ADV_FSP.2 STANDARD X X X
ADV_TDS.1 STANDARD X X X
AGD_OPE.1 REFINED X X X
AGD_PRE.1 STANDARD X X X
~ ALC_CMC.2 REFINED X X X
5 ALC_CMS.2 REFINED X X X
ALC DEL.1 REFINED X X X
ATE_COV.1 STANDARD X X X
ATE_FUN.1 STANDARD X X X
ATE_IND.2 STANDARD X X X
AVA_VAN.2
ALC_DVS.2 REFINED X X X
AVA POI.1/MSR POI-Basic X X
attack potential
% AVA POI.2/PEDMiddleTSF| POI-Low X X X
% attack potential
§- AVA_POI.2/MiddleTSF POI-Low X X
% attack potential
§ AVA_POL.3/CoreTSF POIl-Moderate X X X
L% attack potential
AVA POIl.4/CoreTSFKeys POI-High X X X
attack potential
Table 14: Definition of EAL POI by PP configuration
8.2.1 Security Assurance Requirements Rationale

466 The EAL POI was developed by the Common Approvdiegee Initiative (CAS) in
co-operation with the Joint Interpretation Libraferminal Evaluation Subgroup
(JTEMS) to be used for CC evaluation of POI. Mersb#rJTEMS are bank associa-
tions, payment schemes, certification bodies, P@hufacturers and evaluation labo-
ratories whereas members of CAS are the risk oaftre payment schemes.

467 From JTEMS point of view, the EAL POI package pdsnai developer to gain suffi-
cient assurance from positive security engineebaged on good commercial devel-
opment practices which do not require substanpakislist knowledge, skills, and
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other resources. Moreover, the EAL POI providesrdmpiired assurance in economi-
cally feasible way.

468  The starting point of EAL POI was CAS risk analysisd its derived security re-
guirements (see Annex 11.1). Indeed, selecting rabshe assurance components
from EAL2 for EAL POI was sufficient to meet the SAsecurity requirements as
shown in Annex 11.2 “Mapping from CAS to SFRs amdRS”. CAS requirements
that fall outside standard SAR are addressed bitiadlsl (like ALC_DVS.2), by spe-
cific refinements stated in section 8.2.2 and bgm®sions with new assurance compo-
nents AVA POI, stated in section 8.2.3. AVA POI gunents allow to go beyond
EAL2 vulnerability analysis without significant irease of documentation, design and
testing effort. Moreover, this new family fully meeCAS security requirements re-
garding the attack potential levels. The relatigm&letween the family AVA_POI and
the assurance component AVA_VAN.2 is shown in Anh2x

469 For the chosen assurance components all the dep@es@re met or exceeded in the
EAL POI assurance package as shown in section.8.2.4

8.2.2 Refined security assurance requirements

8.2.2.1 ADV ARC Security Architecture

ADV_ARC.1 Security architecture description

ADV_ARC.1.1D The developer shall design and implement the TO@that the security fea-
tures of the TSF cannot be bypassed.

ADV_ARC.1.2D The developer shall design and implement the TSthat it is able to pro-
tect itself from tampering by untrusted active gesi

ADV_ARC.1.3D The developer shall provide a security architectigscription of the TSF.

ADV_ARC.1.1C The security architecture description shall ba kvel of detail commensu-
rate with the description of the SFR-enforcing edigtons described in the TOE design
document.

ADV_ARC.1.2C The security architecture description shall déscrihe security domains
maintained by the TSF consistently with the SFRs.

Refinement:

If the POI_DATA package is included in the set véleated SFR, the security architecture
description shall describe the security domaing tkault from the application separation
principle (requirement  CAS G2), specified in FDP_@C/POI_DATA,
FDP_ACF.1/POI_DATA and FDP_RIP.1/POI_DATA. It shalkescribe how isolation of
payment application data is achieved, how theecbexecution of the payment application is
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enforced as well as the management of Cardholwlanwinication interface during payment
application execution and how interference fromeotpplications is avoided.

ADV_ARC.1.3C The security architecture description shall déschow the TSF initialisa-
tion process is secure.

ADV_ARC.1.4C The security architecture description shall dertrates that the TSF protects
itself from tampering.

Refinement:

In particular, the security architecture descriptéhall demonstrate that,

. PCI A2: If the PED or ICC reader permits accessternal areas (e.g., for ser-
vice or maintenance), then it is not possible usimgaccess area to insert a pin dis-
closing bug. Immediate access to sensitive data asi®®IN or cryptographic data is
either prevented by the design of the internalsa(ea., by enclosing components
with sensitive data into tamper resistant/respansivwclosures) or it has a mecha-
nism so that access to internal areas causes thedrate erasure of sensitive data.

. PCI A4: Sensitive functions or information are ouked in the protected ar-
eas(s) of the PED

. PCI D1: It is not feasible to penetrate the IC CRecder to make any addi-
tions, substitutions, or modifications to eithee i€ Card Reader's hardware or
software, in order to determine or modify any sevesidata.

. PCI A10: The design of the PED or ICC reader ihxdbat it is not practical to
construct a duplicate PED or ICC reader from concraly available components.
For example, the casing used to house the deglegegonic components is not
commonly available.

. PCI D2.1: The slot of the ICC reader into which t& card is inserted does
not have sufficient space to hold a PIN-disclosimgg” when a card is inserted, nor
can it feasibly be enlarged to provide space fBMNtdisclosing “bug.” It is not pos-
sible for both an IC card and any other foreigreobjo reside within the card inser-
tion slot.

. PCI D2.2 : The opening for the insertion of theckd is in full view of the
Cardholder during card insertion so that any untdvadostructions or suspicious
objects at the opening are detectable.

. PCI D3 : The ICC reader is constructed so thatsuioaning out of the slot of
the IC Card Reader to a recorder or a transméieekternal bug) can be observed
by the Cardholder.

ADV_ARC.1.5C The security architecture description shall dertrates that the TSF pre-
vents bypass of the SFR-enforcing functionality.
Refinement:
In particular, the security architecture descriptéhall demonstrate that,
. PCI A1.2: Failure of a single security mechanisresinot compromise PED se-
curity. Protection against a threat is based oomrabination of at least two inde-
pendent security mechanisms.
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. PCI A8.1: All prompts for non-PIN data entry aredenthe control of the cryp-
tographic unit of the PED. If the prompts are ddoireside the cryptographic unit,
they cannot feasibly be altered without causing dhesure of the unit’'s crypto-
graphic keys. If the prompts are stored outsidectigptographic unit, cryptographic
mechanisms must exist to ensure the authenticiytlaa proper use of the prompts
and that modification of the prompts or impropee o§the prompts are prevented.

ADV_ARC.1.1E The evaluator shall confirm that the informatioroypded meets all re-
quirements for content and presentation of evidence

8.2.2.2 AGD OPE Operational user guidance

AGD_OPE.1 Operational user guidance

AGD_OPE.1.1DThe developer shall provide operational user quida
Refinement:
In particular, the user guidance shall address$alt@ving topics:
. PCI D2.2: The opening for the insertion of the l&dis in full view of the
Cardholder during card insertion so that any untow@bstructions or suspicious
objects at the opening are detectable.

. CAS F5: The user guidance shall provide instrustitor the operational man-
agement of the TOE. This includes instructionsrémording the whole life cycle of
the TOE components and of the way those compomeatstegrated into a single
device, e.g.:

» data on production and personalisation,
» physical/chronological whereabouts,

* repair and maintenance,

* removal from operation,

+ loss or theft.

AGD_OPE.1.1CThe operational user guidance shall describegémh user role, the user-
accessible functions and privileges that shoul@dygrolled in a secure processing environ-
ment, including appropriate warnings.

AGD_OPE.1.2CThe operational user guidance shall describegdch user role, how to use
the available interfaces provided by the TOE iee@use manner.

AGD_OPE.1.3CThe operational user guidance shall describegéoh user role, the avail-
able functions and interfaces, in particular altsgy parameters under the control of the
user, indicating secure values as appropriate.
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AGD_OPE.1.4CThe operational user guidance shall, for each tadey clearly present each
type of security-relevant event relative to theriwmeessible functions that need to be per-
formed, including changing the security charactessof entities under the control of the
TSF.

AGD_OPE.1.5CThe operational user guidance shall identify adgible modes of operation
of the TOE (including operation following failure operational error), their consequences
and implications for maintaining secure operation.

AGD_OPE.1.6CThe operational user guidance shall, for each nadey describe the security
measures to be followed in order to fulfil the s#gubjectives for the operational environ-
ment as described in the ST.

AGD_OPE.1.7CThe operational user guidance shall be clear easbinable.

AGD_OPE.1.1EThe evaluator shall confirm that the informatioroypded meets all re-
quirements for content and presentation of evidence

Applicationnote:

Developing and manufacturing of the TOE are parthef developer phase. During the devel-
oper phase the initial cryptographic keys are lod@ad if required also other cryptographic
keys are loaded into the POI. Additionally, cryptgghic keys can also be loaded during the
user phase. The ST author shall define where tkheloiger phase ends and where the user
phase begins in relation to cryptographic key |oadi

8.2.2.3 ALC CMC CM capabilities

ALC_CMC.2 Use of a CM system

ALC_CMC.2.1D The developer shall provide the TOE and a referdéoicthe TOE.
ALC_CMC.2.2D The developer shall provide the CM documentation.
ALC_CMC.2.3D The developer shall use a CM system.

ALC_CMC.2.1C The TOE shall be labelled with its unique refeeenc
Refinement:
The unique identification shall also apply to thHelPin order to comply with the following
CAS requirement:

. CAS F4: Each POI security-related component shaleha unique visible iden-

tifier affixed to it.

The unique identifier applies to the tamper-resisbmundaries (eg. PED, IC Card Reader).
They must be visible without opening the terminal.

26" November, 2010 Version 2.0 Page 121



POI Protection Profile Common AppI’OV3| Scheme{***:*

A EUROPEAN INITIATIVE x>
FOR CARD PAYMENTS IN EUROPE

ALC_CMC.2.2C The CM documentation shall describe the method tseniquely identify
the configuration items.

ALC_CMC.2.3C The CM system shall uniquely identify all configtion items.

ALC_CMC.2.1E The evaluator shall confirm that the informatioroypded meets all re-
quirements for content and presentation of evidence

8.2.2.4 ALC_CMS CM Scope

ALC_CMS.2 Parts of the TOE CM coverage

ALC_CMS.2.1D The developer shall provide a configuration lg@tthe TOE.

ALC _CMS.2.1C The configuration list shall include the followinghe TOE itself; the
evaluation evidence required by the SARs; and #ntsphat comprise the TOE.

ALC_CMS.2.2C The configuration list shall uniquely identify thenfiguration items.
Refinement:
. PCI B3: The Firmware, and any changes thereaftes,deen inspected and re-
viewed using a documented and auditable processcentified as being free from
hidden and unauthorized or undocumented functions.

ALC_CMS.2.3C For each TSF relevant configuration item, the gpnfation list shall indi-
cate the developer of the item.

ALC_CMS.2.1E The evaluator shall confirm that the informatioroypded meets all re-
quirements for content and presentation of evidence

8.2.25 ALC DEL Delivery

ALC_DEL.1 Delivery procedures

ALC_DEL.1.1D The developer shall document procedures for dglieé the TOE or parts
of it to the consumer,

ALC_DEL.1.2D The developer shall use the delivery procedures.

ALC_DEL.1.1C The delivery documentation shall describe all pcares that are necessary
to maintain security when distributing versiongte TOE to the consumer.
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ALC _DEL.1.1E The evaluator shall confirm that the informatioroypded meets all re-
quirements for content and presentation of evidence

Refinement:

The evaluator shall confirm the use of the deliverycedures by examination of the devel-
oper's documentation and evidences. The deliverggoiures involving the Initial Key Load-
ing Facility, shall be also checked during a sisgt\icf. ALC_DVS.2).

8.2.2.6 ALC_DVS Development Security

ALC_DVS.2 Sufficiency of security measures

ALC _DVS.2.1D The developer shall produce and provide developreecurity documenta-
tion.

Refinement:

The development environment stands for the desigmufacturing, assembling and mainte-
nance environments of TOE components, includingfiiie@ assembly and the Initial Key
Loading facilities. The Initial Key Loading is de&d as the point where responsibility for the
TOE security-related components falls to the aaysir

ALC_DVS.2.1CThe development security documentation shall descall the physical,
procedural, personnel, and other security meashatsre necessary to protect the confidenti-
ality and integrity of the TOE design and implenatiain in its development environment.
Refinement:

The development security documentation shall nfeetdllowing requirements:

. PCI E2, CAS E2.a: The certifiedirmware is protected and stored in such a
manner as to preclude unauthorized modificatiog, @sing dual control or stan-
dardized cryptographic authentication procedurdss Tequirement addresses the
firmware of the PED and the PAL security enforcomgnponents.

. PCI E3, CAS E3.a: The device is assembled in a srattwat the PED and PAL
security enforcing components used in the manufiacfiprocess are those in the
scope of the evaluation and unauthorized substitathave not been made. These
components belong to the TOE configuration list.

. PCI E4, CAS E4.a: Production software that is loattedevices at the time of
manufacture is transported, stored, and used uhdegarinciple of dual control, pre-
venting unauthorized modifications and/or substing.

. PCI E5, CAS ES5. a: Subsequent to production burpgo shipment from the
manufacturer's facility, the PED and any PAL sdguenforcing component are
stored in protected, access-controlled area oedeaithin tamper-evident packag-
ing to prevent undetected unauthorized accesstddfice or its components.

. PCI E6, CAS E6.a: If the PED and any PAL securntfoecing component will
be authenticated at the Key Loading Facility by nseaf secret information placed
in the device during manufacturing, then this seer®rmation is unique to each

3 Certified here means that the Firmware has beecokell by the developer. Hence the Firmware thaarisof
the configuration items has been checked in intiegri

26" November, 2010 Version 2.0 Page 123



POI Protection Profile Common AppI’OV3| Scheme{***:*

A EUROPEAN INITIATIVE x>
FOR CARD PAYMENTS IN EUROPE

PED or PAL security enforcing component, unknowd anpredictable to any per-
son, and installed in the PED or PAL security ecifly component under dual con-
trol to ensure that it is not disclosed during atistion.

. CAS E7.1: If the manufacturer is in charge of alikey-loading himself he
must verify the authenticity of the PAL securityf@eing components for himself.

. CAS E7.2: If the manufacturer is not in charge rofidl Key Loading he must
provide means to the initial-key-loading facility assure the verification of the au-
thenticity of the PAL security enforcing components

. CAS ES8: Security measures during development aridterance of PAL secu-
rity enforcing components. The manufacturer mustena development security
documentation, which describes all the physicabcedural, personnel, and other
security measures that are necessary to protechtingrity of the design and im-
plementation of the PAL security enforcing compdsen their development envi-
ronment. The development security documentatioft pf@vide evidence that these
security measures are followed during the developnaed maintenance of the
PAL security enforcing components. The evidencdl ghatify that the security
measures provide the necessary level of protettianaintain the integrity of the
PAL security enforcing components.

. PCI F3, CAS F3.a: While in transit from the mantdfiaer's facility to external
facilities, the PED and PAL security enforcing campnts are:

» Shipped and stored in tamper-evident packagingpand

» Shipped and stored containing a secret that is oatedy and automatically
erased if any physical or functional alteratioritite device is attempted, that can
be verified by the Initial Key Loading facility, bthat cannot feasibly be deter-
mined by unauthorized personnel.”

The development security documentation shall desaill the delivery procedures necessary
to maintain the security of the TOE components teefssembling, subsequent to production
and prior to shipment and on the way to the Inkiay Loading Facility. The delivery proce-
dures shall contribute enforcing the following regqments:
. PCI E4, CAS E4.a: Production software that is loattedevices at the time of
manufacture is transported, stored, and used uth@eprinciple of dual control,
preventing unauthorized modifications and/or stibtstins.

. PCl F1, CAS Fl.a: The PED and PAL security enfggcoomponents are
shipped from the manufacturer's facility to thetiatikey-loading facility, and
stored en route, under auditable controls thatazmount for the location of every
components at every point.

PCI F2, CAS F2.a: Procedures are in place to teassicountability for the device from the
manufacturer to the initial-key-loading facility.

ALC_DVS.2.2C The development security documentation shallfyugtiat the security meas-

ures provide the necessary level of protection &ntain the confidentiality and integrity of
the TOE.
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ALC_DVS.2.1E The evaluator shall confirm that the informatiaoypded meets all require-
ments for content and presentation of evidence.

ALC_DVS.2.2E The evaluator shall confirm that the security nueas are being applied.
Refinement:

. CAS E9: The evaluator shall confirm that the sdgumeasures are being ap-
plied by examination of the developer's documeniaéind evidences. The security
measures involving the final assembly and thedhKiey Loading facilities shall be
checked during a site visit.

8.2.3 Extended security assurance requirements

470  The AVA_POI requirements of the EAL POI packagesists of:
« AVA POI.1 applied to MSR
* Two iterations of AVA_POI.2, applied to PEDMiddI&STF and to MiddleTSF
* AVA POI.3 applied to CoreTSF
* AVA POIl.4 applied to Core TSF keys

8.2.3.1 AVA POl applied to MSR

471 This requirement holds in PED-ONLY and POI-COMPREHEVE configurations
only.

AVA POI.1/MSR "Basic POI vulnerability analysis”

Dependencies:
ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic modular design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures Objectives

Developer action elements:
AVA _POI.1.1D/MSR The developer shall provide tMSR componentsfor testing.

AVA POI.1.2D/MSR The developer shall provide the implementation espntation and a
mapping of SFRs to the implementation represematithe Magnetic Stripe Reader hard-
ware.

Content and presentation elements:

AVA _POI.1.1C/MSR The POI shall be suitable for testing.

26" November, 2010 Version 2.0 Page 125



POI Protection Profile Common AppI’OV3| Scheme{***:*

A EUROPEAN INITIATIVE x>
FOR CARD PAYMENTS IN EUROPE

Evaluator action elements:

AVA POI.1.1E/MSR The evaluatoshall confirm that the information provided meets all
requirements for content and presentation of evieen

AVA POI.1.2E/MSR The evaluatorshall perform a search of public domain sources to
identify potential vulnerabilities in thielagnetic Stripe Reader component of the PQI

AVA POI.1.3E/MSR The evaluatoshall perform an independent vulnerability analysis of
the Magnetic Stripe Reader component of the POLlsing the guidance documentation,
functional specification, design, the security @#edture descriptioms well as the available
implementation representation and the mapping of SRs to the implementation repre-
sentationto identify potential vulnerabilities.

AVA POI.1.4E/MSR The evaluatoshall conduct penetration testing, based on the identi-
fied potential vulnerabilities, to determine thae Magnetic Stripe Reader component of
the POI is resistant to attacks performed by an attackesgssindg?Ol-Basic attack poten-
tial.

Application note:

e Inputs for MSR vulnerability analysis do not needbe separate documents — they
may be included in other TOE deliverables. Impadri@spects to be shown in the in-
puts is the design and layout of any relevant tarmgsistance aspects of the MSR,
the interfaces between these and the processoomsgpe for detection and respond-
ing to tampering with the MSR, and the nature efrésponses.

* The vulnerabilities examined shall include peneétratof the TOE to make any addi-
tions, substitutions, or modifications to the Magm&tripe read head and associated
hardware or software, in order to determine or nipdflagnetic Stripe data.

8.2.3.2 AVA_POlI applied to MiddleTSF

AVA POI.2/MiddleTSF “Low POI vulnerability analysi s”

Dependencies:
ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic modular design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures Objectives

Developer action elements:
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AVA POI.2.1D/MiddleTSF The developer shall provide tihdiddleTSF's componentsfor
testing.

AVA POI.2.2D/MiddleTSF The developer shall provide the implementation esentation
and a mapping of SFRs to the implementation reptasenof ‘none’.

Content and presentation elements:
AVA POI.2.1C/MiddleTSF TheMiddleTSF's componentsshall be suitable for testing.
Evaluator action elements:

AVA POI.2.1E/MiddleTSF The evaluatorshall confirm that the information provided
meets all requirements for content and presentafi@vidence.

AVA POI.2.2E/MiddleTSF The evaluatoshall perform a search of public domain sources
to identify potential vulnerabilities in tHdiddleTSF’'s components.

AVA POI.2.3E/MiddleTSF The evaluator shall perform an independent vubitiaanaly-
sis of theMiddleTSF’s componentsusing the guidance documentation, the functiopats
fication, the design, the security architecturecdpsion to identify potential vulnerabilities.

AVA POI.2.4E/MiddleTSF The evaluator shall conduct penetration testingetlaon the
identified potential vulnerabilities, to determitieat theMiddleTSF's componentsare resis-
tant to attacks performed by an attacker posse&srig ow attack potential.

8.2.3.3 AVA_POlI applied to PEDMiddle TSF

AVA POI.2/PEDMiddleTSF “Low POI vulnerability analy sis”

Dependencies:
ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic modular design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures Objectives

Developer action elements:

AVA POI.2.1D/PEDMiddleTSF The developer shall provide tiREDMiddleTSF's com-
ponentsfor testing.
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AVA POI.2.2D/PEDMiddleTSF The developer shall provide the implementation esen-
tation and a mapping of SFRs to the implementatpmesentation of the hardware and soft-
warePEDMiddleTSF's components

Content and presentation elements:

AVA POI.2.1C/PEDMiddleTSF The PEDMiddleTSF's componentsshall be suitable for
testing.

Evaluator action elements:

AVA POI.2.1E/ PEDMiddleTSF The evaluator shall confirm that the informaticoyded
meets all requirements for content and presentafi@vidence.

AVA POI.2.2E/PEDMiddleTSF The evaluator shall perform a search of public aiom
sources to identify potential vulnerabilities ir PEDMiddleTSF's components.

AVA POI.2.3E/ PEDMiddleTSF The evaluator shall perform an independent vulgia
analysis of th®EDMiddleTSF’'s componentsusing the guidance documentation, functional
specification, design, security architecture dgsgion as well as the available implementa-
tion representation and the mapping of SFRs to th@nplementation representationto
identify potential vulnerabilities.

AVA POI.2.4E/PEDMiddleTSF The evaluator shall conduct penetration testingetiaon
the identified potential vulnerabilities, to detene that thePEDMiddleTSF's components
are resistant to attacks performed by an attadkesgssing?Ol-Low attack potential.

8.2.3.4 AVA POl applied to CoreTSF

AVA POI.3/CoreTSF “Moderate POI Vulnerability Anal ysis”

Dependencies:
ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic modular design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures Objectives

Developer action elements:

AVA POI.3.1D/CoreTSF The developer shall provide tioreTSF's componentdor test-
ing.
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AVA POI.3.2D/CoreTSF The developer shall provide the implementation esentation
and a mapping of SFRs to the implementation reptasenof the hardware and software
CoreTSF’s components

Content and presentation elements:
AVA POI.3.1C/CoreTSF TheCoreTSF's componentsshall be suitable for testing.
Evaluator action elements:

AVA POI.3.1E/CoreTSF The evaluator shall confirm that the informatiomypded meets
all requirements for content and presentation afence.

AVA POI.3.2E/CoreTSF The evaluator shall perform a search of public dionsources to
identify potential vulnerabilities in theoreTSF's components

AVA POI.3.3E/CoreTSF The evaluator shall perform an independent vubiktaanalysis
of the CoreTSF's componentsusing the guidance documentation, functional spedion,
design, security architecture descriptasmwell as the available implementation represen-
tation and the mapping of SFRs to the implementatio representationto identify potential
vulnerabilities.

AVA POI.3.4E/CoreTSF The evaluator shall conduct penetration testingethan the iden-
tified potential vulnerabilities, to determine ttiae CoreTSF’'s componentsare resistant to
attacks performed by an attacker posses3@gModerate attack potential.

8.2.3.5 AVA_POI applied to the Core TSF Keys

472 AVA _POIl.4 is applied to the part of CoreTSF whidbres and processes secret PIN
Encryption Keys. Note that AVA POIl.4/CoreTSFKeys paisedes
AVA POI.3/CoreTSF regarding secret PIN EncryptioceyK (Core TSF Keys).

AVA POIl.4/CoreTSFKeys “High POI vulnerability analy sis”

Dependencies:
ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic modular design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures Objectives

Developer action elements:
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AVA POIl.4.1D/CoreTSFKeysThe developer shall provide tRmreTSFKeys components
for testing.

AVA POIl.4.2D/CoreTSFKeys The developer shall provide the implementatiorresenta-
tion and a mapping of SFRs to implementation regrgion ofthe hardware and software
CoreTSFKeys components

Content and presentation elements:
AVA POI.4.1C/CoreTSFKeysTheCoreTSFKeyscomponentsshall be suitable for testing.
Evaluator action elements:

AVA POIl.4.1E/CoreTSFKeys The evaluator shall confirm that the informatioroypded
meets all requirements for content and presentafi@vidence.

AVA POI.4.2E/CoreTSFKeys The evaluator shall perform a search of public aiom
sources to identify potential vulnerabilities irethoreTSFKeyscomponents

AVA POI.4.3E/CoreTSFKeys The evaluator shall perform an independent vulnbia
analysis of theCoreTSFKeys componentsusing the guidance documentation, functional
specification, design, security architecture dggion as well as the available implementa-
tion representation and the mapping of SFRs to imgmentation representationto iden-
tify potential vulnerabilities.

AVA POIl.4.4E/CoreTSFKeysThe evaluator shall conduct penetration testiageld on the
identified potential vulnerabilities, to determitiet theCoreTSFKeyscomponentsis resis-
tant to attacks performed by an attacker posse8sieHigh attack potential.

8.2.4 Security Assurance Requirements Dependencies

Requirements CC Dependencies Satisfied Dependencies
ADV_ARC.1 (ADV_FSP.1) and (ADV_TDS.1) ADV_FSP.2, ADTDS.1
ADV_FSP.2 (ADV_TDS.1) ADV_TDS.1
ADV_TDS.1 (ADV_FSP.2) ADV_FSP.2
AGD_OPE.1 (ADV_FSP.1) ADV_FSP.2
AGD_PRE.1 No dependencies

ALC_CMC.2 (ALC_CMS.1) ALC_CMS.2
ALC_CMS.2 No dependencies

ALC DEL.1 No dependencies

ATE_COV.1 (ADV_FSP.2) and (ATE_FUN.1) ADV_FSP.2, BTFUN.1
ATE_FUN.1 (ATE_COV.1) ATE_COV.1
ATE_IND.2 (ADV_FSP.2) and (AGD_OPE.1) and ADV_FSPAZD_OPE.1,
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(AGD_PRE.1) and (ATE_COV.1) and
(ATE_FUN.1)

AGD_PRE.1, ATE_COV.1,

ATE_FUN.1

ALC_DVS.2

No dependencies

AVA_POI.1/MSR

(ADV_ARC.1) and (ADV_FSP.1) and
(ADV_TDS.1) and (AGD_OPE.1) and
(AGD_PRE.1)

ADV_ARC.1, ADV_FSP.2,
ADV_TDS.1, AGD_OPE.1,

AGD_PRE.1

AVA_POI.2/PEDMiddleTSF

(ADV_ARC.1) and (ADV_FSP.and
(ADV_TDS.1) and (AGD_OPE.1) and
(AGD_PRE.1)

ADV_ARC.1, ADV_FSP.2,
ADV_TDS.1, AGD_OPE.1,

AGD_PRE.1

AVA_POI.2/MiddleTSF

(ADV_ARC.1) and (ADV_FSP.1) and
(ADV_TDS.1) and (AGD_OPE.1) and
(AGD_PRE.1)

ADV_ARC.1, ADV_FSP.2,
ADV_TDS.1, AGD_OPE.1,

AGD_PRE.1

AVA POI.3/CoreTSF

(ADV_ARC.1) and (ADV_FSP.1) and
(ADV_TDS.1) and (AGD_OPE.1) and
(AGD_PRE.1)

ADV_ARC.1, ADV_FSP.2,
ADV_TDS.1, AGD_OPE.1,

AGD_PRE.1

AVA POIl.4/CoreTSFKeys

(ADV_ARC.1) and (ADV_FSP.1)ca
(ADV_TDS.1) and (AGD_OPE.1) and
(AGD_PRE.1)

ADV_ARC.1, ADV_FSP.2,
ADV_TDS.1, AGD_OPE.1,

AGD_PRE.1
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9 Rationale Objectives/SFR

473 The following table provides an overview of the emge of security objectives by se-
curity functional requirements and constitutes dewce for sufficiency and necessity
of the selected SFRs.

O.EncPIN

O.CipherPPIN

O.ClearPPIN

0O.CoreSWHW
O.PEDMiddleSWHW
O.ICCardReader
O.PaymentTransaction
0.POISW
0O.PaymentApplicationDownload
0.POIlApplicationSeparation
O.PromptControl

O.MSR

PIN Entry Package

FDP_IFC.1/PIN_ENTRY

FDP_ITC.1/PIN_ENTRY

FPT_EMSEC.1/PIN_ENTRY

FIA_UAU.2/PIN_ENTRY

x| X
XX
X
x
X
X

FIA_UID.1/PIN_ENTRY

X|XX|X|X[>] " |0.PINEntry

FTA_SSL.3/PIN_ENTRY

ENC PIN Package

FDP_IFC.1/ENC_PIN

FDP_IFF.1/ENC_PIN

FMT_MSA.3/ENC_PIN

FMT_MSA.1/ENC_PIN

FMT_SMR.1/ENC_PIN

FIA_UID.1/ENC_PIN

FDP_RIP.1/ENC_PIN

FDP_ITT.1/ENC_PIN

XXX XXX XXX

FTP_TRP.1/ENC_PIN

PLAIN_PIN Package

FDP_IFC.1/PLAIN_PIN

FDP_IFF.1/PLAIN_PIN

FDP_RIP.1/PLAIN_PIN

XX XX

FDP_ITT.1/PLAIN_PIN

FMT_MSA.3/PLAIN_PIN

FMT_MSA.1/PLAIN_PIN

FMT_SMR.1/PLAIN_PIN

XX XXX XX [ X

XX XX

FIA_UID.1/PLAIN_PIN

IC Card Reader Package

FDP_IFC.1/ICCardReader

FDP_IFF.1/ICCardReader

FDP_RIP.1/ICCardReader

XX [ X]|X

FDP_ITT.1/ICCardReader

POI_DATA Package

FDP_ACC.1/POI_DATA LT T 1T 1T 1T Ix1 1T Ix] T ]
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O.PINEntry

O.EncPIN
O.CipherPPIN
O.ClearPPIN
O.CoreSWHW
O.PEDMiddleSWHW
O.ICCardReader

0O.POISW

O.PaymentApplicationDownload

O.PromptControl

0O.MSR

FDP_ACF.1/POI_DATA

X |0.POlApplicationSeparation

FDP_ITT.1/POI_DATA

FDP_UIT.1/MAN_DAT

FDP_UIT.1/PAY_DAT

FDP_UCT.1/POl DATA

FDP_RIP.1/POI_DATA

FTP_ITC.1/POI_DATA

XX X|X|X|X|X|X|0.PaymentTransaction

FIA_API.1/POI_DATA

CoreTSF Package

FPT_TST.1/CoreTSF

FPT_FLS.1/CoreTSF

FDP_ACC.1/CoreTSFLoader

FDP_ITC.1/CoreTSFLoader

XX XX

PEDMiddleTSF Package

FPT_TST.1/PEDMiddleTSF

FPT_FLS.1/PEDMiddleTSF

FDP_ACC.1/PEDMiddleTSFLoad¢

-

FDP_ITC.1/PEDMiddleTSFLoader

XX [ XX

MiddleTSF Package

FDP_ACC.1/MiddleTSFLoader

FDP_ITC.1/MiddleTSFLoader

FPT_FLS.1/MiddleTSF

XXX

FDP_ACC.1/ApplicationLoader

FDP_ITC.1/ApplicationLoader

PED Prompt Control Package

FDP_ACC.1/PEDPromptControl

FDP_ACF.1/PEDPromptControl

Cryptography Package

FCS_RND.1

FCS_COP.1

FDP_ITC.2

FTP_ITC.1

FPT_TDC.1

XXX |X|X
XXX XX
XXX |X

Physical Protection Package

FPT_PHP.3/CoreTSF

FPT_EMSEC.1/CoreTSF

X[ X
X[ X

FPT_ PHP.3/ICCardReader

|| X

FPT_PHP.3/MSR

Table 16:
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474 A detailed justification required for suitabilityf the security functional requirements
to achieve the security objectives is given below.

475 O.PINEntry
476 Rationale:

With FPT_EMSEC.1/PIN_ENTRY the PED only emits ingliguishable audible
tones, if any (PCI A5); the PED does not emit squeldctro-magnetic emissions,
power consumption or any other external charatterwailable for monitoring (PCI
A6); not emit the entered PIN digits at the disglaZI B5)

With FPT_PHP.3/CoreTSF the PED resists physicalipodation and manipulation of
the CoreTSF hardware to protect the confidentiaftany PIN (PCI Al.1) including
changing environmental conditions (PCI A3).

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

According to FDP_IFC.1/PIN_ENTRY and FDP_ITC.1/PENTRY PIN Entry is
only allowed to be entered at the PED keypad asdi¢gm CoreTSF (PCI B15).

According to FTA_SSL.3/PIN_ENTRY limits on the nuerbof actions that can be
performed and a time limit shall be imposed, aftbich the PED is forced to return to
its normal mode (PCI B8).

477 O.EncPIN
478 Rationale:

With FPT_PHP.3/CoreTSF the PED resists physicalipodation and manipulation of
the CoreTSF hardware to protect the confidentialdy any ENC_PIN and
ENC_PIN_SK (PCI Al.1, PCI A7) including changingvennmental conditions (PCI
A3).

FPT_EMSEC.1/CoreTSF protects ENC_PIN_SK againshatian (PCl A7).

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

Due to FDP_IFC.1/ENC_PIN and FDP_IFF.1/ENC_PINRIED enciphers ENC_PIN
with the appropriate dedicated online or offlinecgption key immediately after
ENC_PIN entry is complete and has been signifiesuab by the Cardholder (PCI B6,
CAS B6.a).

The PED sends the ENC_PIN in encrypted form to@€ard Reader (offline) or to
the Acquirer (online). In case of offline encryptiocFDP_IFC.1/ENC_PIN and
FDP_IFF.1/ENC_PIN mandate encryption of the PINI(BZ.1, PCI D4.3).

According to FDP_IFC.1/ENC_PIN and FDP_IFF.1/ENON Phe PED uses crypto-
graphic means to prevent the use of the PED foaestive PIN determination (PCI
B10, CAS B10.a, PCI D4.1, PCI D4.3).
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According to FDP_IFC.1/ENC_PIN and FDP_IFF.1/ENQNPIt is not possible to
encrypt or decrypt any arbitrary data using any RiMted key and PIN related keys
have different values (PCI B13). Additionally, outmf cleartext cryptographic keys
or moving from one component of higher securittatoomponent of less security is
prevented (PCI B14).

FDP_ITT.1/ENC_PIN prevents the disclosure of EN@ Bhd ENC_PIN_SK when
they are transmitted between physically-separagets pf the PED or to the IC Card
Reader

FDP_RIP.1/ENC_PIN prevents unwanted knowledge afetedata upon the de-
allocation of the resources from sensitive objeEspecially ENC_PIN is deleted im-
mediately after being enciphered (PCI B6).

Because of FTP_TRP.1/ENC_PIN the following holdgshé PED can hold multiple
PIN encryption keys and if the key to be used toryst the PIN can be externally se-
lected, then the PED prohibits unauthorised kelaogment and key misuse (PCI C1).

According to FCS_RND.1 mechanisms are providecetegate random numbers that
meet a defined quality metric for cryptographic meéPCl B9).

According to FCS_COP.1, PIN encipherment is peréatrfollowing ISO 9564 (PCI
B10, CAS B10a, PCI B12, PCI D4.1, PCI D4.2, PCIDA4.

According to FDP_ITC.2 also the import of cryptqgna keys is according to ISO
11568 and/or ANSI X9.24 and ANSI TR-31. Thereforates-of-the-art cryptography
for cryptographic means is provided (PCI B11). Thgptographic key import is sup-
ported by FTP_ITC.1 and FPT_TDC.1.

With FMT_MSA.3/ENC_PIN, FMT_MSA.1/ENC_PIN, FMT_SMRENC_PIN and
FIA_UID.1/ENC_PIN security attributes are managed eoles are assigned.

O.CipherPPIN
Rationale:

With FPT_PHP.3/CoreTSF the PED resists physicalipodation and manipulation of
the CoreTSF hardware to protect the confidentiadityCiphertext PLAIN_PIN and
PLAIN_PIN_SK (PCI Al1.1, PCI A7) including changirenvironmental conditions
(PCI A3).

FPT_EMSEC.1/CoreTSF protects PLAIN_PIN_SK againsaation (PCl A7).

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

Due to FDP_IFC.1/PLAIN_PIN and FDP_IFF.1/PLAIN_PthNe PED enciphers Ci-
phertext PLAIN_PIN if PED and IC Card Reader areintegrated into the same tam-
per-responsive boundary (PCI D4.2).

FDP_ITT.1/PLAIN_PIN prevents the disclosure of Giplext PLAIN_PIN and
PLAIN_PIN_SK when they are transmitted between mafty-separated parts of the
PED or to the IC Card Reader.
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FDP_RIP.1/PLAIN_PIN prevents unwanted knowledgesetret data upon the de-
allocation of the resources from sensitive objeEtpecially PLAIN_PIN is deleted
immediately after being enciphered (PCI B6).

According to FCS_RND.1 mechanisms are providecetegate random numbers that
meet a defined quality metric for cryptographic meéPCl B9).

According to FCS_COP.1, PIN encipherment is pergatrfollowing ISO 9564 (PCI
B10, CAS B10a, PCI B12, PCI D4.1, PCI D4.2, PCIDA4.

According to FDP_ITC.2 also the import of cryptqgna keys is according to ISO
11568 and/or ANSI X9.24 and ANSI TR-31. Therefai@esof-the-arte cryptography
for cryptographic means is provided (PCI B11). Thgptographic key import is sup-
ported by FTP_ITC.1 and FPT_TDC.1.

With FMT_MSA.3/PLAIN_PIN, FMT_MSA.1/PLAIN_PIN,
FMT_SMR.1/PLAIN_PIN and FIA_UID.1/PLAIN_PIN secuwyitattributes are man-
aged and roles are assigned.

O.ClearPPIN
Rationale:

With FPT_PHP.3/CoreTSF the PED resists physicalipodation and manipulation of
the CoreTSF hardware to protect the confidentialiti?laintext PLAIN_PIN and (PCI
Al.1) including changing environmental conditioRC{ A3).

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

Due to FDP_IFC.1/PLAIN_PIN and FDP_IFF.1/PLAIN_PthNe PED transmits the
PIN block wholly through the tamper-responsive kaany if PED and IC Card Reader
are integrated into the same tamper-responsivedaouriPCI D4.4).

FDP_ITT.1/PLAIN_PIN prevents the disclosure of Cteat PLAIN_PIN when it is
transmitted between physically-separated parteePED or to the IC Card Reader.

FDP_RIP.1/PLAIN_PIN prevents unwanted knowledgesetret data upon the de-
allocation of the resources from sensitive objeEtpecially PLAIN_PIN is deleted
immediately after being sent to the IC Card Reédé&x B6).

O.CoreSWHW
Rationale:

With FPT_PHP.3/CoreTSF the PED resists physicalipodation and manipulation of
the CoreTSF hardware (PCI Al.1) or software, inicigdchanging environmental
conditions (PCI A3).

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).
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FPT_TST.1/CoreTSF implements the periodically civeglof the authenticity and in-
tegrity of CoreTSF by running a suite of tests dgrinitial start-up, periodically dur-
ing normal operation and at the request of an aisid user (PCI B1).

FPT_FLS.1/CoreTSF enforces the Core TSF authgntiad integrity by preserving a
secure state in case of self-test failure or Idgicamalies (PCI B1, PCI B2).

The protection of the authenticity and integrity@DRE_SW and cryptographic keys
upon downloading of new components and updatingxadting ones is protected due
to FDP_ACC.1.1/CoreTSFLoader and FDP_ITC.1/Coret@Ber (PCI B2, PCI
B4).

O.PEDMiddleSWHW
Rationale:

Due to FIA_UAU.2/PIN_ENTRY and FIA_UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

FPT_TST.1/PEDMiddleTSF implements the periodicaliyecking of the authenticity
and integrity of PEDMiddleTSF by running a suitetests during initial start-up, peri-
odically during normal operation and at the requéstin authorised user (PCI B1).

FPT_FLS.1/PEDMiddleTSF enforces the PEDMiddleTStheticity and integrity by
preserving a secure state in case of self-testréadr logical anomalies (PCI B1, PCI
B2).

The protection of the authenticity and integrity BED_MIDDLE_SW and crypto-
graphic keys upon downloading of new componentswpuaiting of existing ones is
protected due to FDP_ACC.1/PEDMiddleTSFLoader and
FDP_ITC.1/PEDMiddleTSFLoader (PCI B2, PCI B4).

O.ICCardReader
Rationale:

FPT_PHP.3/CoreTSF and FPT_EMSEC.1/CoreTSF progeceiscryptographic keys
processed in the IC Card Reader against discldsupdysical attacks or by emanation
(PCI A7).

FPT_PHP.3/ICCardReader (PCI D1) protect the IC GRedder against the physical
tampering.

Due to FIA_UAU.2/PIN_ENTRY and FIA _UID.1/PIN_ENTRSensitive services en-
tering or existing sensitive services shall notegdvor otherwise affect sensitive in-
formation like PINs or cryptographic keys (PCI B7).

FDP_IFC.1/ICCardReader and FDP_IFF.1/ICCardReatdferee that the IC Card

Reader receives the Ciphertext PLAIN_PIN, deciplitesisd sends it to the IC Card if
PED and IC Card Reader are not integrated intatieetamper-responsive boundary
(PCI D4.2). FDP_IFC.1/IC Card Reader and FDP_IFEQArdReader enforce that
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the IC Card Reader receives the Cleartext PLAIN_&td sends it to the IC Card if
PED and IC Card Reader are integrated into one @éam@sponsive boundary (PCI
D4.4). The IC Card Reader does not send PLAIN_Blldny other entity than the IC
Card. The IC Card Reader does not send PLAIN_PIN(iB&nhy) to any entity (PCI
B14).

FDP_RIP.1/ICCardReader prevents unwanted knowledigecret data upon the de-
allocation of the resources from sensitive objeEtpecially PLAIN_PIN is deleted

immediately after being sent to the IC Card Reaaer temporary cryptographic keys
(PCI B6).

FDP_ITT.1l/ICCardReader prevents the disclosure ofLAIR_PIN and
PLAIN_PIN_SK in the IC Card Reader.

With FMT_MSA.3/PLAIN_PIN, FMT_MSA.1/PLAIN_PIN,
FMT_SMR.1/PLAIN_PIN and FIA_UID.1/PLAIN_PIN secuwyitattributes are man-
aged and roles are assigned.

According to FCS_COP.1, PIN decipherment is peréatrfollowing ISO 9564 (PCI
B10, CAS B10a, PCI B12, PCI D4.1, PCI D4.2, PCIDA4.

According to FDP_ITC.2 also the import of cryptqgna keys is according to ISO
11568 and/or ANSI X9.24 and ANSI TR-31. Thereforates-of-the-art cryptography
for cryptographic means is provided (PCI B11). Thgptographic key import is sup-
ported by FTP_ITC.1 and FPT_TDC.1.

O.PaymentTransaction
Rationale:

FDP_ITT.1/POI_DATA protects Payment Transaction &and POl Management
Data when it is transferred between physically s#pd parts of the POl (CAS G1.2
and CAS G1.3).

FDP_ITT.1/POI_DATA protects the disclosure of PO ®hen it is transferred be-
tween physically separated parts of the POl (CA$ G

FDP_UIT.1/MAN_DAT protects POl Management Data & external lines of the
POI against modification (CAS G1.3).

FDP_UIT.1/PAY_DAT provides means to protect Payméransaction Data at the
external lines of the POI against modification (C&$.1).

FDP_UCT.1/POI_DATA provides means to protect Paymi@ansaction Data at the
external lines of the POI against disclosure (CAS1(g

FIA_API.1/POI_DATA provides means to prove the itligrof the POI (CAS G1.1).

FDP_ACC.1/POI_DATA and FDP_ACF.1/POI_DATA prevewnther application to
deceive the Cardholder during execution of the gayrapplication (CAS G2.3).

FTP_ITC.1/POI_DATA provides the communication chelrio protect data at the ex-
ternal lines against disclosure.
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FDP_RIP.1/POI_DATA ensures that Middle TSF secatds no longer accessible
once used.

491 O.POISW
492 Rationale:

FPT_FLS.1/MiddleTSF enforces the MiddleTSF autloéiytiand integrity by preserv-
ing a secure state in case of logical anomaliesS GX).

The protection of the authenticity and integrity ®l_SW and cryptographic keys
upon downloading of new components and updatingxadting ones is protected due
to SFRs FDP_ACC.1/MiddleTSFLoader and FDP_ITC.1MNedSFLoader (CAS
G3.1 and CAS G3.2).

493 O.PaymentApplicationDownload
494 Rationale:

The protection of the integrity and authenticity tbe payment application code is
guaranteed by SFRs FDP_ACC.1/ApplicationLoader and
FDP_ITC.1/ApplicationLoader (CAS G3.1 and CAS G3.2)

495 O.POIApplicationSeparation
496 Rationale:

FDP_ACC.1/POI_DATA and FDP_ACF.1/POI_DATA ensurkattno other applica-
tion has unauthorized access to application datapafyment application (CAS G2.1);
that it is not possible for another applicationrtterfere with the execution of the pay-
ment application by accessing internal data (CA25a@nd that it is not be possible
for another application to deceive the Cardholdeind) execution of the payment ap-
plication (CAS G2.3).

FDP_RIP.1/POI_DATA ensures that no residual infdromaremains in resources re-
leased by the payment application and payment @ijuin temporary cryptographic
keys (CAS G2.1to CAS G2.3).

497 O.PromptControl
498 Rationale:

FDP_ACC.1/PEDPromptControl and FDP_ACF.1/PEDPromoptfdl enforces the
protection of PIN prompts and the control of PEBpthy specifying different kinds of
implementation (PCI A8.1 to A8.3).

499 O.MSR
500 Rationale:
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FPT_PHP.3/MSR leads to resistance against additsutstitutions, or modifications
that would allow determination or modification ofalghetic Stripe data to the to the
Magnetic Stripe read head and associated hardwdrsaitware.
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10 Glossary

501 For the Common Criteria oriented sections it isuasd the reader is familiar with the
language used. If not, please refer to [CC1]. Thiesmitions are not repeated here.

Term Definition

Acquirer A body acquiring card related transactiyvosn Merchants or
other parties, and transmitting these transactom@s Issuer. Usu-
ally, an Acquirer is represented by a bank or arfaial institution.
It can also be any body entitled to acquire calated transactions.
It is responsible for the Merchant's compliancéhsecurity

rules.
Acquirer Proc- An entity acting for or on behalf of an Acquireranquiring card
essor related transactions.
Application The objective of a POl is to executglagations issued by differ-

ent application providers (e.g. bank, health, lgyajovernment,
etc.). A POl may support a multi application enwiment where
several applications are executed simultaneouslg.applications
use functions provided by the core software ofRid. Applica-
tions may consist of data and software. The apjbica are ex-
cluded from the TOE.

Attended In an attended POI, the Merchant typigadtwides a member of
staff who processes purchased items and providestasce to the
Cardholder in using different payment applications.

(Bank) card A card issued by a bank (or by a sinmilstitution) to perform
payment transactions.

Cardholder A person using a (bank) card linkedntaecount to perform pay-
ment transactions.

Card payment Any payment transaction originatiognfia (bank) card.

CHV Cardholder Verification Devices (CHV): devides Cardholder

authentication, e.g. a PIN Entry Device (PED). ADRgbntains a
keypad, a display, a Security Module (SM) for Pidryption and
may also include an IC Card Reader. POI as pePitutection
Profile includes at least one PED thus allowingdbatder PIN
authentication.

Device In contrast to distributed architecturegnaclosed IT product with
external communication interfaces.

Enciphered Enciphered information.

Enciphered PIN that is only allowed to leave thd P@nciphered form wher
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Term Definition

PIN it has to be verified by the IC Card or by thsuer.
Encrypted Synonym for enciphered.

Firmware All the software present in the POI atdle&very point.

Hardware Se-
curity Module
(HSM)

Hardware Security Module. A physically and logiggirotected
hardware device that provides a secure set ofagyaphic ser-
vices.

oL

2S

Issuer A body issuing cards to Cardholders andeatithtransactions init
tiated by this cards. Usually, an Issuer is reprieseby a bank or
financial institution. It can also be any body #atl to issue cards|

JIL Joint Interpretation Library

JTEMS JIL Terminal Evaluation Methodology Subgroup

Magnetic Stripe containing magnetically encoded information.

Stripe

Merchant A retailer, or any other person, companyorporation that agree
to accept (bank) cards in the framework of a cahtrath an Ac-
quirer. In this Protection Profile the Merchanaiso responsible
for the TOE in order to protect the TOE against imalations of
the enclosure.

Multi applica- A POI that may be used for more than one (card)cgimn.

tion

Offline Deferred processing without direct commuation.

Online Direct communication between devices witttgbnic capability

(e.g. POI to hosts).

Payment sys-
tem

Any system processing payment transaction data.

Payment trans
action

The act between a Cardholder and a Merchant orifagihat re-
sults in the exchange of goods or services agpmshent. For the
purpose of this PP also the process performingtels of a card
payment related to the POI.

Payment trans
action data

Data that are involved in a payment transaction.

Examples for payment transaction data are the atthencur-
rency, the date of the payment transaction, cryptagiata, the
data used to perform Dynamic Data Authenticatioth stored in
the POI, any data which is transferred betweeretsand IC card
as card script processing and card managemerifyainsaction
Counter and any other payment transaction dataepsed by the
POIL.

The Acquirer, the Cardholder and the attended padmperations

D
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Term

Definition

on the payment transaction data.

PCI

Payment Card Industry. Issuer of security neguents. Jointly
formed by MasterCard, Visa and other card paymemraes.

PIN Entry De-
vice (PED)

A device for secure PIN entry and processing. TBP B/pically
consists of a keypad for PIN entry, laid out inrageribed format,
a display for user interaction, a Security Modwdesisting of a
processor and memory performing cryptographic djmers with
cryptographic keys on PINs and firmware. A PED a&atearly de-
fined physical and logical boundary, and a tampsistant or tam-
per evident shell. The PED is a CHV.

Plaintext PIN

PIN which is allowed to be sent te t@ card as plaintext in orde
to be verified by the IC card.

-

POI

A POl is an electronic transaction acceptamodyrct. A POI con-
sists of hardware and software and is hosted acaaptance
equipment to enable a Cardholder to perform a argaction.
Thereby the POI may be attended or unattendedtrB@actions
are IC card based payment transactions as weflyasther pay-
ment transactions e.g. based on Magnetic Strip@aynon-
payment transactions like health, loyalty or goveent. The TOE
is at minimum a POI excluding applications.

POI compo-
nent

Any physical or logical device involved in a caryment at a PO
(e.g. beeper, Card Reader, display, printer, PED).

POI manage-
ment data

All PIN related or security related data used toagge and admin;
ister the POI. Examples for POl Management datahareisk
management data, POl Unique Identifier or the Manthdenti-
fier. The Terminal Administrator performs operagsan POI
management data.

PIN related
data

All items related to the processing of a PIN, tie PIN itself, the
PIN encryption keys, etc.

Private key

That key of an entity’'s asymmetric payr that should only be
used by that entity. In the case of a digital sigrescheme, the
private key defines the signature function.

Public key

That key of an entity’'s asymmetric keyrphat can be made pub
lic. In the case of a digital signature scheme pilglic key defines
the verification function.

Public key cer-
tificate

The public key and identity of an entity togethettmsome other
information, rendered unforgeable by signing wita private key
of the certification authority that issued thattdate.

Processor

Any organisation or system processirygayment transactions

An entity operating a data or host processing eesdragent of an
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Acquirer, Issuer or Merchant to process card payrransactions,
Prompts Prompts are the text shown on the PEDayispl
Receipt A hard copy document recording a paymantstiction that took

place at the POI, with a description that usualtjudes: date,
Merchant name/location, primary account number,arand
reference number.

Reconciliation

An exchange of messages betweennstibutions (Acquirer, Is-
suer or their agents) to reach agreement on finhtatals.

Retailer proto-
col

Protocol used between the sale system (electrasit egister,
vending unit, service station infrastructure,..gl &me POI.

Reversal

Cancellation of a previous transactiorr& might be manual as
well as automatic reversals.

Secret (crypto-
graphic) key

A cryptographic key used with symmetric cryptogriagbch-
niques and usable only by a set of specified estiti

Sensitive data

Data that must be protected agaiaithorized disclosure, alter
tion or destruction, especially PINs and secret@ngte crypto-
graphic keys. Depending on the context of the fonel require-
ment sensitive data may be restricted to PlairRéXtor to Cipher-
text PIN and to a subset of cryptographic keys.

Sensitive func-
tions

Sensitive functions are those functions that preeesisitive data
such as cryptographic keys or PINs.

Sensitive ser-
vices

Sensitive services provide access to the undersemgitive func-
tions.

a_

Session key

A key established by a key managemetaqol, which provides
security services to data transferred betweenadhéep. A single
protocol execution may establish multiple sessieyske.g., an
encryption key and a MAC key.

Settlement

A transfer of funds to complete one orenprior transactions
made, subject to final accounting and corresponttirrgconcilia-
tion advices.

Script

A command or string of commands transmiktgdhe Issuer to the
terminal for the purpose of being sent seriallyhi® IC card.

14

L

Secure Appli-
cation Module
(SAM)

See Security Module.

Secure soft- All software that are involved in the secure hamgliof IC card

ware payment transaction, i.e. PIN encryption, paramater software
authentication, card and transaction data protecétr.

Security Mod- Any (physical or logical) device thmanages secret cryptograph

ic
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Term Definition

ule (SM) keys and cryptographic functions and pencryptographic op-
erations using keys that have a justified levgdrotection (e.g. a
Hardware Security Modules (HSM) or an external Sigcppli-
cation Module (SAM) for a purse application (PSAM))

Security re- All items, other than PIN related data, relateddourity protectior

lated data of the payment transaction. E.g. critical paransgtenyptographic
keys, etc.

Tamper- A characteristic that provides passive physicatqution against

resistant an attack.

Tamper- A characteristic that provides an active respooghé detection of

Responsive an attack, thereby preventing a success.

Terminal A POl is a terminal providing a man-maehio a human via dis-

play and keypad.

Terminal Man-
agement Sys-

tem (TMS)

A system used to administrate (installation, maiatee) a set of
POls. Used by a terminal manager.
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11 Annex — CAS to Common Criteria
11.1 CAS Security Requirements
Class CAS Security Requirements Number

CORE The PED uses tamper detection and respondeanisms PCIAl.l
which cause the PED to become immediately inoperab
and results in the automatic and immediate erasumay
secret information which may be stored in the PEese
mechanisms protect against physical penetratidheofie-
vice by means of (but not limited to) drills, lasechemi-
cal solvents, opening covers, splitting the cagsagams)
and using ventilation openings and there is notcey
monstrable way to disable or defeat the mechanasrds
insert a pin disclosing bug or gain access to s&ti@-
mation without requiring an attack potential ofesst 25
per PED, exclusive of the IC Card Reader, for idieat
tion and initial exploitation as defined in Appexdi of
the PCI POS PED DTRs. and

(Note: The replacement of both the front and reaimg
shall be considered as part of any attack scenario)

CORE Failure of a single security mechanism do¢sompro- PCIAl1.2
mise PED security. Protection against a threaaset) on
a combination of at least two independent secuanggha-
nisms.

CORE If the PED or ICC readepermits access to internal areds  PCI A2
(e.g., for service or maintenance), then it ispassible
using this access area to insert a pin disclosugg In-
mediate access to sensitive data such as PIN jgioery
graphic data is either prevented by the desighefriter-
nal areas (e.g., by enclosing components with geasi
data into tamper resistant/responsive enclosure#)has
a mechanism so that access to internal areas digses
immediate erasure of sensitive data.

CORE The security of the PED is not compromisedlisring: PCI A3

- Environmental conditions.
- Operational conditions

(An example includes subjecting the PED to tempeest

4 The “or” in the term “PEDor ICC reader” in this requirement and the followingseris a logical or. If the security prop-
erty mentioned depends on design properties dPEie and the IC Card Reader, either independentlygather, the re-
quirement must be met by each of the two devices.
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CAS Security Requirements

Number

or operating voltages outside the stated operasinges).

CORE

Sensitive functions or information are onlgdisn the
protected area(s) of the PED. Sensitive informagioc
functions dealing with sensitive information aretected
from modification without requiring an attack patiehof
at least 25 per PED, excluding the IC Card Redder,
identification and first exploitation as definedAppendix
B of PCI PED Derived Test Requirements.

PCI A4

CORE

If PIN entry is accompanied by audible torlesn the
tone for each entered PIN digit is indistinguisleafiobm
the tone for any other entered PIN digit.

PCI A5

CORE

There is no feasible way to determine anyredtand in-
ternally transmitted PIN digit by monitoring soursdiec-
tro-magnetic emissions, power consumption or ahgrot
external characteristic available for monitoringge with
the cooperation of the terminal operator or saleskc
without the requiring an attack potential of atsie25 per
PED to defeat or circumvent as defined in Apperiiof
PCI PED Derived Test Requirements.

PCI A6

CORE

To determine any PIN-security-related crympgic key
resident in the PED or ICC reader, by penetratiche
PED or ICC reader and/or by monitoring emanatioosf
the PED or ICC reader (including power fluctuatiores
quires an attack potential of at least 35 for ideattion
and first exploitation as defined in Appendix BR{ZI
PED Derived Test Requirements.

PCI A7
(high pro-
tection of IC
Card Readel
optional
within

"CAS only"

CORE

If the PED has a keypad that can be used to eatePIN
data, then at least owé the following statements A8.x
must be true. @tements A8.1 and A8.2 are intended t¢
be met by the vendor controlling the means of aiimg
prompt changes. A8.3 is the option that is intertdeal-
low third parties to control the means of authotiaa.)

PCI A8

All prompts for non-PIN data entry are under tha-co
trol of the cryptographic unit of the PED and remg
an attack potential of at least 16 per PED to cneent
for identification and first exploitation as defthen

Appendix B of PCI PED Derived Test Requirements.

the prompts are stored inside the cryptographit; uni
they cannot feasibly be altered without causingetiae
sure of the unit’s cryptographic keys. If the prdsnare
stored outside the cryptographic unit, cryptogrephi
mechanisms must exist to ensure the authenticdy af

the proper use of the prompts and that modificadion

PCI A8.1
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Number

the prompts or improper use of the prompts are pre-
vented, or

The unauthorized alteration of prompts for non-PIN
data entry into the PIN entry key pad such thatsRii
compromised, i.e., by prompting for the PIN enttyan
the output is not encrypted, cannot occur withett r
quiring an attack potential of at least 16 per R&D
identification and first exploitation as definedAp-
pendix B of PCI PED Derived Test Requirements, o

PCI A8.2

For active display devices, cryptographically basesw+
trols are utilized to control the PED display arielCP
usage such that it is infeasible for an entity pudsess-
ing the unlocking mechanism to alter the display &n
allow the output of unencrypted PIN data from the
PED. The controls provide for unique accountability
and utilize key sizes appropriate for the algorigsnm
question. Key management techniques and otheraic
mechanisms are defined and include appropriate-ap
cation of the principles of dual control and sghbwI-
edge.

PCI A8.3

ntr

pl

CORE

The PED provides a means to deter visual vasen of
PIN values as they are being entered by the Caidhol

PCI A9

PLUS

The PED must provide privacy shielding acaugdb
[EPC Shield].

Note: The acquirer is the responsible party tor@sshat
the installation of the PED is according to theuiegt
ments defined in [EPC Shield].

CAS A9.a

CORE

The design of the PED or ICC reader is suahitlis not
practical to construct a duplicate PED or ICC reddsn
commercially available components. For examplectse
ing used to house the device's electronic compsngmiot
commonly available.

PCI A10

CORE

It is not feasible to penetrate the PED to makeaatuy-
tions, substitutions, or modifications to the Matgne
Stripe Read head and associated hardware or seftumar
order to determine or modify Magnetic Stripe traeka,
without requiring an attack potential of at leaét(Op-
tional requirement).

PCI All (an
option
within
"CAS only")

CORE

The PED performs a self-test, which includes intggnd
authenticity tests as addressed in PCI B4, upohigta

and at least once per day to check firmware, sigcuri

PCI B1

Page 148

Version 2.0

26" November, 2010



Common Approval Scheme:™

A EUROPEAN INITIATIVE
FOR CARD PAYMENTS IN EUROPE

* gk

POI Protection Profile

Class
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mechanisms for signs of tampering, and whethePti&
is in a compromised state. In the event of a fajltine
PED and its functionality fail in a secure manner.

CORE

The PED’s functionality shall not be influedd®y logical
anomalies such as (but not limited to) unexpectend-c
mand sequences, unknown commands, commands in
wrong device mode and supplying wrong parameters G
data which could result in the PED outputting tleac
text PIN or other sensitive information.

=

PCI B2

CORE

The Firmware, and any changes thereaftethéwms in-
spected and reviewed using a documented and aledita
process, and certified as being free from hiddehuarau-
thorized or undocumented functions.

PCI B3

PLUS

The review of the PED firmware must be perfedry a
testing laboratory.

CAS B3.a

CORE

If the PED allows updates of firmware, theideerypto-
graphically authenticates the software integritgt drthe
authenticity is not confirmed, the software updatee-
jected and deleted.

PCI B4

CORE

The PED never displays the entered PIN digitg.array
related to PIN entry displays only non-significagimbols,
i.e., asterisks.

PCI B5

CORE

Sensitive information shall not be presentlanger or
used more often than strictly necessary. OnlinesRiié
encrypted within the PED immediately after PIN grigr
complete and has been signified as such by the-Card
holder. The PED must automatically clear its in&&rn
buffers when either:

- The transaction is completed, or

- The PED has timed-out waiting for the responemfthe
Cardholder or merchant.

PCI B6

PLUS

If the PIN (offline or online) needs to be \pted, it shall
be encrypted immediately.

CAS B6.a

CORE

Access to sensitive services requires auttegittn. Sensi-
tive services provide access to the underlyingiseas
functions. Sensitive functions are those functithrad
process sensitive data such as Cryptographic kays,
and Passwords. Entering or exiting sensitive sesvahall
not reveal or otherwise affect sensitive informatio

PCI B7

CORE

To minimize the risks from unauthorized useeafsitive

services, limits on the number of actions thatloauper-

PCI B8
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formed and a time limit shall be imposed, afterahhine
PED is forced to return to its normal mode.

CORE

If random numbers are generated by the PEDrinec-
tion with security over sensitive data then, thedam
number generator has been assessed to ensugeiiteisat-
ing numbers sufficiently unpredictable.

PCI B9

PCI

The PED has characteristics that prevent aoifgigntly
deter the use of a device for exhaustive PIN detrertion.

PCI B10

CAS

The PED has characteristics that prevent theofia de-
vice for exhaustive PIN determination.

CAS B10.a

CORE

The key-management techniques implementdwiRED
conform to ISO 11568 and/or ANSI X9.24. Key manag
ment techniques must support ANSI TR-31 or an exui
lent methodology for maintaining the TDEA key bumdl

D

PCI B11

PCI

The PIN encryption technique implemented inRE® is
a technique included in ISO 9564.

PCI B12

CORE

It is not possible to encrypt or decrypt aryteary data
using any PIN encrypting key or key encrypting ken-
tained in the PED. The PED must enforce that daya,k
key encipherment keys, and PIN encryption keyse fuhif
ferent values.

PCI B13

CORE

There is no mechanism in the PED that wouddvathe
outputting of a private or secret clear-text kegleartext
PIN, the encryption of a key or PIN under a keyt thaght
itself be disclosed, or the transfer of a cleat-k&y from a
component of high security into a component ofdesg-
curity.

PCl B14

CORE

The entry of any other transaction data meistdparate
from the PIN entry process, avoiding the accidedit
play of a Cardholder PIN on the PED display. Ifestata
and the PIN are entered on the same keypad, teeatath
entry and the PIN entry shall be clearly separptra
tions.

PCI B15

CORE

If the PED can hold multiple PIN encryptiory&eand if
the key to be used to encrypt the PIN can be exiigrse-
lected, then the PED prohibits unauthorized kelamap
ment and key misuse.

PCIC1

CORE

It is not feasible to penetrate the IC Carddee to make
any additions, substitutions, or modifications ither the
IC Card Reader's hardware or software, in ordeeter-
mine or modify any sensitive data, without requgran at-

PCI D1
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tack potential of at least 16. Note: The IC CarcdRe
may consist of areas of different protection leyvelg. the
areas of the IC card interface itself, and the hmdding
retraced cards.

CORE

The slot of the ICC reader into which the #gdcis in-
serted does not have sufficient space to hold a PIN
disclosing “bug” when a card is inserted, nor ddeasi-
bly be enlarged to provide space for a PIN-disaigsi
“bug.” It is not possible for both an IC card ant/ather
foreign object to reside within the card insertgbot.

PCID2.1

CORE

The opening for the insertion of the IC carahifull view
of the Cardholder during card insertion so that amip-
ward obstructions or suspicious objects at the iogesre
detectable.

PCI D2.2

CORE

The ICC reader is constructed so that wiresing out of

the slot of the IC Card Reader to a recorder oamstitter

(an external bug) can be observed by the Cardholder

PCI D3

CORE

PIN protection during transmission within the PED (
least must comply):

PCI D4

PCIDA4.1

If the PED and IC Card Reader are not integratt in
the same secure module, and the Cardholder verific
tion method (i.e., the IC card requires) is deteedito
be enciphered PIN, then the PIN block shall be-enci
phered between the PED and the IC Card Reader u
either an authenticated encipherment key or theal@,
or in accordance with ISO 9564.

a

sing

If the PED and the IC Card Reader are not intedrate
into the same secure module, and the Cardhold##- v¢
cation method is determined to be a plaintext Pk
the PIN block shall be enciphered from the PEDh&o t
IC Card Reader (the IC Card Reader will the deaiph
the PIN for transmission in plaintext to the ICdan
accordance with 1ISO 9564.

PCI D4.2

1%
-

D

If the PED and the IC Card Reader are integrateld ai
the Cardholder verification method is determinetie¢o
an enciphered PIN, then the PIN block shall be-enci
phered using an authenticated encipherment kdyeof
IC card.

1 PCID4.3

If the PED and the IC Card Reader are integrateld ai
the Cardholder verification method is determinetie¢o
a plaintext PIN, then the encipherment is not nesglif

1 PCID4.4

the PIN block is transmitted wholly through a pobésl
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environment (as defined in ISO 9564). If the plexit
PIN is transmitted to the IC Card Reader through an
unprotected environment, then the PIN block shall b
enciphered in accordance with ISO 9564.

CORE

Change-control procedures are in place sathain-
tended security-relevant change to the physickdgical
capabilities of the POI causes a re-certificatibthe de-
vice under the Physical Security Requirements er th
Logical Security Requirements of this document. dae
tailed evaluation and change procedures are deskiiba
additional document.

PCIE1

PLUS

Requirement PCI E1, whose scope is the PEExtended
to cover all POI security-related components. Moe
cisely, the subject of this requirement is any sécu
related changes to the physical or logical cagasliof the
POI; a change is security-related if it affects $keurity
protections needed to comply with al PCI plus ségcur
CAS requirements.

CAS El.a

CORE

The certified POI firmware is protected aratexd in such
a manner as to preclude unauthorized modificagan,
using dual control or standardized cryptographit@oti-
cation procedures.

PCI E2

PLUS

Requirement PCI E2, whose scope is the PEExtended
to cover all POI security-related components. Mmes
cisely, the subject of this requirement is the @cbbn and
storage of the software in the POI security-relatatpo-
nents.

CAS E2.a

CORE

The POl is assembled in a manner that the coems
used in the authenticating process are those coemp®n
that were certified by the Physical Security Reguients
evaluation, and that unauthorized substitution® heot
been made. The vendor shall confirm this by gixangn-
tegration statement.

PCI E3

PLUS

Requirement E3, whose scope is the PED, ended to
cover all POI security-related components.

CAS E3.a

CORE

Production software that is loaded to devatdke time of
manufacture is transported, stored, and used uhder
principle of dual control, preventing unauthorizaddifi-
cations and/or substitutions.

PCI E4

PLUS

Requirement E4, whose scope is the PED, ended to

cover all POI security-related components.

CAS E4.a
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CORE

Subsequent to production but prior to shiprfrem the
manufacturer's facility, the PED and any of its poments
are stored in protected, access-controlled areaaed
within tamper-evident packaging to prevent undetct
unauthorized access to the device or its components

PCI E5

PLUS

Requirement E5, whose scope is the PED, ended to
cover all POI security-related components.

CAS E5.a

CORE

If the PED will be authenticated at the Kewndlimg Facil-
ity by means of secret information placed in theice
during manufacturing, then this secret informatsn
unique to each PED, unknown and unpredictable yo an
person, and installed in the PED under dual comtreh-
sure that it is not disclosed during installation.

PCI E6

PLUS

Requirement E6, whose scope is the PED, ended to
cover all POI security-related components.

CAS E6.a

PLUS

Authentication at the initial Key Loading Hagi Vendors
must comply with all requirements of PCI E7.

CAS E7

PLUS

If the manufacturer is not in charge of irkiiay-loading

he must provide means to the initial-key-loadinglity to
assure the authenticity of the POI security-relat@apo-
nents for himself.

CASE7.1

PLUS

If the manufacturer is not in charge of irkiiay-loading
he must provide means to the initial-key-loadinglity to
assure the verification of the authenticity of B@I| secu-
rity-related components.

CAS E7.2

PLUS

Security measures during development and eraance of
POI security related components. The manufactucest m
write a development security documentation, whieh d
scribes all the physical, procedural, personnel,aher
security measures that are necessary to protesitdgrity
of the design and implementation of the POI segurit
related components in their development environment
The development security documentation shall pevid
evidence that these security measures are follolwadg
the development and maintenance of the POI seeurity
related components. The evidence shall justify tinatse-
curity measures provide the necessary level oeptimn
to maintain the integrity of the POI security-reldcom-
ponents.

CAS ES8

PLUS

All PCI and CAS E requirements must be checkad

site visit.

CAS E9
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CORE

The PED is shipped from the manufacturerisitiato the
initial-key-loading facility, and stored en routeder au-
ditable controls that can account for the locatbrvery
PED at every point.

PCI F1

PLUS

Requirement F1, whose scope is the PED, endet to
cover all POI security-related components.

CAS Fl.a

CORE

Procedures are in place to transfer accodityebr the
device from the manufacturer to the initial-keydowy fa-
cility.

PCI F2

PLUS

Requirement F2, whose scope is the PED, endet to
cover all POI security-related components.

CAS F2.a

CORE

While in transit from the manufacturer’s fagito exter-
nal facilities, the device is:

- Shipped and stored in tamper-evident packagingyca,
- Shipped and stored containing a secret thatnsadi-
ately and automatically erased if any physicalumctional
alteration to the device is attempted, that candrdied
by the initial-key-loading facility, but that cannfeasibly
be determined by unauthorized personnel.

PCI F3

PLUS

Requirement F3, whose scope is the PED, endet to
cover all POI security-related components.

CAS F3.a

PLUS

Each POI security-related component shall lsaweique
visible identifier affixed to it.

CAS F4

PLUS

The vendor must provide a manual, which presiith-
structions for the operational management of thé PKs
includes instructions for recording the whole tifecle of
the POI security-related components and of thetvage
components are integrated into a single POI, e.qg.:

- data on production and personalisation,

- physical/chronological whereabouts,

- repair and maintenance,

- removal from operation,

- loss or theft.

CAS F5

PLUS

Authenticity and integrity of payment transaics. Ven-
dors must comply with all requirements of G1.

CAS G1

PLUS

The POI must have the capacity to protect comaoa-
tions over external communication channels, meattiag
POI security components must provide cryptographic
means:

- To protect all transactions data sent or recebyethe
POI against modification

CAS G111
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- To protect all transaction data sent or recelwethe POI
against disclosure

- For the POI to be uniquely authenticated by ttteraal
entity it communicates with.

PLUS

The transaction/accounting data shall be leahdgith au-
thenticity and integrity in the POI.

CAS G1.2

PLUS

POI management data must be provided to thenPaD
authentic way and must be protected against unan#ub
change.

CAS G1.3

PLUS

Application integrity via application sepaceti Vendors
must comply with all requirements of CAS G2.

CAS G2

PLUS

The security of payment application in the Rkt not
be impacted by any other application. Payment egiptin
isolation shall be ensured: no other applicaticallstave
unauthorized access to payment application datadaia:
transaction data, management data, non-PIN keys, en
crypted PIN)

CAS G2.1

PLUS

The security of payment application in the Rkt not
be impacted by any other application. Payment egiptin
isolation shall be ensured: it shall not be possibt an-
other application to interfere with the executidrihe
payment application, by accessing internal dateh(s1s
state machine or internal variables).

CAS G2.2

PLUS

Payment application isolation shall be ensutesthall not
be possible for another application to deceiveGhed-
holder during execution of the payment applicatlmnac-
cessing Cardholder communication interface (egpldy,
beeper, printer) used by the payment application.

CAS G2.3

PLUS

Authenticity and integrity of POI software. nors must
comply with all requirements of G3.

CAS G3

PLUS

POI software must be provided to the POI imatmentic
way and must be protected against unauthorizedgehan

CAS G.3.1

PLUS

If the POI implements software updates, a $&0urity-
related component cryptographically authenticdies t
software integrity and it the authenticity is nonéirmed,
the software update is rejected or all secret ogyaiphic
keys are erased.

CAS G3.2

PLUS

To determine any non-PIN secret key in a ROUSty-
related components, by any means, including petrira
and including crypto-analysis, requires an attamieptial
of at least 16 for identification and initial exfiltion as

CAS G4
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Class

CAS Security Requirements

Number

defined in Appendix B of the PCI POS DTRs.

PLUS

To defeat a mechanism (hardware or softwara)ROI
security-related component, by any means, including
modification of public keys, requires an attackgmtial of
at least 16 for identification and initial explditan as de-
fined in Appendix B of the PCI POS DTRs.

CAS G5

PLUS

The key management techniques implementedPidla
security-related component conform to ISO 11568@nd
ANSI X9.24

Note: This requirement does not supplement PCI B11
whose scope is the PED.

CAS G6

PLUS

The functionality of a POI security-relatedngmnent
shall not be influenced by logical anomalies suckbait
not limited to) unexpected command sequences, wmkn
commands, commands in a wrong device mode and s
plying wrong parameters or data which could reisust
breach of the security requirements.

CAS G7

Page 156

Version 2.0

26" November, 2010



Common AppI’OV8| Scheme{* *:* POI Protection Profile

A EUROPEAN INITIATIVE X
FOR CARD PAYMENTS IN EUROPE

11.2 Mapping from CAS to SFRs and SARs

502 The following table shows the mapping between CA&uirements from [CASPOI]
and security requirements in this PP. All links epiclinks to AVA_POI can be traced
back to the statement of the requirements in tRisLihks to AVA_POI are addressed
in [POI CEM].

CAS- SFR SAR
requirement

PCIAlL.1l FPT_PHP.3/CoreTSF

PCIAl.2 ADV_ARC.1
PCI A2 ADV_ARC.1
PCI A3 FPT_PHP.3/CoreTSF

PCI A4 ADV_ARC.1
PCI A5 FPT_EMSEC.1/PIN_ENTRY

PCI A6 FPT_EMSEC.1/PIN_ENTRY

PCI A7 FPT_PHP.3/CoreTSF,

FPT_EMSEC.1/CoreTSF
PCI A8.1 FDP_ACC.1/PEDPromptControl, ADV_ARC.1

FDP_ACF.1/PEDPromptControl,

PCI A8.2 FDP_ACC.1/PEDPromptControl,
FDP_ACF.1/PEDPromptControl

PCI A8.3 FDP_ACC.1/PEDPromptControl,
FDP_ACF.1/PEDPromptControl

PCI A9 Outside the CC evaluation (objective for the enwinent)
CAS A9.a

PCI A10 ADV_ARC.1
PCI A1l FPT_PHP.3/MSR

PCI B1 FPT_TST.1/ PEDMiddleTSF,

FPT_FLS.1/ PEDMiddleTSF,
FPT_TST.1/CoreTSF,
FPT_FLS.1/CoreTSF

PCI B2 FDP_ITC.1/PEDMiddleTSFLoader,
FPT_FLS.1/ PEDMiddleTSF,
FPT_FLS.1/CoreTSF,
FDP_ITC.1/CoreTSFLoader
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CAS- SFR SAR

requirement

PCI B3 ALC CMS.2

CAS B3.a Covered by the CC evaluation

PCl B4 FDP_ITC.1/CoreTSFLoader,
FDP_ITC.1/PEDMiddleTSFLoader

PCI B5 FPT_EMSEC.1/PIN_ENTRY

PCI B6 FDP_IFF.1/ENC_PIN,

FDP_RIP.1/ENC_PIN,
FDP_RIP.1/PLAIN_PIN,
FDP_RIP.1/ICCardReader

CAS B6.a FDP_IFF.1/ENC_PIN

PCI B7 FIA_UAU.2/PIN_ENTRY

PCI B8 FTA_SSL.3/PIN_ENTRY

PCI B9 FCS_RND.1

PCI B10 FDP_IFF.1/ENC_PIN,
FCS_COP.1

CAS Bl10.a | FDP_IFF.1/ENC_PIN,
FCS_COP.1

PCI B11 FDP_ITC.2, FTP_ITC.1,
FPT_TDC.1

PCI B12 FCS_COP.1

PCI B13 FDP_IFF.1/ENC_PIN

PCI B14 FDP_IFF.1/ENC_PIN,

FDP_IFF.1/PLAIN_PIN,
FDP_IFF.1/ICCardReader

PCI B15 FDP_ITC.1/PIN_ENTRY

PCIC1 FTP_TRP.1/ENC_PIN

PCID1 FPT_PHP.3/ICCardReader ADV_ARC.1

PCI D2.1 ADV_ARC.1

PCI D2.2 ADV, ARC.1
AGD_OPE.1

PCI D3 ADV_ARC.1

PCI D4.1 FDP_IFF.1/ENC_PIN,

FCS_COP.1

PCI D4.2 FDP_IFF.1/PLAIN_PIN,
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CAS-
requirement

SFR

SAR

FDP_IFF.1/ICCardReader,
FCS_COP.1

of
CC

PCI D4.3 FDP_IFF.1/ENC_PIN
PCID4.4 FDP_IFF.1/PLAIN_PIN,
FDP_IFF.1/ICCard Reader,
FCS_COP.1
PCI E1 Re-evaluation issues are out
CAS Ela scope. The PP stands by (
maintenance process.
PCI E2 ALC_DVS.2
CASE2.a
PCI E3 ALC_DVS.2
CAS E3.a
PCI E4 ALC_DVS.2
CAS E4.a
PCI E5 ALC_DVS.2
CAS E5.a
PCI E6 ALC_DVS.2
CAS E6.a
CAS E7 ALC_DVS.2
CASE7.1
CASE7.2
CAS E8 ALC_DVS.2
CAS E9 ALC_DVS.2
PCI F1 ALC_DVS.2
CAS Fl.a
PCI F2 ALC_DVS.2
CAS F2.a
PCIF3 ALC_DVS.2
CAS F3.a
CAS F4 ALC_CMC.2
CAS F5 AGD_OPE.1
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CAS- SFR SAR
requirement

CASG1.1 | FDP_UIT.1/PAY_DAT,
FDP_UCT.1/POI_DATA,
FIA_API.1/POI_DATA,
FTP_ITC.1/POI_DATA

CAS G1.2 FDP_ITT.1/POI_DATA

CAS G1.3 FDP_ITT.1/POI_DATA,
FDP_UIT.1/MAN_DAT

CAS G2.1 | FDP_RIP.1/POI_DATA, ADV_ARC.1
FDP_ACF.1/POI_DATA

CAS G2.2 | FDP_RIP.1/POI_DATA, ADV_ARC.1
FDP_ACF.1/POI_DATA

CAS G2.3 | FDP_RIP.1/POI_DATA, ADV_ARC.1

FDP_ACF.1/POI_DATA

CAS G3.1 FDP_ITC.1/MiddleTSFLoader
FDP_ITC.1/ApplicationLoader

CAS G3.2 FDP_ITC.1/MiddleTSFLoader
FDP_ITC.1/ApplicationLoader

CAS G4 FDP_ITT.1/POI_DATA,
FDP_UCT.1/POI_DATA,
FTP_ITC.1/POI_DATA

CAS G5 Covered by the CC evaluation
CAS G6 FDP_ITC.2,

FTP_ITC.1,

FPT_TDC.1
CAS G7 FPT_FLS.1/MiddleTSF
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12 Annex — Relationship between AVA_POI and AVA_VAN.Zamilies

The relationship between AVA_VAN.2 and the requiesits of the extended AVA_POI fam-
ily relies on the interpretation of CC “Basic” atkapotential as within the limits of “POI-
Basic”, defined in [POI AttackPot] , and on theuratof the additions introduced in the ex-
tended family.

We assume that the points needed to reach Bastilethe context of POI evaluation are
lower or equal than the points needed to reacliP@keBasic level. This assumption does not
affect the generality of the argumentation sincen ligasic and POI-Basic are the lowest levels
in the attack potential scales.

Let us show that each AVA_POI requirement is anegfient of AVA_VAN.2 for the POI
components selected in the instantiation of AVA _RQD. Note that AVA POI.1,
AVA POIL.2, AVA_POI.3 and AVA_POIl.4 differ only inhe attack potential level assumed
for an attacker, POI-Basic, POI-Low, POI-Moderatel #0I-High, which are strictly increas-
ing. Hence it is enough to show that AVA_POI.1 mef§ AVA_VAN.2 for the selected POI

components:
e AVA POL1.1D: This is the same as AVA_VAN.2.1D, iested to the selected POI
components.

« AVA POL.1.2D: This is an additional element, withaounterpart in AVA_VAN.2,
that allows to require implementation representatrdormation and the mapping to
SFRs to be used by the evaluator during the vubiéga analysis (cf.
AVA _POI.1.3E). Formally, this element is a refinamthef AVA_VAN.2.1D.

e AVA POL1.1C: This is the same as AVA VAN.2.1C,trated to the selected POI
components

* AVA POL1.1E: This is the same as AVA_VAN.2.1E.

e AVA POL1.2E: This is the same as AVA VAN.2.2E, treted to the selected POI
components.

* AVA POIL.1.3E: This is a refinement of AVA_VAN.2.3Eestricted to the selected
POI components, that introduces the use of thdablaiimplementation representa-
tion and mapping to SFRs during the vulnerabiliiaalysis.

e AVA POL1.4E: This is a refinement of AVA_ VAN.2.4Eestricted to the selected
POI components, where POI-Basic attack potent@hoes Basic attack potential. By
assumption Basic attack potential is weaker or letiean POI-Basic attack potential
level, hence the new requirement is stronger tharotiginal one.

In EAL POI, each POI component in the scope ofebauation is addressed by at least one
AVA POl instance: POI components belong to onehef TSF parts Core TSF Keys, Core
TSF, PED Middle TSF, Middle TSF or MSR and eacltheke parts are addressed by at least
one instance of AVA_POI. Hence, the set of AVA_R@itances included in EAL POI con-
stitutes a refinement of AVA_VAN.2 applied to théele POI.
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